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multi-owner model

N g

wole b0l Jradgs

genTrapdoor Enc Buildindex KeyGen 31

3 glder iz oy slaes oSl Dec 5 Query .
PSE (slop o8l 7, carislh W sloojlgu S acgomxs
oW OJA—‘ Ry e

ool KeyGen 0,651 (PK, SK) KeyGen(s)
3 PK (cogoe 0S5 0.5 (o0 6999 Oloreas 1,8 el )b
23 oo Al (29,5 Glyie 4]y SK pogas oS
Db oo 1, DO lawgs oy ,68l cpl :l - BuildIndex
W= 41 o & |, W slaejlgads sacgeme
‘) W) J.ool} D ol 4L gon0 )‘ 9 W19W2 5...9Wn
Ll oz BB Gals 5 0,5 0 69959 Olorews
S o0 g (29> Sl

5ETDO Lawgs i, ol :Eq, Ei Enc(PK, D, 1)
D= a5 ‘) D o AL goro L)J‘ w00l
Ei g Ba ool (5 038750, sbewl 5 S (oo Jou3 (59955
S (s adg (295 Glyen

DU lug pi,edl ol T genTrapdoor(SK, q)
‘) g €l (l.m)o)|9.AJ5 9 SK 6.09..4} .\.».15 »)5..»60 |)>‘
S S S0 s 609y9 Olyew
ol e 0 0l oilaalds G dadd g il (slojlgands
Oleeds 1, T gaz,o SK S5 4 0 5,108 5,
SR8 (5T

>l CS lawg ni el () : Eq Query(Ei, T)
Ei ool 6518550, aaled 9 T azm ;5 o681 (l 098 o0
Syeb degazme ddos 51 b5 9 0 ndi o0 (99,9 Oy |,
Sldae (29, Oleie @ Eg oo (5,108 50, ol
pll oad (610550, aled 0 azmye L 1) et
.MQGA

5T DU gy o,68l cpl D Dec(Eq, SK)
‘) SK gow A,JS 9 Eq G C"L“" .oa)f‘so
hol i Ba (olaShe) b g 005 (o0 5099 Olpiews

DB oo 9, leie 4y ol

lojlguals ST ggamime —)-Y-F
b G sbul a8 wols plas Y] ol e 5 Siges
o o (olin 03lgadlS eas ales pln o (el PSE
o Ol aS sgaze 1) Woslgalds sl slales v
Sl ly b [PAl 5 g XU ol s ogdle s

Y 5led A al> Y44 Jle

A
i§r/
.’&y

-


https://dor.isc.ac/dor/20.1001.1.24763047.1399.9.2.4.9
https://monadi.isc.org.ir/article-1-184-en.html

[ Downloaded from monadi.isc.org.ir on 2026-05-20 ]

[ DOR: 20.1001.1.24763047.1399.9.2.4.9 ]

2251 Dl g ldig ) (5303 :92ima Jil8 (55138 jo sl b 4950

O |y g mls Sl g Como )b (pl sl
oilgandS i ez plp jo (ol oodle LS e
S50 sl Gonzalez [17] 4 Farras .wle oo Cuoglio
ok s oy by oeizen 9 aled o5l
RENCEVUHIRI WL JPIEHPS P JRERK JRITE
S )3 99790 slagsb b awlie )3 )b (nl S o
Ll Aol )50 Slos g yloj o3l aiile Sl slo,lso

Y 5l A ol AV Jle

WHlw s Joss bz,b cpl (Jb ) Lo
sojlsads o oI5 ol Gl (Jle lgea

g god 48,5 la5 5 aoy o

&L ojlgunds’ ggmime ~¥-Y-V-F

S b sogos oS (613550, [#3] )8 5 Xu
PEFKS o .xols &l |, (PEFKSY) 531 o3lgands
& g V) el ooy M Cound 90 A dzu o
Sojlasels” somivz (V) 5 a4z slooslyadds 335
Sl hgre &4z ;0 636 lojlaands ks waz ;s 551
)..)lS M 9 WS LS'L‘)[) ‘) Ly.la..a sbewl B 03....4(59 ool
4,0 seojladS 380 (exiur Hoho b Sl
oo ol ouS s jis 1) bt o doe &0
b o wlyin 45 2l sleiny |y s o S
B PEFKS #,b a4 |, avls 5 i 5, K5,
el ol 85150alS i alas s )0 b gl S

s o5lguals’ (geiume —Y-Y-Y-¥
S @)l sl b D] e 5 Ko
ogee kS ()5, 5l eoliad b gihae o3lals
Silogyy Sbles gd @ik nl jo sls olerin
23,5 oo oolitul om0 asi plie 5 (5135 5e plSn
&S wsys olels [Yal ol5ke 3 Silsn wpdlea
olgaedS i Mol o 329e slagb
Jud sl ) (b 5 sy el Tl e
ke s 5l eslitul b (iae o3lgaldS (s9mdtan (508
Alr o @loe b 5l sl ol s S slpriny (o 99
S s ol ul s o3laadS eas Edles
oz b Jb cnl b oS ooliiul cins olfiws j )8
Wo3lgonds JolS Concd s aze s adgs plSa [Y2 (1 0)]
pas g Oledbl cuid 4y i ol ol ayls 5L asles jo
5 S nlple 580 Dlowy (poga m > Suley
b o Re-AtPECK ol & wyax 0,509, S5 [V L
bty lp oloy & atly s JB ()35 50,
ez plp jo ol &l Xgn (s
ez g Bl Gl OMex (Sl ojlgals
b ol el (el oz 58 05laaldS eds O
slsbisl Jaw oell 5 olas STyl Jow sl> 4
2l Como )b opl o (Jl opl b ol oads axs L
5 XU eopl g oodle LRV ol sais e gt
LS P Ay dates 098 SaS 4 [PY] ) Kea
Gl corel Gl sl golidn Shy o Ol

L public key encryption with a fuzzy keyword search
2 offline keyword guessing attacks


https://dor.isc.ac/dor/20.1001.1.24763047.1399.9.2.4.9
https://monadi.isc.org.ir/article-1-184-en.html

[ Downloaded from monadi.isc.org.ir on 2026-05-20 ]

[ DOR: 20.1001.1.24763047.1399.9.2.4.9 ]

wloi jLsle g g ol 3 i BASE g PSE ilico vz ybo ao lio (Y- Jgu)

alo ;LS L 9w CosS SIS0, | Jlw T et @)
ol Le (S5 83l90dS” (goin ABSE Y\0 Liang and Susilo [36] \
oy sabae 8319018 goxine PSE Y\f Yang and Ma [71] Y
Slop 0 (§AA , 83190lS (g9 PSE Ye\$ Zhang et al. [75] Y
Sop o3lganls S5 (g gminn PSE Y-\# Chen et al. [11] ¥
OES ol (G ) An5lgaulS (g g PSE Y-\F Pasupuleti et al. [44] [
osSae dsles Lo (S5 85l500dS” (g9ocin ABSE Ye\p Sun et al. [58] 4
sy sibe go3lguds’ gecine PSE Y-\f Miao et al. [41] \4
s o3lgals S5 g PSE Yo\ Ma [40] A
Slop sibae 425l50lS g g PSE Ye\y Xu et al. [67] q
B Al b Anslgalls semins PSE Y-y Huang et al. [27] |G
GE Lo (Shg an3lga s seoxine ABSE Y-VA Cuietal. [13] "
IGES 2wl BB so5lands somine PSE YA Miao et al. [42] Y
sy 0 (§d, (503ls0lS (sozia PSE YA Zhang et al. [76] Y
Sop Al bB so3lsadS somins PSE YA Sun et al. [55] ¥
Sop sihe (so3lgulds’ ggine PSE Y-\4 | Farras and Gonzalez [17] 10

‘;):5 u,..:l.....“ SRR g Jg@ 6)‘:6}&) Ll PSE
sl SN 355 glalagdgame gly J>ol, 3 ABSE

Y 5l A ol AV Jle

N4

Sl BB oflgunls’ sgoiume —Y-Y-F
b LB 5 s B b [DV] ollsen 5 ot
swosls (g9, a5 oloasly sl 1) cb jates Lawg
el S ol e ilesls @l WS e LS S5
Coly gwpwd g Gilwopmd Gl axSe ool sl
slalisel 5l osliil b b ol odbay ensl o ool
JB b S olp kS By s SSyn 5 Jlems
ol il s cilie LS & 0l L ez
50 Sl Lol el a8 laools 5l penl cbslas o )b
WU ool s opdle ol o Cypancss lnosls ST,
ol e anl B ik S [FF] o iSen
s S50 S )gegen (550550, slas bl
Glad [LSlo 5l )50 ol o aiols &l 6 )5 wis Jele
i g ce ookl yiixe sloosls ls gl usSns
Sl r 0t e @l Come dgn el
5 555 Sy Colld | ABSEL PSE .31 slag b
odls oale HLis (V) Jgaz yo wled sla,bzle fyuomen
b amglin ;5 PSE (slag,b o5 ouiS oo sslive .o
blo)) g |y swiws Jlo,55 » (65t Sl 51 SSE
Gl Loyl dgz ae sk 4y DUy DO (e (SO
ST o pae () 5l wyle PSE slacgsgae (Jl>
501 DO a5 el 55 5 39 o adlye DO Ly
Pl Sl s 5o oz )57 a5 5L e 5 wll
S )8 cugn 5Ll (V) 5 000 5L DO 4 oS’ o
Slzyb )0 Gless Slles )5 93 5 1)l gy

1 Attribute-based searchable encryption

O dos! 10l oyl 0uge b g3


https://dor.isc.ac/dor/20.1001.1.24763047.1399.9.2.4.9
https://monadi.isc.org.ir/article-1-184-en.html

[ Downloaded from monadi.isc.org.ir on 2026-05-20 ]

[ DOR: 20.1001.1.24763047.1399.9.2.4.9 ]

-

Encrypted Documents
and Index

/

CS

Search Results

Trapdoor

s

o Secret kev Request
« Public Pamnﬁ.\;l ~— T "
m\ / ; Secret ke_\'\) /
— T
DO DU
Lo (S 19 Gozima BB (5,105 0 55 lono :(F- J5C0)

DKS | ABSE | CKS | VKS | SeKS | RKS | FKS | SKS | &)li8m, | Je ook el | s,
aly goes pocs goes goes ab poes poecs SSE Y-\f | Caoetal. [7] \
ab P > > ab ab > = SSE Yoy Fuetal. [19] Y
[ al, J I e PSE Yor¥ H""a["z%]et A
aly > = = > > aby > SSE Yoo f War{]goeit al, f
= > = > = = > aly SSE Y\ F Cangit al. I

. . . . . . . . Liang and

Ll P x| 2 | 2 | 22 | | ABSE | Y o |7
d | e | e | e | e | o | e | e SSE Yors Ya{‘7gt] g v
a; o 5 d | o | e | | ABSE | Y-\$ 5“F5e8t]a" A
P > aby = = = > = SSE Ye\p Ali e[1r21]d Lu q
aby = P > = ab > P SSE Ye\$ Xi?eégt]al. \.
JOES B [ I T N PSE Yors Che[gf]t 2 "
oes > Jecs > ab > goes poes SSE Y\Y | Fuetal. [21] Y
PR e d | e | e | e | e PSE Yoy M“"Ej;]ta'- "
ol o s | s | e | e | e ABSE | Y)Y C“[il%t]a" '
N a, N R I P SSE YOV | Lietal.[35] | 18
VSN S o o ot | e | e PSE YAV | Xuetal.[67] | VF

. . . . . Wan and
& | e o o e d | s | s SSE A s W
| o o o d | s | s SSE YA | Fuetal.[22] | VA
ab = > > = > ab = SSE YA War[l%jt al. L\
al; s I e T e ABSE | Y-\A Wa’[‘gze]‘ al oy

9w Calsld bl 5 ABSE g PSE SSE Cilisio sbag yb dua lio :(Y— Jgu)

SKS single-keyword search, FKS fuzzy keyword search, RKS ranked keyword search, SeKS semantic keyword search, VKS
verifiable keyword search, CKS conjunctive keyword search, ABSE attribute-based keyword search,
DKS dynamic keyword search

el 0,5 e Sl 5 cwes SRS sl
S Coal G5 aen 0)lys Sledbl Jold g e
(SlaTis 51 A8l 4B (g yfnd s s Al os
b (Comiz 090 2w ol Jl glpea) )8
S el 4Bls gl oy yai s yiand ialas
Golore (1) JSo s bl @ (qw s 4y e

WS (o pgad 4y b Sy g BB (6,105 50,

Y 5 led A ol AYA4 JLo

N

Lo (S 319 sxws LB (5,105 50, -V -F
0ol |, bosls oogas o> ouly o PSE o SSE
@ h e Sezme 950 50 Cuzmo plSin Ll wiis
G Al gogar oS S L 8 el
638 50, S log gwyiwd PSE 5 SSE (sla S'g5Ls
5 ol Sglia el ABSE L 5519 s7cin L
0dd (6,088 50, oliwl b olyer cwpiws Caslw SO

O dos! 10l oyl 0uge b g3



https://dor.isc.ac/dor/20.1001.1.24763047.1399.9.2.4.9
https://monadi.isc.org.ir/article-1-184-en.html

[ Downloaded from monadi.isc.org.ir on 2026-05-20 ]

[ DOR: 20.1001.1.24763047.1399.9.2.4.9 ]

(1)

oo e 5l a5 wes o plnebl b ol gl
NOR 5 HU (s 398 o0 (s S slz L3 2 a8 03lgals
b s 5 sloceln & obims sl [26]
bl gz Cobl b oolen )5 Bi> oL
G Cala 2 n 5350, 2, e e S
(@D gt sl (nl 2 ogdle s S sloiiny ey e
JB L (Shy somimnr b S Xu [77] 5 55
sosls o gz aile MU J> sy ol
LIS oS oo 0l 25k ol cassls al)) ooy (5,185 5w,
b el ools plonil | g Slilos ailiols oyl 43
Oy Sl ewpes JpS slp b rl >
Shsl a sl cpl Lol oo oolaiwl gwyiwd
WS ool Slaidy 0al 5,5y slaosls I mesls (5,188
wlylS (6,185 STxal a4 ol [Y8] ghivgw 5 S .
Skl 5l daojlonds’ pdy Bllasil Glu)jg, 4 g Laosls
Sazme )50) g Le Sy slaojlsadS (ot
ol 5l eolaiwl b s ,S eolatwl Tl Sy (owSsy
srools wel)lS job 4 wilgs o 0ol Faiyls ples]
03,9l p 1) (gwyws gielas a5 JIn)5 LT o>
[EY] %00 5 giles e 05,080 STyxsl 4 S| oo
b (S 90l BB Glaojlsads gominr )b
h @l Como (owyp Bl Gl 4 B aio S olpriy
Nhr (o )y (eerewd 5SS @ b cnl e
S Sl sln e Sy Suglel &3 5l izmen
»oodle lei o oolainl alie glaosls I g ws
Jo ol b el oyl CKA o s o 2,b ol oy
Sp e o G @b L s sl ek
Loo]
ok [OA] Glsen 5 Lo (2LS s sl
slp ABSE (e pdy olide aojlyardS (goomtnr
20,8 (b 1) Sl aiz 5005 i Sy Jow

Gomnr ) Wl oo e S pdy ooleke S L 25k
298 L2l B whw o 5 S Cuge sl b s
ey 0l asl)ls Slaslre Sl 51wl e )5 Bd
b ]y sl ho e by o et Wlgi oo ools Sl
ool CKA (gale> plp j0 g5k cnl oS Cupae g
Shodles 503 glgl plp yo 2ok onl (Jb ool b oo
OB 5 555 nl » odle s el Sl S
b opls w> S geminn b K [VYI

4 attribute-based proxy reencryption

OA

wole b0l Jradgs

clayall adg aaly (TAY) jixe a2 5 o>
)l )8l 1) aloyze Lol slaadS 5 (oges
G35 Cesliws ABSE 195 o el £55 35 43 ABSE
oy o &y eslew ABSE 4 (KP-ABSE?) o5
93 ;0 40 5,108 e, 9 oS udg anl 8 (CP-ABSES)
ol w5 KP-ABSE 5 el &slis lls b
5 998 oo ddei P yis el 31 oolanul b asle yore
b Sh 5l Glegome 3 oolinl b ales o ol
L goga> ols CP-ABSE o Ssbise 5,055,
9 Sl 5 998 o0 g o Sy 5l slasgerme 5l ootz
g oo (6,005 0, g s cdelas loolaill b asled
Query 4 Trapdoor Enc Setup 31
ojlganls acgazms (59, slabox iz (jloj slapy 55l

(el 35 7% 4 CP-ABSE (sl 53] cnisly W
TA Lug o, pl 2 (PK, MK) Setup (A, U)

KeyGen

SoTis 5 A el ol o2 nl 03,5 oo 5]
PK (sogos 945 9525 o0 5995 Olsrsar [, U (5l
S e s | MK ailoyme Lol o5
.\.\.Q»)Lsn

TA Lug oo ,e3l cpl sk KeyGen(PK, MK, S)
S )l Sis s MKPK (3,5 b 0080 56l
Ol sl 1y sk aile e 0 S 02,5501 6995 Ol
5,5 aalss adgs

5T DO lawg w65l ol Cp Enc(W, p)
Sl LW 63lg0 S dcgomme (5,138 50, ol 00,5 oo
plesl Cp jo, ke Oglcwsas ¢l I, P (o pd
.\.\.QQU;A

5T DU Lawgs o,60l ol -t Trapdoor(sk, w)
5 SK 4 a>gi L b was oo ojll o s8Il cpl 098 0
o les olul P W 6‘)—1 Aoy 4o SowW o‘)’|5..\::.15

58T CS lawgs ool cpl : V L - Query(cp, t)
5% 03lgaalS b apled 55 o3laucds” ST )5l (nl 095 o0
O e 0 il )8 e )V il ails callas a0

Wl S oon ) &)5e

Lo (5329 83lgu0alS’ (g9omsimr —)-Y-F
2 9l Gl wax Giy, S VAL )Sea 5 5]
oolitl KP-ABSE 3l 45 (sl jopm 3l oad Jol>
2el)lS yeb 4 Wilg oo 7ok ol ssls &l wiS e
Ropdle 03 0l 1) s @l e 5 Sz LS

L trusted authority
2 Key-policy ABSE
3 Ciphertextpolicy

Y 5led A al> Y44 Jle



https://dor.isc.ac/dor/20.1001.1.24763047.1399.9.2.4.9
https://monadi.isc.org.ir/article-1-184-en.html

[ Downloaded from monadi.isc.org.ir on 2026-05-20 ]

[ DOR: 20.1001.1.24763047.1399.9.2.4.9 ]

2251 Dl g ldig ) (5303 :92ima Jil8 (55138 jo sl b 4950

Sl 1 ailoas 6,138 50, a5 ol slgiie cabogs o
o> onl plp 5o Gileoel Glp B par S
oo e Jaw jo [0F L OF VE] el ons slrany
shol e Sz Wlgioo sl Hepm ond aslis Lol
ol 5l eolaiwl b .oysl Cuvoas sols dsgemme |y e, i
aloyo oS ojglcassas LU ol s (Sleds
Sy90 Canas |y olaS e, Sllee
@l cpl o (CKAY bl o5lsalls alo>
o> Leojlyarls” 4 (il sk 4 Cenl (S ozl
Cewdy |y oo Gl Glaoslgals oliSie, U oaus
s g La vl g e 8- ] o5 § Kilg o,
5 DU VY] e 5 68 dVY] o Ken 5 olgs 5]
Gonzalez 4 Farras [v0] o5 5 J V8] o) Ko
bt olag,b [VE] )| IKan 4 Curtmola 4 [17]
wols wll CKA  ale> iy o sbacyel sl
oad bl o3lsalS alex Jaw Cov g pdiljples
ST ales b sl a5 1) asgie ol (IND-CKA)
ol Blgay flgreas dasl jo 0SSl 1) 09 s
oolaiwl  Bolay a4 mles o bloom filters;l  Jow
Dy s
PSE oz b o (KGA) o3lalS wi> alos
@ bgipe 0ad (6500550, Slacenz p Cosl (Ko o2l
et Sl s 055 sl 1y (e Lasglauls olos
Sloy ojlgands uas OMlex asles ol iy ol
Vgors 0S5 oot b a5 Cawl iy olSel ol Sl

" beses" b pladl e atile Jyane Laoglonds |l
ojlsalS slaws a5 Cewl oad aseie oS oolizul
W plagsb odins ppdiz om0 iz Jglaie
Gl sl L, [VY e84 cPA cFe (YA LYY Y
ilosls slgring KGA dle> ol o
CS «Jow cnl ;o (KCMO) snis aslis o, e Joo
g oxd )5, lahl el sladles 5l wilgi e
Wlg oo CS copl pogdle LYYV Vo] 548 allas laasm ;o
oy e dlex Jae 5o a8 Eud g Wl ) s @l
oo 2liS 50y oo pglimsar b il e prles o 5l
YV Y S gpelaes 1) Sledlbl g bl e,
loo  ff o5

ool 5o (KBM) sods adbiss aie) w Jow
Sl 0,51 cews 4y sl 1y s lel Ldsws CS ¢ Joe

iy ilgi co aS 2 o plodil o3lgadS 5590 0 >

4 Chosen keyword attack
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