23 5329 )2 o (IS JHNS 32 509 00
Sl sy buxo

Toly suzo g ' (5 bwgs (e dome M oo ) darw

bl el s oKty wolelUbl (g ,5ld oige 0] i[5 aisgol il

\

s.rezaci@shahed.ac.ir

Q‘J"‘ ‘L.)‘)'ef wald oKty J;Wlf oo 05; )'..:éLu.u‘T
doostari@shahed.ac.ir

Q‘J‘i‘ ‘Q‘]ﬁj wald olKisls JJWLT (g0 05; )Liu)LA.uJ‘ ¥
mbayat@shahed.ac.ir

OJAS’

.. w

Glelbl o usd g o510y jekwdas ol slagleilw g ouls sl IT cao ;o GULT S lgasds sl ad jo g pl sl luxe

9 (ool DUl o lolw 51 (5 52 59 e gm0 (2] 19158 GLl30 9 &o o Ay S92 9 b S (o0 00Liinl g juw (02 3 995
IS Sy e oS (oo ol s g ue ol 3l gl Slakel Bl (W59 50 (595 ¢ b (001D 05055 b b po (o550 >
e (5350 0 5 sl OUSUko () b Abililo (5132 1550 9 031, 1 s P9 31 (S ) 0y GCST 3l ooliiuwl b ()], (o yiuws
39 0 (o0 ooliitwl (o piuwd 308 Jlasl (gl (o s JUS L g Aoy (S il &5 cnl (5050, 3 i logad (S
Lol 00l aw 2 ilod )5 ool (F319 1 (P (5 )30 31 & (g 0l (gadanznn 53 (o yiawd J S Lo g ) oy Al ()
0u— 03 )9 0al (o pr SULEL Lgd g ard LA 3 el 53 plos )F (gudnaiws ()5 g (Gl o Srg (wlwl p 1y SS9 (0]

.@u‘a-bf:djb‘&olsksé)ﬁo:sw‘w&osw‘

0315 (63l y9 2 OGRS (0 3> o yuwsd J yS (S 519 5 (d (515 70y (5 0 SRy gudlS Sl

Olypeany aSel T g Olgiedn 030 oL Can s
el 00l Bl 55 g Y g Glgreds O U ¢ g yuo
aile b ol S el o dsan Mgl ol
O3Sl iy dnmgi ey a b sy e
do S1E G Rdyom i (Sllame 5 (5ilwo i3S Dloss
3 dx g ookl gllay clo UL Gllasl T ass

a8bdrwgl (g ,dS 0 d> § Cd i > 4o sla,gls
03,5 bl lalajle 5 eSS 1o sl 1y g0l slacus,d

5 Security as a service

b storage as a service

" monitoring as a service
8 Technology

9 Scalability

19 Broad network access
1 Flexibility

Y5,k A ol YRS JLo oY

doddio —)
Al a8 ol syaz Sl )b 3 s 2L
5 BB 8yo> )3 o s oo il | a5 sl 5 b
el 03,5l 353 ] (g0l ax g Cwio B9 50 o0
Chellappa lowss VAV Jlu ;0 b s gl o5lg oyl
il Cooas ail) Lol Jow aw Juls g o[V ] ws iy
(V5T cons Gl i (VT cimns plszeas il 50
=3 sl lw o adl Fewas leean cslay;

Ols=edny Sl wile (5,58 (il ) 6,500 slo e

! Cloud Computing

2 Software as a service

3 Platform as a service

+ Infrastructure as a service

SLalKe lsenge soius



wsl)

ailgn laads b as as SleS e, 1) ool aulys e
.\’AJ}L...: oéjsrlﬁ |) ‘S‘u)_u.mb CA.u:Lu.u

‘5Lm.la.._‘z,o o ool S 90 ‘S—A-AJJ—A-A-AJJ ‘_J)._‘.S (5L“u"’3)
)é L_iboa‘é u._o‘ 3]_:.5.5 ‘5|)_s as G_GJ.W (_gL&bui’?) ‘(5]'3‘
S8 e S5 pe N ) ) sladas
)‘ |) Lgtjwjo\b‘.) )‘jj vy S y94 Ajlod; oolaw!
2,5 pudler dslie Solaie slaolfays
«S{job;w)ﬁ‘)o—‘gﬂ:}uéu&s)jw)ﬁwdkj]ﬁ
slagbs, ¥ isu 5o e oo sl 1) Ll 5l (anaas
S r e &S50 e ) g S il
6L®u.a5)\c MJQ W*Stf" = J._Z‘o.b; osla_ul
9@‘?‘ ‘L.S""’"c‘ Lgl.{b)l.:.v.a wu\ﬁI)Vijao.»bas.éf
ooy] sla)l5 5 (6, Samt O Juad )3 Zuled)s 5 e o

Sl 00 oé)BT

i d J 55 -V

O gty 45 sl ol S Sy (ot o J 55
el Oldas K plxil b gleldsl o a4y oy 3>
00 i y5boas 055yl 05 s 530 Wl 51 Uael )8
0SS d9de (Sl (o s S alise sla g
Sl gl o oo 33 laosls 4y ol )lST i
Olsn 1y 595 gyt JaS la oo 058 0 ool
N e I R R el
6ol i S =Y DY (DAC) s s

Wy e ey S Y [VEIMAC)

¥ 6 S55m, 1 se (mris U5 -F s [Vl RBAC)
el 00 ool las JSK8) s gasatws pl (CBAC)
e s, Gl S el 5o (o ar aalsl o

SSIle DAC s {DAC) (g )il s yiws S5 v

p.ﬁ-b.d‘) LQ;—‘ (e D C.'a.wo‘).%‘ CogR u,uL..u‘).s o3ld
u&_ﬁmcd‘d S Ja‘uydskﬁ."ﬁ)ls\]aiésusa

19 Qatisfy

1 Discretionary Access Control

12 Mandatory Access Control

13 Role Based Access Control

14 Cryptography Based Access Control

9 sole &.ol.‘:d.mégb

5 el ale nilee L oo 8 ol asdl ol
Sl yioge 5l aS Sl g 4, Yn_s—*‘s*brbif
Wb oo oo S Rl WL 50 05250 Lol
i JelS S S a8 i sl Joe U, ([ Y-0)
& a5l 23l o 1o sudie 33 sleosls (g9,
5 3,00 Slalos g osls (69, » (Sojed S5 S5
S 10aS lojlw slas o (5] 5o Gy lellbl
OSeee ((S3ed 7S poe cnl 4 azrgi b cnlple 009 oo
s 4 sadio 33 sleosls Teos 5 T Sl e el
4z b bes o g baplejle 5t Sl rend i
o Glicie ogad w9 Sl b e Sl las
Slesa |y sl Olhlas 5w g 0l Sleas 1 oolazul
2o 6l Do (Ggman S > 0 Bila 0 St
Gl B gy QIS e ;ST ol 0iS oo
Wil dieS A b g W s 5l L) e g ailge ailens
Olelbl (5,5lu8 059> )0 ot Jule S & (g 0l 2L,
5 lacS b lm 6,5L8 onl 5l eolaiul g slaiel 5 Lo
5 Laools Slw e fuemdi (glym 05 o0 ) poes
56955 kil 39z ge (el Tl g Slanyags b ablis
=l o Jzoly e g 00ls Coal> ks (lelb) gladl
IV e =] el oacs slpiy 0,5 gy bawgs s,k
sloools il maw (3 UL gly oo sl 51 SO
s J S sl 5l ool IS eadio s
sl sl oy o sige el sla b o VYLD el
s $) e, S5l esliwl (g s 1S
650, 6l )5 5l S ol 0391 (ABE) S35
Soold (555 (o ywd JyUS Sy e ( Sy p e
Ll 8 ol a8 conl (5l (5090 10 00li0 >3 Bul e,
L b sla (S 5 (ommyiows Soslow Sy 5l ool
O35 om0 a0 o el 0als o) (e g pogat WS
Ll ogs slaools ¢ bwiygp 5l J=8 0ol ools Sle

SLaS Lais g 0 pe, o e Sl S5l solicl

! Security

2 Privacy

3 Confidentiality

4 Integrity

3 threat

6 Risk

7 Access control

8 Attribute based encryption
® Access Policy

Of 1 2l ) okl Ivan JLe

‘;’r/
.12},-



]
S

29

K

1

B2l BB uo )3 (5 529 23 s IS U S 22 8900

Sz Sa b ablbs pae bwg (cw s
‘) w‘ le.éw)a 41.&»454) oMua}Lw.o (e D
9 (e b gduaid waiigaaid gladiig ;)
> &ls MAC

po—s Loz 5l Cqoga

>0
scawlow s au Lig )55l 5 iy wlise
Dv] ccs el

Ol 89y = dlyzu |y Jols S ailgy o Wiloods
Sz Jele i 28 21 1) (T L g atgsy
&l DAC owjiws Jpu8 5las el Gg> Jlie S
099y Ol S e oslaiul il LS Ay ol ols
Bl a5 Zel 5 80 e 95 Ghlo (qu s 7S
=) il oo gl slalass [0 Lyl solaul
A4S oata i baptaanns )3 (9, (il 5l ool
4SS Slay L alond pndi jg e iz G ools
e J 3 s SIS S5 5 45 o5
el Slloz ol Lo DAC -Y s cnlin el

=

(CBAC) (5 S, (55 sy J =5

;I,

Homomerphic
encryption

Searchable
encryption

(RBAC) 35y s s Jy6

\/ A N/ Y/
Multi authority KP-ABE CP-ABE Hierarchical
ABE ABE

o wd J S Glise gl gy (0 _JSb)

oy SlS () SS5e, Jolot L gy mal 09— o0
J—0 )-S50, (o gas o
e ()50, (ol e s (65550 56 g

kl( (5)‘ fi)‘_a)

o=l o il s (SR (e LR Fanlid
&=l b an Laosls (6105 51 L3 sasii 3 Lo s,
Al oo SlnS Laid g usS o Wosls (0 S50, 4y pladl
Iy lad s egar oS a5 0SS oliS e, 1) besls

Aol asls
RBAC s MAC DAC s s a5 sl 555Lus
slaceulow sl L bl )l o), alise sbacgsgame
slonl Slellsl ogiaile ore 51 bbbl 5 (g yims S
Lblo g oole S a5 s cwlin Gl L5 g 0isS oo

e

2 Public Key Encryption

3 private key encryption
#Searchable encryption

3 Hierarchical encryption

¢ Identity based encryption

15 kb & ols YRS Jle I\

o9y =) 5 RBAC) (255 (i (g yiws 5V
5 Pl a8 a8 ol (oo sd oo
RBAC 555 o0 Latie d)ls slolw ;o ol )LS
slacss gl Lajame 0, S0 lo) )5 QT ol Jdoay
oad a8 S IS 4 glod i by (] )15 51 g0l
9 2y 50 (s, le00 e SUSEw 05l (o) (Jg rl
2 sbalaze ;o Sl pas g (o yiws Ll 28
sheola ol Jdsass o1 ;eglde o jlo 1, s JLs
3 g ol 8l ous ools plas! L3 5) sla juids
et e 1 sl 5l \abg;‘..:;)a sy S
WS (oo (s ead

5 (CBAC) Lg)l_fj)’&))_grﬁ.ye e s J)_HS v

d‘ﬁ L;)Lf.i)'.e) VN duuj’j) )'| Lg)_ﬂ ‘_;La:.‘a.”ou
ool )bu).:.c ‘5&@':)“& ﬁ‘ﬁ L Leosls )| cdaslre

! Coarse grained access control



wsl)

Q‘ 3 as 6)—." sloow )'\ @L‘.:...w.’ Lg‘).g (£SO W Q.ﬂ
celio cnl oo s o Lig & ygoas o)) )5 jeme
J)_A.S ‘_gLQC)Jc );u-g:.: )Q °j5}"‘ J.:Jd Q“M a Mbsn
D oo odlaiw] S pl 5l gl Glalase [0 i
9 o0 ool (IS Awd Jloz 4 ) K50, £55 0

saiadlyl sla g, g sl 5l plaS o ) s dalol jo as
sobaiedy Lo g,y oyl 58T 50 el se alwe) ol o
31 ABE dlwgan saioleol Slawlxe Wb L ialS
PRE"" cS_:.‘SJ Lasals Lg)lfj}a) 6‘)’.’ qg‘.‘S}S LgLasuiBj)
3y ol JURL e yo Lassls sasw 6,550, sl
Sl ) 2alS slp M 2liS e, ks r )
ui}s) o G P SC U P ﬁ)lj Ja...uj.’ osls ‘5".&5).4)
(5 ) 550, UL L ialS jelaieds ools STbe S 5
S e 5 5y oyl (6 LS50, Ll Lol loyl
s SRy e S, L) o)l )05,
03—l r 0, slwools > L D9 0 Eels )lf Q—i‘ 9*5‘5"
Aoy 9 00d oS Sy o e S50 abeuga
PRE ;o .05 o lap als abele JS Sleslors )by
(Sl sy Sl Sdeme )50, Slaals JLo)l L SLe
Syg e a ]y Jlal o 53 Waosls sazme (6, 5e; ailog
2B 2S5, Silemgn 50 S (0 Solemisn So
Slr O Jlo)l b5 00,8 adsi 1) G5 liSse, 0dS S,
Ol oS e, 5l ceudie 150 gl Sleas caiSlge
Wl eed SRl se e (b Crl 5o WS (o0 5185 52 o
Lias Lacols  Slo oo g 09—yl Laools calo

D s

ol b (Shg 32 (e )50, -1
(KP-ABE) o5

sla s 5l lacegamo diwgany Laosls KP-ABE o
odd At (g yd LS 5 Wigli g0 ) Sy
Los 10,5 g o0 00l )8 cogar oS ;o0 Sk lawgs
Ml a5 0sS liShe, 1) ealise; (e Wlgi se Slej
Sla S sty Ghlgosas 3l )0 S92 g0 (o s
oLl 9 Yu [val Ngs 08,3] 0 oddje, ye 4O Sg>ge

9 sole &.ol.‘:d.mégb

sl alellbl aals SG a 3laie g0 2 00ld Lo ,usd
l Yosls ol e b slagainesls b, g5le (]
59,513 ks b yee o aiile Blee 5 aiS e 00 50
‘Lmob Qb‘ég&_ﬂd)" .Lg);..\_awL_.:ia ‘G"‘"?“b 2 —
o b g oS Y«Sﬁ—é JUasl ¢ pdy Bllanl s jiws
52 o) Bl 5 glwlbre )b g oS o pae b e e
(_ngJLm 59 ! 08> Q.g_‘ 5 cAJLaGBlg Jlae R e
‘5_u:):u.m> a4l Q«.&:u.-:) 9 c«.)u.d‘\.d}f DU o> Lg‘)" P‘
J)_'LS L.):"j) “?’5-‘; Lgf«.\_swb.a.c 9 2osls [ =) vd_?‘oﬁ)
b9y oml b (Byre (ABAC) T Sy p (ho o yiuss
Copde sy (She e )50, 5l (o twd S
‘5‘_ibw5) J.AL_MA 9 «.3_25‘547 oéLo.‘_u:‘ u‘ﬁ)u LS-“)J"‘“}“'S
(KP-ABE) ®aJs b Ly (Fhis 1 (e )55,

(CP-"ou iy o) oo Gl b (Sag 2 oiee 5,555,
"(MA-ABE) 0388058 (Shy » (s 5,550, ABE)
Yoo 50 Sl (il pealids Shy n e )50,

lals by, nl Al s (o) 4 Jrate ©)50a

SR 2 (S (o ] 555 -
gshahi bawgi Vo0 Jlw )0 L ot l,m ABE
Cg (e 5550 lyie o VAL )L e
Ay 03l (55 lmmig Sl (550 50 L g s 593
s J S ol Al G slotel e sla g
Slaci, Jb jo 903l (g0g0 U Jow S5« Sy » s
bl U S5g 51 48 ol s JiS
PR IR QA -V SV I | [PWEL SRR FPS Sy JVIRWIL-SWR\
o3ls colg By ailel b oS o SaS ool ISl 4y 0gus
SelS Sy Jun ol 5 15 T8 S8 L g5
a5 oS 5y eadge, (e S Wlgi e Sloj s o>
Sezg Sdillae )5 0S5 eali ey e slo STy O
bl da S5 5l olaiwl Judoay ABAC ail axils
Sl 1y adile gy ) ey J S glacanlow 1 Slocay

° Hybrid
10 Proxy re-encryption
1 Outsourcing decryption

! Data outsourcing

2 Immediate revocation

3 Fine grained

4 Attribute-Based Access Control

3 Key Policy Attribute Based Encryption

¢ Ciphertext Policy Attribute Based Encryption
7 Multi authority ABE

8 Fuzzy identity-based encryption

N4 4ol )5l 1¥A0 Jl

Ger

G,
S



Bl B LuRo 33 S5 329 1 0 SIS TS 9 SI9 0

S S0y oo U el 55 )5 Sl o2 j0 v
G50, auldS sazi JUasl o)1) l5 sl deosls saze
ozl cel LS (| KP-ABE [0 044 Jlo,l dasxe
5 @S 5 0980 siluesly ;0 azgs L8 SlSne
Ard o bl 1) dilebes (g 553 Bllasil
S ollS sla Sy soles b ol 5L KP-ABE o v
S o=l o=l sladae jo 45wl s ol
Ay 0 ol sla)ls S sl Jlw o
15 CP-ABE Jo—e 5l eslitual Ly lelllel (g )Luoig
s d daldl ol as cuulad 5 O e0 (g 0l slalass
w230 Ao (nl 3 ondall sla g, o s
B> Zupame jleslinal b [Ya] ol Ses ¢ Huang
alS Cupae gl |y (Jae (DRM) ¥ Jlizns g yiwd

ool U ylg5 oo o] j0 a8 ol b, DRM aisls
Sdgiy; 3 e red SIS 5 )50, S SESS
Laodls 50,5 50, jl des I DRM 0 .55 Jaas 1) lgime
. Y
bl 2 Ol B aiS oo polo T jezme So )8 2 sl
oS hge 7o (!l 5 S oy (g s gioe 4 ]
98 40 4 S CEK' oIS 5l solawl L 1) Laosls fazo) solo
4 999 oo jo, CP-ABE (5,550, 31 oolaw! L CMK
09 oo 00biw 3 50l la s (gl 00 Bhe e ol e
50 5 5, PRE oSS 5l oolwl U AK cood a5 >0
slgies Sley Ol wsdioe @i Gl slejee
La._wLu.u Lgl.«a)‘).o b5U£ FLERVELY (5.«[.«...5).4) ‘) bd.«.:)'ae) o
‘) oolai_ul Lj.w)...m& R d ‘od.(;})'.a) o )0 O9>ga ‘S.A).Mud
Sl allex Jolae jo (eolpizing Jow ansl atsls 50
éu)mb_bfoausdeA‘ﬁsL&aﬁ)lswl{sdw
\)j.uJLSA g ﬁ)lS LSQL"S U.CL: oals
o yad sl il o GllSiin Jo a [Ye] 22y
azzlo,y Peer-to-Peer (¢, 0,53 glaailolis (g5, 5 ools
Jy=aS g5 an slaws gl adlie o) jo o]

=S 6l 1, =59, PRE g KP-ABE S 5 Ly VY]
Oml 950,85l slalazme o IS g s
5 drwgd Cbl (((Siloga s potde Sl Glejed Hsbar s,
ool Sle gy ool 4o .aiS oo Slusiy osls Sk yoee
B39 1y oS JUl wile Slebs e sy g5 o0
S 6 lh0sr Sl Ly Slellbl a1
laads 5 Lo Ty 5l (pan Sl (Ko )5 (0l L 42 51
g Wang .og-i Liled gl laowe gl ol ,lS° saoee
anlis p e 6,50, b 5l oolital b [Y-] ol S
g |y Sl 0I5 Jsbo b KP-ABR b S, ) 51,9
G G oSy e YLl 1 aS 70kl o ks
e Job el 00,5 oolbiwl o s Sl (Lo
sl )5 as slass 5 cnl o Siog dlows 51 Jate oaulje,
o5 am T ol azil malf ool ke 4y o0
&l KP-ABE ;| a5 cosl o0y slgainn ibises slo_is,
s LYV T a8 o oslasal pw s JyS Jlocl
CP-ABE 4 oo (b9, (2l 45 (plaadgaze Jdoa
o e 5l CP-ABE £, b ) el gy S o ol

g ool (g pl salazme )0 )l g iws S

Cmwlow L (Fhg 32 (e )55 50, -V-Y
(CP-ABE) 00 yoy cyio

L S = e 6,50, pstie KP-ABE Llie o

ool 5o IYAL s 8 ,as Sahai Lawgs saiiie, e Colns

7 Sl SRy 5 0ddiey e )d (gwytws JliSle (o

S KP-ABE 5,5 o 3 bl soyas a5 15 )8

Gl 00l Eely ol e 4 el 5 cwlal o

Sb—0r 1= CP-ABE 3, 5l ol Saaghy yiin
S eslizd (gl (glalaime 4o clellsl

oS ads o s sloiwwlew KP-ABE 0 v

S9) = el )05 00t ey g 09 o0 i paS

00 S jolo x> o ds il 93l (6K 50, Cunliw

ools Sl CP-ABE [0 45 >0 cauS slazel oIS

oy glrodls & Wlgh co oS A a5 WS 0 yastine

\.\.wl; ails 6.«...1):....'0 W)

2 Digital right management
3 license

4 Content Encryption Key
5 Content Master Key

6 Assistant Key

15,k A al> AT Jle ov

1 identity-based broadcast



wsl)

5 (Sl g5 e S 3 b ol Cpial A8
sl 00 Sl T palam Ly e aliuns dud b CoO
&ly= 1, CP-ABE ¢, b < [¥7] ), 5n ¢ Hur
* Sa—isgh A laaslelw o ools (5,lA T ST ilay
sbaoSy slaml L olylS grb (ol jo isls sl
Sl ) i oz 5 (T O Sl 5 (2 L8S e,
Sol0sr o Sy dn |y @liT e, (Slavlxe
3 LapsS55 soils el b ol ol JSe s 1025 oo
Slox 1l o 1) b (nl &5 Colgl (s pitie pas
Tk oezen il 035 pdiccnsl (DOS) gy aie
e lp el G157 el sl conlia (g, 936 i
oloiins =,k [¥Y] o, 5en ¢ M Bayat olSiw ol
9 ol Jlal el 5L 9 g 9 ols axwgs |, Hur
L Lol a5s S pal, 3 1, DOS cllas Jilis ,o poepslie
S g 5oy o555 a0 ole) e S 3,5 4L
o ol A5 008 S dga e | (S (g e ploy Doke
S S Lawgd (S5 b d 030 Oyee )0 3gu co el
Bk ALl 0929 DOS alas §5 0 (Sl 558,08
= S Lo [YF] ) LsSis 4 Li Jin
¥V oliS e, Sloas soiS Lo S am ools oliS e,
oS lgee S S Wy (Sir olwng e 9 (DSP)
Stz (UL Sl (g3l 9> b (KGSP) w kS a s
&=l g S Sy e g )5 Lawgs baosls olaS e,
Gl 1y oslle 75 b ) o isls L2l |, 0lS o
7 B Sl S LSl L ooiligs (o s
S alwgdn o yiawd Cowbow 90 () el ool oolazu]
acdgi ai L KGSP wlons laie ,S508s 4 AND o8
bl g 3y oage [y Ol S Sl gl oIS
Sl A s ol (2laS ey WS 4 Wl e
S5 S g b )8 bl ) G Swlew (s
Sliygn e DSP e )] g g sazme (554,
B ralS gl e D5 g0 ooy HliS s,
Jome 50 00i(5 b yg 0 ABE Jus KGSP a slazel

oolii sl gloas o) jo 4 el ooy 4z § L 5 RDoC*

9 sole &.ol.‘:d.mégb

pldn =09y log) 0 (e 9 5 el g
3 CP-ABE (oSS g0 5l (S 5 45 00y 7,k ACPC
s 5,L5550, (6l CP-ABE a5 il 5l .coul PRE
L1y Leosls Tzl s0iS 50, ACPC o cind 50 baosls
G50y 0S5 50y 0yl (5,55 5l eoliit
S oo 3=, PCCP-ABE oSS 5l oolannl b 1y o lake
JbsLs ) as” eewl CP-ABE &l s w5 PCCP-ABE
e S oo oolaiwl sols (65550, (gl LS oy
Sl Sg e am Gyl Sl by 2, b (o
@L_.»L?u )lg)_.» u.u.(bl.j Sel a5 conl ons LQJL;.HJQ”Q
Sl 00 Q‘ﬁ)lf JU@‘ ﬁli..m I ooly Sk

L0, iy, S [v1] olLSe2 5Y Zhang
I, CP-ABE 4 ), die o LS50 o (oo (o5
OOgpalin g ools il e jmoglle S asls slpiiey

Voo S e e

)LJ_..: 9 M—)L’ ‘5’L—MJL>L4 oS sl ;‘sél_q Olle> J._g‘fg B
o b ol o Sy ey ol ol (b
G 50, b S 0aiS je) loyl S Cil S ygo ()
‘_\_SL;_A ul_>!.u| ‘) thﬂSh 9H]hash ,.u &’L’ 999 u)l_c.a.a
O A Shycsl an [ F ol aales o ool Sl &5 Sloj
L e 9 S50l ;M€ MST i 85las &ygmdy
Sy s = HIBSH (M || F) Jlaie ia aulys jl osliul
o |y k= HPXSM (M) oy Lize
LISk g S50y pio sl oolat _wl y9 0 (—d%%e
o pisd Sl S S s f0ul o)Le (65550,
BF Jobb ol s ciy e Jol el AND oy e W
LM (Bala jhde g 5 K (mogad 0 dlwgany

)lx 40 S .\ 'fg.,a‘

o=l S oo 5y W (o jiwd Cliws 5 ABE (LS55,
Oy = dp—doo a—wbre ) —j Cyp—ody pol o
S )l Cp = E¥™ (F,K) sEncrypt (PK, M, W)
—l sly—ly CTyw = (Cp, Cyp) odB5 oy b3 zgj 00
CTw = p)ls ol alaShe) losj p i B o

M" = e 08 (o0 el ) I, (G, C)
—ie &S 5l esler i L |y Decrypt (PK, Cy, SK)
F' =K' = HI%h (M") ., gy e SK.

4 lxa |, S* = HI™ (M” || F*) D™ (Cp, K*)

3 random oracle model

4 decisional Bilinear Diffi-Hellman

3 Smart grid

¢ Timestamp

7 Decryption Service Provider

8 refereed delegation of computation

! Constant computation cost

2o CP-ABE s ssliciul 3,90 by slad MS Y

A A by V6Lt I8 Jle

]
Ger

G,
S

A,



Bl B LuRo 33 S5 329 1 0 SIS TS 9 SI9 0

5 CP-ABE .S 5 L, [37] ) ,LSa s X Dong

Sl e 5 e Sl 5 iy lland b S, IBET
5o waools slgiiny 50l glalass 13 sols (6,135 ST bl
ey g gt WS Ci G (Shy 2 4 b
So oS5l OlnlS (A oS g ceul oad sls s
alise S92 o b Sy (Aoue WS g 0 3a pamie Al
P s G le g oages 95 (slaailge alewsy ool
s Slodls @ Wl oo Gloj Ladd )l 5 gk oo je)
Hislw alen (o dS 10 09290 Slas a5 0iS lag
3l 00515 1) 0dio) (e 43 S92 (gus ymsd
S alS sl |y a8, Ol e 5 Green
@255, 1 ol g aels sliiy 2liS 5o, aild
S some S @ Gbsy ol VAL sioel oat (5 bewys
L |, CP-ABE L 0o je, cyie SO B s oo |y o3l ]
S 4 lanl 0ol Lge )5 aliwsgay 45 50lS 1 ool
2 @laSie; b )l S Jras eole Sadine, (e
Td Ty w0 LS iz ssbarl) )5 S
abgany oadiplonl DUl cos 5 Jiwys 85y (oo
S8 (S s9 e AR el Sl 3,0 92y 59 e
[va] o)) Ken 5 Lai was oo plsl | (s, bogygn Slolow
eddig lmosg 2 dS 50, 4 1) (sl el pspio
ey b ojle co Ulgs 1y )15 ool cudild Lais 5 (8ls!
10 S iy |y oo ol aliasgay azily Uizl el
slopi el 4 |y Bolar lake G 3adye, Ll 7,k o0l
Vsl sl o 5l g e S Glol oliSe) 5 (6,550,
oS el 0l sy ool sl USiie s, ool lellsl
o B0l e Gadadlal Jdoay cadse; e Jsbo
4B emisred 9 9950yl 99 ABE adgl b 4y
slez b 4 Cad 55 oliS e, 5 5,550, (Slowlxe
Do ol 00 il Hsbaieds oo Gl ety
AB- ol o |y anas S5 K [F4] )5 ¢ Lin
G0,y potie 5l b ol o assls slgaiy KEMA
a Holad Jlade o Salal gl Tag JSSop 9 oSS
=l gl o Eely aS Conl ool oolaiwl udie, e
9l 99 5l aged S ol plsil ) (sl Ol

4 Identity based encryption

5 Access matrix

¢ verifiability

7 Check ability

8 attribute-based key encapsulation mechanism
° commitment

Y5,k A ol YRS JLo IS

05 adsi 6l KGSP (ool slass 5 KGSP g0 S
L s o)l el sads colan il jg00 2oy (51—
5| ol o ol ools aly B3I Hio o k o Sablal
gl b DSP aldie g e yol cdlad

ools (5,L 50, (Slslome jl (falS j5 laea,
G ey sl =29, [val o),LSas 5 Nabeel
sleiion il e 4o 0uli 5,108 L sleosls (gl slagUss
Olgy o sdusel (TLE) ‘G‘QUEQ S, 1, ol g il
ol A L9020 15 90 Ay (oo frusd ] 7S Cawliws TLE
| sl it S b ] gama 45 355 0
35 o0 Dyge (§57A (S Mt s oo BSaS
9 90 ISy Sbo amy L Fhg Slas (2 jieS 45
lasl ools S aile oo dilo,ome ol 0y 5l laools pozeen
= e Sy ol lesly (Sile e (e sl
= =) s 193 e plil o0l (g5, 1) (Sl oo
(Sl algan cailge owwd 7S Sl ol!
=l easdne) e Sl b (Shoj; 2 (e )54,
plodl canl 00y oy Sl lawgs J8,0 a5 slaosls (g3,
U Sloyiepar b kaid (bs; cnl )3 o)l Jlal aes o
Sl 9 95 o0 Dyge ) e Jagd (6550, (g
s il g 00le S oy 00l Jlasl a4

Spsl ag glocws ¢l [Y8] S 5 Yang
S g > Jlll JoB 5 (Siloj; o (e 03l
CPRE 5 .055,5 eoliiwl CPRE” pggin 5l pl jluo 33
a3 1 Wlade S saliye, e JB1o o l)l8
B 15,lS 6l A pylS Lags a5 Toaze (o) Sje, 0lS
g5 0adife, oyime Camud WL lade S (g9l 00l jolo
4S5 S e lag JWE saze () B550, 95 by Sloj
ol @), CPRE (glaz b 251 bl JSitio 3l w= W’
LS adS lalS e g 0ol Log i b dadd a8 ol
Sloslawl glm Sy ale S Covgame (pl a5 WS o
S > sl zib nl o el gl sladama yo Ll
Same )50y sl (Kbojy (e Loy il o S
L g ool )l 305 03l lS Jlasl el o0 soliisl Lnools
s baazme sl ot Jlal G5 (2liS 50, sladds S
&2 OelS (Gl jo,b i 4 5li g 0 e 50
a0 30 (s (Sl 35,4 5 S0ome S5

"'two layer encryption
2 conditional proxy re-encryption
3 re-encryption key



wsl)

= o ds as wS SliS e, 1) basols wilg oo Sbe)
oS ah s s e alie 5l Gula S b L e
ol WS degorme iz o Lo S ) (0
Gloite a5 Sglite g2 lpe Lawg acgeme (nl 5 Wigd o
Ol gd o Cu poe s LSy (e ey S 4
y el (sl ol el Gl el 5L
S b, e, lellb] glidl s als
o093 b3 b [£v] ;5 o) Ken g Chase D9l oo a>lye
KP- )b S5 (655 0 g o B3> b g wsls agugo [FY] 1,
Lol aiols slgiton | 30 @ 5o i 5 (5n ABE
L b s ogad w2 SlSie g, cn 58 Guizees
A0l Sguga i 1y o8

s J S ol o [FF] ol e 5T Jung
Wosls (Sile e Lad sl ) jgio aie (poiz 2 (See
99 b ol o el slpriny olp)l5 Teu e Slellll
oo 3,2 AnonyControl-F 4 AnonyControl s,
Ol Tolilisl sas o ol (5l (sl g a5 4 sl
LS S gl e olellbl caliss e |,

&=l a8 ol ol 2,3 AnonyControl o
S RoaSe L p)lS cuge o0 pslennas gl aw 5500
o SLellbl (5115 ] Cnds o8 Sy 45 WS o
Slino jl ol laegome 053 oS 5 K0Su b el e
AnonyControl-F 093 c0 (58 )5 Zuga 5 olx) )8
o= 1-Out-of-n Oblivious Transfer S_usG 51 oolatal b
1-Out-of-n Oblivious o .l 00,5 &) b 1) axs
) sadss F Sis slaals (oled js0e a2l Transfer
Soals Wlgs oo Lad )5 (g oS o JLuyl )5 610
Al Caale Sl gy o] 355 sla Sy Ly Lo
oy g Gy Gml o S 8l sl A6 ealls
Sl oot ah S L, Slis g oS JUad (6l
) 55 50 plgi s i ol sl eans] S lsieay
oo slgiig CP-ABE 7, b [fo] ,o o)) Ken 5 Yang
Arwg 3o arie (piiz sl 1, [9] Water alowga
G0, 5l eolatwl b osls el S (gl 1) Jae g wisls
So Sl ol olene ol olpring (S p st
oads S5 9000 g2 yn iz 5 (CA) P63 0 g o

2 Identity

3 Privilege

4 Attribute key

5 Central Authority

9 sole &.ol.‘:d.mégb

> ey el s i LSOz (commit,Decommit)
@laolM plo alyr Bolas jlaie S oaiiw,d commit
Decommit &> ,» ,o (C = Commit (M)) oS5 =°
F) \.\_4.5‘5.0 LJLLU)‘ c«.u;; 6‘2_: ‘) (M,r) J.ml_Zu o\.\.l.'f_mj.é
L 94 0 Decommit; (C)=M L] WS o gy 0N S
6‘;—3 &o—ad w;:.:")}_fﬂ So )" CJ—]‘ Q_J 9O Oired &S
o0l ooliiuwl °""‘3L§)L;“"‘C)5ﬁ Slewls Emo Qo;@u)ﬁ
as ..&;5._» (5.1[—‘“5)&) «.&._ulsa‘sa GJLA) LQ.J Laoals .ol
WS )y e (295 el i)Yl
Bai; (s Coo (syp Slp S0 Uy S
30 SR = s (6, ey Al S o ansly Jla)
L1y play lacl S b ol o el o &il)) [£)]
G505 0lS g 9 95 (o0 ey )L (5,554,
Sl L (Fs = (Foe ) 80 50 ks 1) o)l
)‘ 4.~5L’:<‘_Jlﬁ.u‘ Lgl.@m)‘.) oo ) 6‘)‘3 .\.‘56.4 JA) ..\...15
S ) sl (63955 lymean (il wlS S
VUSD) e a8 jebolen ol oS ol sold oolasl
5 e 0 dS s g9y e b Jleg! sl cl Jaseis
O olen JSG pl o Tago .09 oo olou) cddipe, (yie
Slos e LS Sl )l ()50 alegds olize,
Jloie L VK jlacie a5 0SS SliS e, | ool wilgs o
as Hols Oogo ol ey il ol saddiwle VK
sl b Jol S ie s Laooly i 5w,
o o aS el ol [FY] g [F-] o I¥a] o casolpren,
a3l g ABE ;0 04390 (sl Gl J> 4 il 51 plas
o= (slo )il ol ) LS g La Sy JUad sln oo (s09)
e ek ol gl el IS lgieds Wilg oo 4T el

Oz b (S g p (e ()50, —F-Y
)9 &2 0

=8 slotaend )5 a5 (Fhy p e ) S5, slag b
bl Co e sl pee gz e Kol (Sen ol ais
L sloaileln sl 5,0yl g S so oolitul Lo S5
& [FY] o Len 5 Chase .aiics colio UL oliie
e i g st KP-ABE &Ll Sy [l (s
S35 o e WAl gl |, 6350 a2 e S g oo
e 58 g Wl |y gzl pbo b lad o e slaclS

! Verification

G 1 2l ) okl Ivan JLe

‘;’r/
.12},-



Bl B LuRo 33 S5 329 1 0 SIS TS 9 SI9 0

Encryption

| - f I !

D T i : i :
Tl . — i _

Data | — Key Kse [ Symmetric |Cse | | L | _| Symmetric | |

i Extractor | Encryption : ; : : —__ Encryption : Dot

| ) e M | !

I ABE, | CTy, 1 [ ABE, Tou! 1 ABEg Key :

[ S o B T T . . i, = |

| Encryption 1 | I'ransfer I Decryption Extractor !

| N (I |

, Tag, | wvk! o |

| Hash 1 —»| Hash 2 — T |

[ | I | ; i :

! 1 i Tag’ i

| i I L !

I P N i

: i | P! ‘ Hash 2 »‘ VK£VK ‘ L1

| 1 i I !

I 1 o i !

Transformation

Decryption

[£1] CP-ABE ,0 aisly JUsl gloools o oy sl Aiged wgar ke S () — JSb)

G K50, dddig aS Cuwl oads oolitwl oS SO 51 5
Jibal oley o |y ogas 0 S 5 oadie, yie ddore
.d)‘.b o.\.Q,C » Q‘ﬁ)ls Slas

ey S b S [fA] o, IKen o Yang
L_g )_:‘ d)L_.Ao).:}b ‘5La>.|a.‘.>u (5‘)—" |) sz)"ﬁ = s
DAC-MAC® I QT PRCERN AW J5he &> 0 Cpdiz
OS5 3 @laS e, LS Gl sl 25k cnl 5o ol
4o g;il-“j)*“) Ls.:L.wL?u A-’La.Lo.C i g Sl o0 salazwl
L ablie (glm Gumizren 05000 (S5l S0l oy
A5 s de ey 0 i 4 oS dlg> 5 Gls olles
UK ST ONR VIRVAITR T TR RE S SO PR IPLE I 4
6L®J-IS ;A_:S).s )‘ @Lo aS Gl 0o oole ual-@—o‘
3 osls (6 LS50, j0 =Y 0gd o0 p2 b o)l0,5 cogas
99— é_>‘}.o (54‘_4)3 -‘a_wg.: o.\_.S)ol_..a (SOFE Lgl.mo.:.lf
e g Laools HLiaS e, 5l as conl oalds oolat!
Pt L s b Sy Jlal a5 oo 55> (535 0
- N . e Y . . B
09 Ol s SgB e plamil (S 8 4 aSead o)led
SO ol jehe g ey Dlas Jlal s 4 el oyl
)lg)_.u )Lf L:—i‘ a5 &S ol aA.i’.JJUa{l Q‘ﬁ)lf L5‘)'3 KWy
asels s sl ad Sl Sis, onl el [FA] 2l 5o

ro—ot oI5 Ll wl ;o Laosls 6, LK50,
kﬁl—‘b):“"‘)l‘ 9 N EIEN J9d—o P‘)"’ 2LL~_‘4:54._: o..\_ﬁ:)\)La
CA alsgas; Laools LS e, 5l 6 puFslo el LS
S i 2 b Shy el Sl Geizes 09300
Jlbal i a5 Sl el oad sols o ' ases o Lo
..\_:.IS 9o o._\._wJUaa‘ - lJ .‘a.ufo Lgl.&b&.nj}n lags ‘\39....:(54
sl 45 Wg oo (Slowyjorm 00lie, e g (gogas
D oo 0310 daze (6,50, b Sl
&), CP-ABE 3 PRE S_S5 9 5 [V] an
J=Basilog ) (s (o S8 by, 4 el
E= e =z sl g eadmy sladame )0 el g JUa
Yo .
‘) MPRE-CPABE Y9y 9 ol oé)_f sala )9h—2
Comndd 90 doy Lavodls lail g, (pl 5o .l oolo slgiioy
Sromad 53 1S 5y Sl (sogat WS Glyiea 5SS
Gy b S8 Caand (pizmon (S oo oolainl S5
a5 Sl (nl gy onl Cape 09 B o0 oy SRy p sHee
g ol 69y poa i A5 LS Cwed ST 2>
Ay 2l el LS st eanne (Sl Gl LS
Slico JUal gl 0t Ny ey bl a8 Slelllol

5 Data Access Control for Multi-Authority Cloud Storage
¢ Unique ID
7 Version Number

LS PR IRV L VA W 29

! Version

2 multi-authority proxy re-encryption based on ciphertext-
policy attribute-based encryption

3 Small block

4 Big block



wsl)

o] 5 ey pamis Aslids Sy )5 0 4 ol e
St o 5oaSe L )8 o 5l gole 45 el 0l
5 05=b 0 plmil (g e ;0 55 )8 Jlal Grizen
oz ) ol ep)ls SO Slae ) an JUl L

WS oliS e, |y sadise) (e iilee ple b il e

&lp |, MA-CPABE* # b [0Y] ], \Kes 5 Horvath
lalaze ;0 oulio 33 Glaosls w iws S Cu e
MA- b 5 93,8 osliiwl jgo g po wiz ko 5 1
5l s oS MA-CPABE .asisls slgoiny |, CPABE
Jubasl sl sl T o as cul [of] Waters #,b
e oo ool Yoysr e Jlal s, 5 oLl
Moo s Ul S e b LSS, oSl o
i b olyed Zaypd (nl 5 05 g0 b )0 (5945 Olsrea
@liS 50, pl 5o 09 g0 o0l B 2l jg e (Sl 0ja
awlid a5 oS oliS e, |, beols aiiles o Sl 5 Ladd
ol JUal as sl 5hasls JUal casjed )0 Ll
2l 55 = 65U b 09 oo plonil il Cugn Ll
i Sl issam 4 s 5 9,18 el L)l sla S
ol s e oais JUail G158 s 0llST 5 005,
5 JUasl e jad ) eolaiwl Jdos a5 conl ol g, ol
9 gad w8l 8 1 gy el (Fhas Oyl Sl (e
Wl oo Glames 09b Bi allsle 5l 525 &S Slej |
A2l pw s LB gleosls 4
S s = e b S [00] ) iSes K Han
S solams 1o 0sls 5 JAFS]i) 4y sl Tonda e
sy i 5 Las! oolpiin Jos (5 loms aivls olpi
D= g ol Sedgs 35 e espl Hypm )15 00l Sl
by wlS ades 150l oals sbml (8155 jsa0 S 5
e Sl ) (ogee 5 (pogat oS sla il 900
s JUll (Jw )l ey 5 jsa0 azlye )10 cags
S 529 GBS sl gz ie ozl Gl sy
S rS st Gl oyl oml o Sl se n 1y Ol
0 3,8 pamie Lulil S )5 e sl Sl ke

8 Multi authority Ciphertext policy attribute based
encryption

9 identity-based revocation

10 Revoked list

11 Backward Security

12 Decentralize attribute base

13 Key Generation Center

9 sole &.ol.‘:d.mégb

Baiyey e an plismed Bilgh co 0ad JUal IS S A
S glaS e, 1) ol g bl sl o fws da

s )85 50, 5l ool L [0 ] ) 5o 5 Li

odls yal G AT S il 4y 90,53 Gl ) 2ok S

Selirsdans (5l )5 (595 ;= Oyl S Sl Cualls

ez 5 Top oz Jasllsiz slakaoe ;3 5

Ay (Somms Sall jslateas )b pl jo aisls sleiny
5 g ool Aials 53 el S i
iy ased Aals 45 el 00l gl | i
= spgmes Aals 55 g Slooage p )5 aldS o e
Slaegozme ;500 grin o Lol 35 500 gl e oge
Sl aS o)l 0 a Sy ol LS sla Shy jl atuns
s3o gl ye bsi TS g 50 L3 ales ) 5T sl
(S50, Sl 20U Sl ik (nl ) e D9 b e
50 oS Jlal iarul ads soliin! oS 5 (6, K550, ]
bl oo ygi0 gz o S aS Sl g0 cnl 4 )b )
Sy o dS Gl e, g beols dazme (5,55,
995 JUal ) olpslS" sla Shs 5l laegoze b )8
Sl ys s 4 )5 ml 3l garlie x> LS S5
b a8l S b nl ol el b (So
aS coul [V o)) en g Li by L8 sa_siolyring
O LS w9 5598 JUasl g5l S9ut poglle
sl 0310 g 10 1) ilebes (6 0y yulida
S e, Sy sl LS s Q  Li [aY] o
ol lwe 33 slalaos (gl MAACSY ply gy
iz ol pogs CP-ABE LSS5 Le‘fl C).la ols slgaiy
DS o oolitul ()15 gl aldS j500 (sl jg00 g e
gy 3l e, L ielS (gl sols S MAACS o
Iy Laools la) a5 & g0 ol Sl 05,5 oolasw] oS 5
L) mogas 0dS s 5 5y (5l 6050, L
LS50, Gle) 30 .S (8 0y (S p e )
sl Gl gl (i ey (65 lmys p STl 5

Tk o=l 5o el sl colainl )5 Cans o oliS s,

! Multi owner

2 Multi user

3 Public

4Private

5 Collusion attack

% key escrow

7 Multi-Authority Access Control System

7Y 1 2l ) okl Ivan JLe

‘;’r/
.12},-



Bl B LuRo 33 S5 329 1 0 SIS TS 9 SI9 0

s (SHg e () 0y - F-Y
1

sl lealads Shy n e G50, psrse
o ol [PV] il Ken 5 Gentry lawgs )b s
Seriny ok (Sleakedss CP-ABE slag b (95U
[0] o), Ken s Wang Jlw ol [FleloY] coil oas
dsls slerioy 1) (eilmabades (gupins 55 2)b S
5 Sleabad Lulil 5 e )5, 2 (e &S
slealids & gots b onl sl ool CP-ABE
g o5 3,0 052y (ol Aty S Gl ) yo a5 ol
SIS Ol sl a5 Wl vgzy Ay jshe gzl s
s adlce Uk wlolos ol (Souzmy 4z 51 S (o0 0y

Lol 3l 0lS” (g3l 5 Slaas Slgs o (51

& 8

-
-

S e e ds o e o awlis ol ol ond aid 5
@hls calizee 5l alpls 5 0amd oo ooliul 4118
o | Ll sl ad 5 st Jliste (Sg slanls
2990 1o e S5 5l Sl sl eizren WS S
Syl y3ym dawgd Solal vae G 05l (5 S5l 2l
2390 71 ez g g0 00lo j1E )5 ae 0dST o
G S b asi s adle e 1y Bolas Jlade ol ooleS
WSS o e S ST 4 asley

L s e 650, 5l st slog,b
ol oais o [Fe1e[af] j5 jq00 g o cpai

cala s

D)

S
£ a eals Sl =
| o et i
3T e Eryegy N .
slazel LiE ! Clads el liF L
[. .
s auls
PETERTE

[$9] ABE ;5 oslisul 3 y90 ol potunin ;L Lo 31 g Sy 1(Y — JSE)

&=l g oloxsl LB jo00 gz ol g G OS Ligee
(=) Ol o aiil s ) aien L akls jg00
Ls.’L..: e ‘_)._:Lo.o N ‘5.>Ler~—u~u' s C)Ja aS A e QLM
Oboy S 3l ool sl Jdody az ST el el (1) G
JUlal sl 5558 5 Fise g5k G818 () )15 05" 5o Ladl

&0 5o g (Gl ko -F
50 0abdl)l sl by dwolie § owyp 4 Cwwd ! o
0 8hae slo Sy Bl 511, Ll g pojlopn ¥)) i
Jssz il sla S5g 9 (V) Jsoz o108 JUal o925 5
patie ) Joaz )0 a5 jsbiles oS o duslie (T)
Sly oo ar e vzl o glag b Sl

[0 LFF] wis o ooliiad ) )5 cogas slaalS jsas

Jdooldavldav]deallsvldssld ol
sl S 05z @l bamme o a5 canl cl T Lo

Y 5,leds A ol ARS8 L

Y

s g yend J 7S Jhe S (78] ) San 5 Wan
SlSipey orb |y ol g ooy sleiioy | Sl
TS il | (S aeseme p (e (ol reall
Ao o i ) oo ol s eolaiwl o )50 ailel Jue
2982 gz e S b (nl o Sl (atine & jsbles
g dlelw loyulil anss o wdys daby olael L6
2 ) 00 dmy rlas a2l gl 1) ol slanls
atelog 4S9l dgmrg aials jyao arlie peo s
asald ;0 1) S b (gam e a2l e ) 0lST Larass
55 ey plisss
Cliio o5 3 s S sl o alibe s IS a
Ol 5o S (o0 et ) Sl @LiS e, 0lS L e e
b aiien oS Candd jLdools ) 8L 8L caileles

Ty g o a1 s a0y e Loy j0 Lo B g ui b

! hierarchical attribute-set-based encryption



wsl)

0 4 g a&..aw éﬁjj dy RO ,S.M ‘.3.:.:56& ool
2liS e, o0l 0 glcimods sl p saiiSales sasie ulls
g adox (nl b ablio sl [FV] o golpring (g, o)
b."..gl s.‘..SM ).: Lg)lf.?}.a) )" solazwl ‘nLilJb as el O yge Q{‘
Ot 9 00,5 i )50 5 Sz g5 Ceomd 90 4y | Wools
K50y Sl (pogas 0l (lgeas F ST Coad |
Comnnd a9 co 00laiwl 355 Caand oy lae
Pl =) sj)'lﬁ == ), b 5SeS
yoddg IS L S e ST S gy ol eolaal
oy i = JolS Slellll 4y wiles cod ol 8
o> 4 DOS alo (DOS) (eps o e o
ABE ;5 0,5 o0 O30 5950 SO 3l o3 oo g
Sz a5 wan Gl cal (S Sl Glles 3l azws oyl
el ol jo 0gd eolazwl (Ser 5l laesls Sy liS 5,
alg o S Iy (g s (S 55 4 Slme el )5 G S
solgitan Joroly 090 595w (59, 2 DOS alo 59, by
Oley 30,5050 e sl o)y SOl oalazl [vy] 4o

Lol oS53 Lxel
dolie Cgz ou a8 )8 Jais slelire pluw
‘Qlﬁ)lj Cogd b s> :)" ..\_1.?)L:.C Gu‘fM)ﬁ LgLasC)Ja
duoo‘b LS"’?‘)[-’ p\_:.la@ ‘&ld:;fﬁ) 6)L-.‘-‘-"“Q9)-"
=l ol JUal 5 (oS 5 6,85, 0ads bewyg
ol 00 00l Ql.wa (Y) 3 \) Jsd} g LA.._;)JA.’ 4.“1.“
o) o0 s g X 5\ slaglis Jghr el 5o
23,51y (goloidiey b aleasgay L0 50 slons LT a5
aS Conl g cpl 4= Calle uoran s b conl oad
Oezad el 0did a3 0,90 Hlao 4 gy (Slo, il mn
slasbsy Sl el ;o cles 5 Lile 7 ¥ ooz 50

el o 43‘)‘ \,\" ua.».‘?(.g )é OQ.\.AL‘;A))_'\

9 sole &.ol.‘:d.mégb

)“ oolazwl ‘59""%5" )bLa alis c.?‘]o 4J.:.~45.3 Qlﬁ)lS
JAS 4 G a0 Nz p e (g S
o Sl 2z e piiz e slaz,b 5l colar!
Bl ool oS 4 jg00 g e SO (Sliiws g odS dlg>
25N e s Shy )l (S opee ol Ol v
sl ok kel DL lagg, b ok pe cbs 035> (0l
)..5‘ Ll aliBes Sllos J.'lic S Oog ﬁjlﬁ.c 9 LSQLQK*“:‘-’
9 'rges 9o 0g)S gyl eadple lagds,
slag b ol Sl lp Y Bola 655 i sla e
Q—l‘ o @‘) 9 Jg‘m o> )LP .Jd‘oo; oola! .335
JrS ilere SO i)z sk PR )0 45 0,00 3929 055>
b, LT b ablie (sl wl (S p (st (o ts
slp eadilo lahs, g ales Jlez ol 85 Hlas o,
] 60 w”—l aslol o LQJ—‘ l.s 4.14[.5.«0
. & . Yoo

)‘)N—Q’“s—“?;"" GL“L.;}H)‘ L.a—i’ ns’L—“" o
R P P a)L_L::‘ u—| A LQCJL )..5‘ o a5 ABE
oz b ogo as widl e sl Gy gls des ol Gl
algn 093 ogar o dS oS S L e e )5
a ol glsas a s oS SlaS e, ) slwools
L ablie sl aly slagts, 5 (o s Lo 2laS 5,
25 e 6l 08 pamine dwlis SO olais e oyl
S 2 L i sogar glho s clls ol je cl
g Gl £8,0 amie Awlil pas LSS lode SO (g5l
ailed e odls lid je ) Cge Sgliine ) IS a0
AUS S e b Lol

(':?fo‘s.»)L»asJ.udgdla?o%‘:wdj\?alo}
= Sl as olezib o Olles ol .cul osls
e 5 gy S e solaiul 0llST jsae sl (635 e
SIS Sl sehe gz pe iz 3l esliul (L ablie b,
ool (2l 50, 5 5,5y sl yal iy

3 i aloz ol ] olS gemins A los
Laools (6 )50, sl (S 5 slagig, 5l a5 plaz,b

! generic bilinear group
2tandom oracle models
3 Collusion

4 Unique ID

5 brute force

7¥ 1 2l ) okl Ivan JLe

‘;’r/
.12},-



Bl B LuRo 33 S5 329 1 0 SIS TS 9 SI9 0

S P (e g pewd S 30 salidilyl gy ool S8 g 2yl Ao :(Y _ Jgu)

. S Symmetri ciphertex | Immediat
Schem | CP/K Mumf Decryp tion verifiabilit c Revocation Key t e Attribute/use
authorit | Outsourcin . update . X .
e P y o y encryptio / (method) by update revocatio 1 revocation
n by n
[eo] CP v X X X X X X X X
v System Cloud
[£1] CP X X X v peers Server v both
[W] CP v X v \ Aut;mm Proxy v both
[£-] CP X V \/ J \/ both
v v :
[e1] CcP X v Aut;()rlt gs\]]ﬁ v attribute
N .
[vv] cp \/ X X N Authorit Cloud X user
y Server
[o+] CP v v X X X X
[eY] C];/K X v v v X X X X
[o¥] Cl;/K X J N N X X X X X
/ . .
N Prox User
| proxy 0Xy |
[oA] cp X N v authority | authority N revocation
[£0] CPK X X X X X X X
P
| N Non- .
[04] Cp A v X x/ revoked CIOUd‘ x/ AAtmbl%te
Users Server revocation
(€] - X X X X v X Cloud N  User
Server revocation
User
[££] CP X v X X J X X x/ ‘
revocation
[r] cp N J < N N Authorit Cloud N Attrlbqte
y Server revocation
| User
[£v] Cp X v X X v X X N revocation
[£Y] cp X X x J N Authorit Cloud‘ J AAttrlbL}te
y Server revocation
T 7 i
[e] cp ' X X v ) ) v rcvlosztrion
1] cP N X X X Cloud Data N AttribL}te
erver owner revocation
S
[€A] | cp X X X X v - Data N both
owner
SR 3 e (o pawd [ 505 30 oubodil)l gl Jooly (el deny Ui :(Y_ Jguz)
Scheme Security Security Collusion Key escrow Brute force Dos Attack Identity
Approval Assumption Attack resistant | Attack resistant | attack resistant resistant Privacy
[80] - DBDH \ \ X X \
[£Y] Selective DBDH v X X X v
[£V] Selective - \/ \/ X X X
[¥-] Semantic - v X X
-parallel
a5 ) g-para.
[07] BDHE v l X X X
\ - - N X X X X
(a+] Selective - X X X X X
[0Y] Selectively q%)grgléel X X X X X
Selective -
[oY] X X X X X
[0A] - DBDH N \ X X

Y 5,leds A ol ARS8 L

70




sl) w2295 ole b0l Jradgs
[¥a] | Selective DBDH v X X X X
(53] Selective qg;rﬁléel v A X X X
[¥7] - - X X X X J
[¥f] - - \ X X v X
[5¥] | Adaptive - \ \ X X X
[¥V] - - X X X X X
[¥v] | Selective n-BDHE v X X X X
5¥] ] _ N v X X X
[#5] - - N \ X X X
[¥A] Semantic - v A X X v
U (o) 3 S hg ) culre g Llo :(Y_Jgua)
olao L5 b
S5 5l eoliiul s 4 AnonyControlF 55! Ol Cugr g ools (Kile e Lai [ef]
Sl—ulxs L, 1-Out-of-n  Oblivious Transfer
S o0 i | (6 i
Slao g oLls Jlal 6l )85l 05z g pas
Al dlly> Slles ply o ablie pac Croms 5 olp)l5 Jlal Slewlxe Jb rals [v-]
o alels 5 Sl
ol e Jlal
olS s> Slles ol 50 ablie poe DRM ) ol byl oo s J 708 [val
3yl s alal, Slas slaws b oleSpe, oS Job s> 5 Sls olles ol j0 Goppslie [fol
eosls sae (5, K50, oyloj o UL Slawlors )b ju KWLy
st Cuel g guimy Cutel (Shg 93 jl Slaidy pas UL g pdgSllant 5 (g nd ol [55]
Ol Jll oK 5
ool sleFie, s 6, K50, Jbm sl O olellbl ol IS i | o [val
odbie, (e Job (il 0S8 )l
ROWS UL ST EET JCRRNSPTRCIEIN RENR O LS G 10 )50, b alS [f-]
R
599 § i D5 gm0dn |y Laosls wilgs coi )8 A LS Camns 50 (5,50, 4l ralS [f1]
S 2laS 5o, 0adig s (LS e 5l ool =S 5 8855, 5 skl Ll
5997 p Sllex 2lp )3 (dgpslie
Il Blej )3 (oS5 sUL Slowloe Sy JB o Slax ply 0 polie Aal
Sl pye JUal
ool Jlal sl 5,8 g5l S92 5 pus &z 9 2 S )0 Slewlbre )b GalS Aad

A.:JS 4.”3? Slles L A.Ll_o,o pae

.)5..\..4

1 Selectively
2 Collision

gy 1 2l ) okl Ivan JLe

‘;’r/
.1/‘}‘,-



Bl B LuRo 33 S5 329 1 0 SIS TS 9 SI9 0

SS90 1 e & i Sloalre by Jlos! LiSye) Sloslre iy 2alS AZY
.J.f)lf JU@;‘ :\b]o)é QS’L’" Qu.vﬁ‘).g)u) rasl.v.a
ol 90 Ay g yiwd Sl oS (093 JSitio 00l Sle (6K 50, )by rolS [val
s S sl I522a
WU 6 K550, Sl DOS clles> blio ;8 (39 pslie [vv]
Oley 5o Sy syn 35 adsi sl UL Slawle el 68550 e lov]
AA g ()5 JUa (e a0 S Sse JUal B,
(S 5 0lS s> Dllax L ablis pos 8 Jll el (ol (Slosloes Sy [v#]
8 Sl @S o) ol (Gl by
BlsS jedo gz e Kol ool bl b g ol Slwle [¥1]
o=l
(S is ) Sl pae s (S Jlal Bl pae adlyzy Sl Sllex 1l 5o Gogeslie [o¥]
o sl Sls
S o o UL 6,50, b s ol e Jla Ny
Jlg> 5 Sl Slhox 1ln 55 Hagpslia
)50, Jdoa )l Coon o UL Slewlons Lo Slas 5 oln) )98 JUad [¥v]
Lg)l._.ii}c) 9 O‘).g)l_f (_g‘)_: ‘5_.@5.\” _\_:15 «.&._Jss daodls QS’L“" Sllo> J.g‘J.g 39 ‘asl_o.c
Ol Jlal s osls suze

0ADyay (ye 5O (g sd siwslew CP-ABE N
oo (§9) 2 oo J 05 0S50, 9 395 o0 iy 5
O Nl oo oS Az AT WS o atie g 3l () Ks,
.\.u:L: VIR ij."l.u:é o.\.ﬁ:}a) Lgl.:bm)‘é

Szey oo U el 5L 1) 5 Jlal plSe 5o
dame (6,50, oS saii JUal o 515 gl doosls suse
BB Sl olow) el L8 (ul KP-ABE 5 080 L)l
dlolo 5 pdySllanil 5 25 5 35800 S3luoslyy )3 4z s
U L

S5 sl g oeles b ceul 5Ls KP-ABE s
shos B onl 62l slalazme jo a5 Bl asuine Ll

o .

GRIBL 4 g bosghiee slidn eizes
oz SRy baglejle 925" 0 sl Sless (493350,
JysS Uy, ool 5l &S ol g 993 sleesls 8,50
255 osls Sloyoe 9 ol ialdl gly oy
S soletuwl

Y5,k A ol YRS JLo 7Y

ool a5 g (6 S Az -0

Sy e ey Gty oy 4 allie ol 5
ol slalamme j0 (pwyiwd S8 Cunde 0 ol 3 p)8
&) gyiws S8 it slagsb Grizes ooy
sosls (Sl e Lad> gl (Shs y (e )5, )
5 oy AS e oolaiul gl slalaos o sdldio
Sl Ll @bl g cosal Sl 51 pladinlie 20,5 (o
S, sk wadply s 4 azg Lo
el s e @ Ol ) (S5 SRy » (e
©0Adjay e Ceslow b (g » (e (S50, -Y 08
S50, Y lS sl b (S » (e 5,5, Y
2 e e, -F g slealide Sy n s
5 a8 L85 Az Gl e y9o az e iz b (S
$)S5ey Uiy sl Gl wile edlim iy sblare
5 Ly Jedod snlipe, e Cunlows b Sy » (e
ko 0je> )3 dx 5 (BRI 0j9> 3 4z nj sla S

255 o0 )18 ool 5550 b gyl I o




[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

wsl)

Enforce Mandatory and Discretionary Access
Control Policies,” ACM Transactions on
Information and System Security, vol. 3, no.
2, pp. 85-106, 2000.

R. S. Sandhu, E. J. Coyne, H. L. Feinstein,
and C. E. Youman, “Role-Based Access
Control Models yz 1 INTRODUCTION,”
vol. 29, no. 2, pp. 38-47, 1996.

V. Hu and D. F. Ferraiolo, “Assessment of
Access Control Systems,” IEEE Computer,
no. January 2007, 2016.

W. Lafayette, W. Lafayette, and G. Ghinita,
“Towards Mechanisms for Detection and
Prevention of Data Exfiltration by Insiders.”
ASIACCS, 2011.

A. Sahai and B. Waters, “Fuzzy Identity-
Based Encryption,” EUROCRYPT, pp. 457—
473, 2005.

V. Goyal, O. Pandey, A. Sahai, and B.
Waters, “Attribute-Based Encryption for
Fine-Grained Access Control of Encrypted
Data,” CCS, pp. 89-98, 2006.

C. Wang and J. Luo, “An Efficient Key-
Policy Attribute-Based Encryption Scheme
with Constant Ciphertext Length,”
Concurrency Computat, vol. 2013, 2013.

Y. Rouselakis and B. Waters, “Practical
Constructions and New Proof Methods for
Large Universe Attribute-Based Encryption
Categories and Subject Descriptors,” ACM,
pp. 463-474,2013.

R. Ostrovsky, “Attribute-Based Encryption

with Non-Monotonic Access Structures,”
CCS, pp. 195-203, 2007.
T. Okamoto, “Fully Secure Functional

Encryption with General Relations from the
Decisional Linear Assumption *,” no. 2, pp.
191-208, 2011.

C. Ciphertexts and N. Attrapadung,
“Expressive  Key-Policy  Attribute-Based
Encryption with Constant-Size
Ciphertexts,”PKC, pp. 1-22, 2011.

C. Gentry and B. Waters, “Attribute-Based
Encryption for Circuits from Multilinear
Maps,” pp. 1-25.

A. Lewko, “Fully Secure Functional
Encryption : Attribute-Based Encryption and
( Hierarchical ) Inner Product
Encryption,”EUROCRYPT, vol. 02, no.
subaward 641, pp. 1-56. 2010.

B. Waters, “Functional Encryption for
Regular Languages,” Advances in
Cryptology—CRYPTO 2012, pp. 1-18.

J. Bethencourt and B. Waters, “Ciphertext-
Policy Attribute-Based Encryption,” IEEE

[1]

(2]

[3]

(4]

(5]

[6]

[7]

9]

[10]

[12]

[14]

A

9 sole &.ol.‘:d.mégb

&b -F

C. R, “Intermediaries in cloud-computing: A
new computing paradigm,” INFORMS Meet.,
1997.

M. Ali, S. U. Khan, and A. V Vasilakos,
“Security in cloud computing : Opportunities
and challenges,” Inf. Sci. (Ny)., vol. 305, pp.
357-383,2015.

N. H. Hussein, “A survey of Cloud
Computing Security challenges and solutions
II- Infrastructure as Services,” International
Journal of Computer Science and Information
Security, vol. 14, no. 1, pp. 52-56, 2016.

M. Ali, S. U. Khan, and A. V Vasilakos,
“Security in Cloud Computing : Opportunities
and Challenges,” INFORMATION
SCIENCES, Inf. Sci. (Ny)., 2015.

F. Shahzad, “State-of-the-art Survey on
Cloud Computing Security Challenges
Approaches and  Solutions,”  Procedia
Computer Science. Sci., vol. 37, pp. 357-362,
2014.

C. Modi, D. Patel, and B. Borisaniya, “A
survey on security issues and solutions at
different layers of Cloud computing,” The
Journal of Supercomputing, 2012.

Z. Xiao, Y. Xiao, and S. Member, “Security
and Privacy in Cloud Computing,” IEEE
Communications Surveys & Tutorials, vol.
15, no. 2, pp. 843-859, 2013.

F. Sabahi, “Cloud Computing Security
Threats and Responses,” Communication
Software and Networks, pp. 245-249, 2011.
J. Che, Y. Duan, T. Zhang, and J. Fan,
“Procedia Engineering,” Procedia Eng., vol.
23, pp. 586-593, 2011.

W. Dawoud, I. Takouna, and C. Meinel,
“Infrastructure as a Service Security:
Challenges and Solutions.” Informatics and
Systems Conference, vol. 12, no. 2, pp. 245—
861,2010.

N. Meghanathan, “R EVIEW OF ACCESS
CONTROL MODELS FOR CLOUD
COMPUTING,” CS & IT-CSCP, no. i, pp.
77-85, 2013.

S. Yu, C. Wang, K. Ren, and W. Lou,
“Achieving Secure , Scalable , and Fine-
grained Data Access Control in Cloud
Computing,” IEEE INFOCOM, 2010.

R. Sandhu and Q. Munawer, “to do
Discretionary Access Control Using Roles
* 314 ACM workshop, pp. 47-54.

S. Osborn, R. Sandhu, and Q. Munawer,
“Configuring Role-Based Access Control to

1 2l ) okl Ivan JLe

(s
Ger

G,
S



[41]

[42]

[43]

[44]

[46]

[47]

(48]

[50]

o [51

Bl B LuRo 33 S5 329 1 0 SIS TS 9 SI9 0

Security, vol. 10, no. 10, pp. 2119-2130,
2015.

B. Qin, R. H. Deng, S. Liu, and S. Ma,
“Attribute-Based Encryption with Efficient
Verifiable Outsourced Decryption,” IEEE
Transactions on Information Forensics and
Security, vol. 6013, no. ¢, pp. 1-10, 2015.

M. Chase, “Multi-Authority Attribute Based

Encryption.” Theory of Cryptography
Conference. Springer Berlin Heidelberg,
2007.

M. Chase, “Improving Privacy and Security
in Multi-Authority Attribute-Based
Encryption,” Proceedings of the 16th ACM
conference on Computer and communications
security. ACM, 2009.

T. Jung, X. Li, S. Member, Z. Wan, and M.
Wan, “Control Cloud Data Access Privilege
and Anonymity With Fully Anonymous,”
IEEE Transactions on Information Forensics
and Securit , vol. 10, no. 1, 2015.

K. Yang, S. Member, and X. Jia, “Expressive
, Efficient , and Revocable Data Access
Control for Multi-Authority Cloud Storage,”
IEEE transactions on parallel and distributed
systems, vol. 25, no. 7, pp. 1735-1744, 2014.

A. Lewko and B. Waters, “New Proof
Methods for Attribute-Based Encryption :
Achieving Full Security through Selective
Techniques.” Advances in Cryptology—
CRYPTO 2012. Springer Berlin Heidelberg,
2012.

X. Xu, J. Zhou, X. Wang, and Y. Zhang,
“Multi-authority proxy re-encryption based
on CPABE for cloud storage systems,”
Journal of Systems Engineering and
Electronics, vol. 27, no. 1, pp. 211-223,
2016.

K. Yang, S. Member, X. Jia, K. Ren, and S.
Member, “DAC-MACS: Effective Data
Access Control for Multi-Authority Cloud
Storage Systems,” no. ¢, pp. 1-12, 2013.

J. Hong, K. Xue, and W. Li, “Security
Analysis of Attribute Revocation in Multi-
Authority Data Access Control for Cloud
Storage System,” International Conference on
Security and Privacy in Communication
Systems. Springer Berlin Heidelberg, vol.
6013, no. ¢, pp. 1-2, 2015.

M. L. Member, S. Yu, Y. Zheng, S. Member,
and K. Ren, “Scalable and Secure Sharing of
Personal Health Records in Cloud Computing
using Attribute-based Encryption,” IEEE
transactions on parallel and distributed
systems, vol. 24, no. 1, pp. 1-14, 2013.

M. Li, S. Yu, K. Ren, and W. Lou, “Securing

Y5,k A ol YRS JLo 79

[29]

[30]

[31]

[33]

[35]

[36]

[37]

[38]

[39]

[40]

symposium on security and privacy (SP'07)
2007.

H. Qinlong, M. A. Zhaofeng, Y. Yixian, N. 1.
U. Xinxin, and F. U. Jingyi, “Attribute Based
DRM Scheme with Dynamic Usage Control
in Cloud Computing,” pp. 50-63.

H. He, R. Li, X. Dong, and Z. Zhang, “Secure
. Efficient and Fine-Grained Data Access
Control Mechanism for P2P Storage Cloud,”
IEEE Transactions on Cloud Computing2.4
(2014), vol. 2, no. 4, pp. 471-484, 2014,

Y. Zhang, D. Zheng, X. Chen, J. Li, and H.
Li, “Efficient attribute-based data sharing in

mobile clouds v,” Pervasive Mob. Comput.,
2015.

J. Hur, “Attribute-Based Secure Data Sharing
with Hidden Policies in Smart Grid,” IEEE
Transactions on Parallel and Distributed
Systems vol. 24, no. 11, pp. 2171-2180,
2013.

M. Bayat and H. Reza, “A revocable attribute
based data sharing scheme resilient to DoS
attacks in smart grid,” Wireless Networks, pp.
871-881, 2015.

J. Li, X. Huang, J. Li, X. Chen, Y. Xiang, and
S. Member, “Securely Outsourcing Attribute-
Based Encryption with Checkability,” TEEE
Transactions on Parallel and Distributed
Systems, vol. 25, no. 8, pp. 2201-2210, 2014.

M. Nabeel and E. Bertino, “Privacy
Preserving Delegated Access Control in
Public Clouds,” IEEE Transactions on
Knowledge and Data Engineering, vol. 26,
no. 9, pp. 2268-2280, 2014.

Y. Yang, H. Zhu, H. Lu, J. Weng, and Y.
Zhang, “Cloud based data sharing with fine-
grained proxy,” Pervasive Mob. Comput.,
2015.

X. Dong, J. Yu, Y. Luo, Y. Chen, and G.
Xue, “ScienceDirect Achieving an effective ,
scalable and privacy-preserving data sharing
service in cloud computing,” Comput. Secur.,
vol. 42, pp. 151-164, 2013.

M. Green, S. Hohenberger, and B. Waters,
“Outsourcing the Decryption of ABE
Ciphertexts.” USENIX Security Symposium.
Vol. 2011. No. 3. 2011.

J. Lai, R. H. Deng, C. Guan, and J. Weng,
“Attribute-Based Encryption With Veri fi
able  Outsourced  Decryption,”  IEEE
Transactions on information forensics and
security, vol. 8, no. 8, pp. 1343—-1354, 2013.

S. Lin, R. Zhang, H. Ma, and M. Wang,
“Revisiting Attribute-Based Encryption With
Verifiable Outsourced Decryption,” TEEE
Transactions on Information Forensics and



wsl)

[63] L. Youand L. Wang, “Hierarchical Authority
Key-Policy  Attribute-Based Encryption,”
2015 IEEE 16th International Conference on
Communication Technology (ICCT, pp. 868—
872.

[64] H. Deng, Q. Wu, B. Qin, J. Domingo-ferrer,
L. Zhang, and J. Liu, “Ciphertext-policy
hierarchical attribute-based encryption with
short ciphertexts,” Inf. Sci. (Ny)., vol. 275,
pp- 370-384,2014.

[65] G. Wang and Q. Liu, “Hierarchical Attribute-
Based Encryption for Fine-Grained Access
Control in Cloud Storage Services,”
Proceedings of the 17th ACM conference on
Computer and communications security.
ACM, pp. 1-3, 2010.

[66] Z. Wan, J. Liu, R. H. Deng, and S. Member,
“HASBE: A Hierarchical Attribute-Based
Solution for Flexible and Scalable Access
Control in Cloud Computing,” IEEE
transactions on information forensics and
security, vol. 7, no. 2, pp. 743-754, 2012,

) og5 (owlid )5 S y0e (S draw
3 olelbl gy5ld cwaige al, o
YAy Jls o N ol&asls
ahaie 093 Sl

.‘ ‘ Ls)sl_:j :L._._u) 5o \.\.w)‘

5"‘“‘4 dols oKasls )é Slell| M‘

Ol HSTen g 0503
ol s
Ll Slelll

Jols plan) aBlle 5,90 cimgh laaie; ablio
Bl oo 62! L)) el g (pogat 02 (5,50,

WWOF Jlo o srbwgs (Aedws
s dBiily swdige caSiils o)y
@ FeepelS (owdige ALD, jo g Al
Vg W e 5l aSle s Jeass

. 05 H90 dmwye 331 L AYYY

9 J.w)‘ Ls..ul.‘.w)ls 0,99 ‘LSJLE.:.OJG 0,99 u_is u..\.:‘)».\f o

JBidls jo g dged Cueyie (pli 988 4 (5558 oy
Jrazs a4 Olellbl 5 Soig 2SIl dtsay )0 9555 (Srko
09,5 3 twmazd Gl ClSL Gl e bl
Aol oKiily pwdige g $9 0aSidls JFalS cwdige
polo b o wges 5T oKy T L 1, 553 o, San

O wlellll Cosal iy yo lial sla jimgh 35 o3

DSL (o0 SO s

[52]

[53]

[54]

[55]

[56]

[58]

[60]

[62]

9 sole &.ol.‘:d.mégb

Personal  Health Records in  Cloud
Computing:  Patient-Centric and  Fine-
Grained Data Access Control in Multi-owner
Settings,” IEEE transactions on parallel and
distributed systems, pp. 89-106, 2010.

R. Li, X. Liu, J. Xiong, D. Chen, R. Li, X.
Liu, J. Xiong, and D. Chen, “Secure ,
efficient and revocable multi-authority access
control system in cloud storage,” Computers
& Security , 2016.

Horvath, Maté. "Attribute-based encryption
optimized for cloud computing." International
Conference on Current Trends in Theory and
Practice of Informatics. Springer Berlin
Heidelberg, 2015..

A. Lewko, “Decentralizing Attribute-Based
Encryption,” Annual International
Conference on the Theory and Applications
of Cryptographic Techniques. Springer Berlin
Heidelberg,, vol. 02, pp. 1-31, 2006.

N. Science, C. Phenomena, K. Han, Q. Li,
and Z. Deng, “Security and efficiency data
sharing scheme for cloud storage,” Chaos,
Solitons & Fractals, vol. 86, pp. 107-116,
2016.

Z. Liu, Z. Cao, Q. Huang, and D. S. Wong,
“Fully Secure Multi-authority Ciphertext-
Policy Attribute-Based Encryption without
Random oracles,” European Symposium on
Research in Computer Security. Springer
Berlin Heidelberg, no. 61033014, pp. 278—
297.

H. Lin, Z. Cao, X. Liang, and J. Shao,
“Secure threshold multi authority attribute
based encryption without a central authority
q,” Inf. Sci. (Ny)., vol. 180, no. 13, pp. 2618~
2632, 2010.

Moreno, Edward David. Transactions on
Computational Science X: Special Issue on
Security in Computing. Eds. Marina L.
Gavrilova, and CJ Kenneth Tan. Vol. 6340.
Springer, 2010.

J. Han, S. Member, W. Susilo, and S.
Member, “Privacy-Preserving Decentralized
Key-Policy Attribute-Based  Encryption,”
IEEE  Transactions on Parallel and
Distributed Systems, vol. 23, no. 11, 2012.

V. Bozovi, “Multi-authority attribute-based
encryption with honest-but-curious central
authority,” International Journal of Computer
Mathematics, vol. 89, no. 3, pp. 268-283,
2012.

Z. O. U. Xiubin, “A Hierarchical Attribute-
Based  Encryption  Scheme,”  Wuhan
University Journal of Natural Sciences, vol.
18, no. 3, pp. 259-264, 2013.

1 2l ) okl Ivan JLe

]
Ger

G,
S

A,



Bl B LuRo 33 S5 329 1 0 SIS TS 9 SI9 0

=Sy Jhu o wlo wuzxo
;5’1 olBzdls 5l 6, L 5e, A,y yo 1) 045

S

U—‘ )‘ o= ] oo}_o.l ke Sa))‘?

-
P

Sh Jgite iy S e oSl
IRV K J.:Wu ‘S_un.\.a.ch 05; )L:.)L'Lm‘ Q}S\M QLaag_‘
5"'“"“”‘": ) ‘5[@4—&-:&0) “‘\‘“)L’ASQ aald ol&Kadls (g0 g 6&3

Cpial 9 5,550, slaSeign Jold Glis) adlle 5,90
C«_u-l‘ 0w 8)5; ‘5‘..54&“&

Y5,k A ol YRS Jl \A






