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Personal Details
First Name: Amir
Last Name: Moradi
Place and date of birth: Hamedan (Iran), August 11, 1979

Education
04.2021 Extraordinary (Außerplanmäßiger) Professorship, Ruhr University Bochum, Germany
06.2015 Habilitation in Embedded Security, thesis: Advances in Side-Channel Security

Ruhr University Bochum, Germany
09.2008 Ph.D., thesis: Vulnerability Modeling of Implementation of Symmetric Block Ciphers
09.2007 – 06.2008 Visiting doctoral student at Ruhr University Bochum, Germany
02.2004 – 09.2008 Doctoral studies of computer engineering at Sharif University of Technology, Tehran, Iran
09.2001 – 02.2004 Master studies of computer engineering at Sharif University of Technology, Tehran, Iran
09.1997 – 06.2001 Bachelor studies of computer engineering at Shahid Beheshti University, Tehran, Iran

Employment

since 2021 Professor for IT Security, University of Cologne, Germany
2016 – 2021 Akademischer Rat/Oberrat, Ruhr University Bochum, Germany
2015 Faculty member (Privatdozent), Faculty of Electr. Eng. and Information Technology,

Ruhr University Bochum, Germany
2009 – 2016 Post-doctoral fellow, Ruhr University Bochum, Germany
2004 – 2008 Research Assistant, Electronic Research Center, Sharif University of Technology, Iran
2001 – 2006 Research & Development engineer (part time) for embedded systems, Tozin Tavan Sanjesh, Iran

Academic Honors and Awards
2020 Distinguished paper award at USENIX Security Symposium (USENIX Security 2020)
2019 Best paper award at Cryptographic Hardware and Embedded Systems (CHES 2019)
2017 Best paper award at Symposium on Hardware Oriented Security and Trust (HOST 2016)
2015 Best paper award at Constructive Side-Channel Analysis and Secure Design (COSADE 2015)
2014 Best paper award at Applied Cryptography and Network Security (ACNS 2014)

2018 Advisor of recipient of Dr. Klaus-Marquardt Award, Outstanding Dissertation
2018 Advisor of recipient of Outstanding Dissertations Award,

European Design and Automation Association (EDAA)
2013 Advisor of recipient of CAST Forum Master Thesis Award

2018 Best paper candidate at Design, Automation & Test in Europe (DATE 2018)
2017 Best paper candidate at Design, Automation & Test in Europe (DATE 2017)
2015 Best paper candidate at Cryptographic Hardware and Embedded Systems (CHES 2015)

Supervision

• Supervised 8 Ph.D. students at Ruhr University Bochum since 2014. They all have earned leading po-
sitions in manufacturing companies NXP, Infineon, and Rambus dealing with security products, or con-
tinued as post-doctoral researchers, e.g., at Université Catholique de Louvain, Belgium and Radboud
University, the Netherlands.

• Currently advising 7 Ph.D. candidates at Ruhr University Bochum, all funded through third-party projects
(DFG, BMBF, Industry).

• External member in several Ph.D. committees, including defenses at Ruhr University Bochum, KU Leu-
ven, UCL Louvain-la-Neuve, University of Lübeck, Karlsruher Institut für Technologie, and Czech tech-
nical university.

• Advisor of 40+ Master and Bachelor theses since 2009.
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Professional Activities

• Program co-Chair of CARDIS 2014, LightSec 2015, and CHES 2020 as the most important venue for
publications in embedded security.

• Steering Committee Member of the CHES (Cryptographic Hardware and Embedded Systems), since
2019.

• Steering Committee Member of the CARDIS (Smart Card Research and Advanced Application Confer-
ence), since 2014.

• Organization co-Chair of CARDIS 2015 and LightSec 2015, held in Bochum.
• Member of more than 50 program committees for the main venues in cryptography and information

security, including CHES, EUROCRYPT, ASIACRYPT, FSE and DATE.
• Editorial Board Member of IEEE Transactions on Emerging Topics in Computing (TETC), since 2019.
• Editorial Board Member of Journal of Cryptographic Engineering (JCEN), since 2020.
• Editorial Board Member of International Journal of Applied Cryptography (IJACT), 2011-2020.
• Member of European Research Network ECRYPT-II, 2008-2012.
• Member of advisory board of European Research Network ECRYPT-NET, 2016-2018.
• Member of International Association for Cryptologic Research, since 2006.
• Reviewed 130+ journal submissions verified by Web of Knowledge:
https://publons.com/researcher/2182460/amir-moradi/

Teaching

I have taught the following courses at during the last five years.

• Lecture: Cryptography on Hardware (Bachelor), since 2021 (every Winter semester)
• Lecture: Physical Attacks and Countermeasures (Master), since 2011 (every Summer semester)
• Lecture: Cryptography on Re-configurable Platforms (Bachelor), 2015-2017 (every Winter semester)
• Lab Course: Side-Channel Attacks (Master), since 2010 (every Winter semester)
• Seminar: Embedded Security/Security Engineering (Bachelor & Master), since 2017 (every semester)

I have also taught industry courses at NXP, ARM, Qualcomm and Microsoft.

Major Collaborations & Research Visits

• Collaborated with and visited UCL (Louvain-la-Neuve, Belgium), IAIK (Graz, Austria), KUL (Leuven,
Belgium), NTU (Singapore), ANSSI Crypto Lab (Paris, France), Karlsruhe Institute of Technology (Ger-
many), TELECOM-ParisTech (Paris, France), University of Massachusetts Amherst (USA), University
of Electro-Communications (Tokyo, Japan), University of Bremen (Germany), Worcester Polytechnic
Institute (USA), Technical University of Berlin (Germany), University of Lübeck (Germany).

• Collaborated with 80+ co-authors, including Christof Paar and François-Xavier Standaert.

Industrial Leadership

2017–2020 Scientific & Technical Consulting, ARM, UK
2015–2016 Technical Consulting, Chaologix, USA
2015–2018 Scientific Consulting, NXP, Germany
2008–2021 Technical Consulting, JMA, Spain

https://publons.com/researcher/2182460/amir-moradi/
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Externally-Funded Projects

I have significant experience on participation to and management of different projects of various sizes, with
different number of partners, and from different funding sources. The list of past and currently-running projects
is given below. The amounts represent my share of the respective grant, not the over-all volume of the grant.

• DFG

– Nano-Scale Side-Channel Analysis (NaSCA): Physical Security for
Next-Generation CMOS ICs. PI

2016-2021 191,764 AC

– Security for Internet of Things with Low Energy and Low Power Con-
sumption (GreenSec). PI

2018-2022 616,489 AC

– SymmetriC CiphEr design with phySical Security (SuCCESS). PI 2019-2022 293,173 AC

– Aged but Fit: Long Lasting Security for Trusted Platforms. PI 2020-2022 240,130 AC

– Security for the Nano-Scale CMOS Cryptographic Devices (SeNa) as a
project in CASA: Cyber Security in the Age of Large-Scale Adversaries
(Clusters of Excellence with 30 million AC). Associate PI

2019-2027 288,000 AC

– phySicAlly secUre reconfiguraBlE platfoRm (SAUBER). PI 2020-2023 310,450 AC

– Secure Sharing of FPGAs in Clouds (SecFShare). PI 2021-2024 227,200 AC

• BMBF

– Computer-Assisted Integration and Verification of Masking in Crypto-
graphic Implementations. Group Leader

2017-2020 252,000 AC

– Entwicklungswerkzeug für anwendungsoptimierte hardware-
basierte Sicherheitstechnologien für I4.0-Anwendungen.
Group Leader

2017-2020 243,000 AC

– Charakterisierung des elektromagnetischen Nahfelds zur Angriffserken-
nung und Entwicklung eines Anomaliedetektors. PI

2020-2023 311,856 AC

– Kostenoptimierter und effektiver Schutz vor elektromagnetischer
Fehlerinduktion zur Gewährleistung der Daten- und Betriebssicherheit
in loT Systemen. PI

2022-2025 336,900 AC

– Developer-centric Tools for Side-Channel Analysis. PI 2022-2025 314,800 AC

– Kontext-basierte Vertrauensinitialisierung telemedizinischer Kleinst-
geräte. PI

2022-2025 305,700 AC

• Industrial (company names are omitted due to NDAs)

– Security Analysis of Key-less Entry Systems 2008-2015 150,000 AC

– Practical Analysis of a DPA-protected Prototype Chip 2015-2015 65,000 AC

– Comparative Evaluation of Simulation versus Real Side-Channel Mea-
surements

2015-2016 54,000 AC

– Practical Analysis of two EM- and DPA-protected Prototype Chips 2015-2016 60,000 AC

– Security Analysis of a Protected Prototype Chip 2016-2017 54,000 AC

– Security Analysis of a Certified Chip 2017-2018 53,000 AC

– Design and Coding Guidance for Physically Secure Circuits 2020-2021 195,000 AC
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Early Achievements Track-Record

IACR’s CHES conference is considered as the most relevant place to publish in the field of cryptographic
hardware and embedded systems, where most of the important (specialized) results on side-channel analysis
and fault-injection analysis of embedded cryptographic devices are published. During my PhD studies (2004-
2008), I was the only student in the country (Iran) who worked and did research in the areas of hardware
security. It can be said that I mainly did my research in a self-supervised fashion. This led me to be the author
of the first paper at CHES from Iran in 2006.

Based on the IACR database1, I am currently the 3rd most prolific author of CHES, with 34 publications
after François-Xavier Standaert and Ingrid Verbauwhede. Further, in CHES 2021 I have a record of 10 accepted
papers, which is the highest number of publications in one year for the entire history of CHES. I have also served
as the program co-chair of CHES 2020.

Publication Record

1. 135+ peer-reviewed journal and conference articles, all in security and applied cryptography
2. h-Index: 41; total number of citations since 2007: 6,250+ (Google Scholar, March 2022)2

3. h-Index: 28; total number of citations since 2007: 3,350+ (Scopus, March 2022)3

4. h-Index: 22; total number of citations since 2007: 2,150+ (Web of Knowledge, March 2022)4

5. 3rd highest number of publications at CHES (Cryptographic Hardware and Embedded Systems) out of
1400+ authors. CHES is the leading international conference in hardware security.

6. 10 accepted publications at CHES 2021.
7. Editor of 2 LNCS conference proceedings
8. ResearcherID profile: http://www.researcherid.com/rid/R-6834-2016
9. ORCID iD: https://orcid.org/0000-0002-4032-7433

Selected Invited Talks

Below is a selection out of more than 20 invited talks and invited conference presentations which I have given.
• Worcester Polytechnic Institute, USA, 11.2021
• National Institute for Standard and Technology, USA, 02.2021
• Theory of Implementation Security Workshop, London, 11.2019
• Verification and Security Workshop, Spain, 07.2018
• Theory of Implementation Security Workshop, Zurich, 01.2018
• SEMICON (Largest Microelectronics Event in Korea), Seoul, 02.2017
• Tutorial at Tsinghua University, China, Beijing, 03.2016
• Tutorial at Fudan University, China, Shanghai, 03.2016
• Katholieke Universiteit Leuven, Belgium, 05.2015
• Bauhaus Universität, Germany, Weimar, 01.2015
• Worcester Polytechnic Institute, USA, 09.2013
• Graz University of Technology, Austria, 07.2010

In industry, I have given invited talks at companies such as NXP, Bosch, ARM and Qualcomm.

1https://iacr.org/cryptodb/data/stats.php?ches=on&tches=on&startyear=1981&endyear=2022
2Google Scholar profile: https://scholar.google.de/citations?user=CumYJ2IAAAAJ
3Scopus profile: https://www.scopus.com/authid/detail.uri?authorId=15056706400
4Web of Knowledge profile: https://publons.com/researcher/2182460/amir-moradi/

http://www.researcherid.com/rid/R-6834-2016
https://orcid.org/0000-0002-4032-7433
https://iacr.org/cryptodb/data/stats.php?ches=on&tches=on&startyear=1981&endyear=2022
https://scholar.google.de/citations?user=CumYJ2IAAAAJ
https://www.scopus.com/authid/detail.uri?authorId=15056706400
https://publons.com/researcher/2182460/amir-moradi/
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Publications

Rank A & A* Publications (based on http://portal.core.edu.au/conf-ranks/)

52. Nicolai Müller, David Knichel, Pascal Sasdrich, Amir Moradi, “Transitional Leakage in Theory and
Practice Unveiling Security Flaws in Masked Circuits”, IACR Transactions on Cryptographic Hardware
and Embedded Systems (TCHES), 2022(2).

51. David Knichel, Amir Moradi, Nicolai Müller, Pascal Sasdrich, “Automated Generation of Masked Hard-
ware”, IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), 2022(1).

50. David Knichel, Pascal Sasdrich, Amir Moradi, “Generic Hardware Private Circuits – Towards Auto-
mated Generation of Composable Secure Gadgets”, IACR Transactions on Cryptographic Hardware and
Embedded Systems (TCHES), 2022(1).

49. Tim Beyne, Siemen Dhooghe, Amir Moradi, Aein Rezaei Shahmirzadi, “Cryptanalysis of Efficient Masked
Ciphers: Applications to Low Latency”, IACR Transactions on Cryptographic Hardware and Embedded
Systems (TCHES), 2022(1).

48. Gregor Leander, Thorben Moos, Amir Moradi, Shahram Rasoolzadeh, “The SPEEDY Family of Block
Ciphers - Engineering an Ultra Low-Latency Cipher from Gate Level for Secure Processor Architec-
tures”, IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), 2021(4).

47. Jan Richter-Brockmann, Aein Rezaei Shahmirzadi, Pascal Sasdrich, Amir Moradi, Tim Güneysu, “FIVER
– Robust Verification of Countermeasures against Fault Injections”, IACR Transactions on Cryptographic
Hardware and Embedded Systems (TCHES), 2021(4).

46. Sara Zarei, Aein Rezaei Shahmirzadi, Hadi Soleimany, Raziyeh Salarifard, Amir Moradi, “Low-Latency
Keccak at any Arbitrary Order”, IACR Transactions on Cryptographic Hardware and Embedded Systems
(TCHES), 2021(4).

45. Oleksiy Lisovets, David Knichel, Thorben Moos, Amir Moradi, “Let’s Take it Offline: Boosting Brute-
Force Attacks on iPhone’s User Authentication through SCA”, IACR Transactions on Cryptographic
Hardware and Embedded Systems (TCHES), 2021(3).

44. Aein Rezaei Shahmirzadi, Amir Moradi, “Second-Order SCA Security with almost no Fresh Random-
ness”, IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), 2021(3).

43. Thorben Moos, Amir Moradi, “Countermeasures against Static Power Attacks – Comparing Exhaustive
Logic Balancing and Other Protection Schemes in 28 nm CMOS”, IACR Transactions on Cryptographic
Hardware and Embedded Systems (TCHES), 2021(3).

42. Thorben Moos, Felix Wegener, Amir Moradi, “DL-LA: Deep Learning Leakage Assessment: A modern
roadmap for SCA evaluations”, IACR Transactions on Cryptographic Hardware and Embedded Systems
(TCHES), 2021(3).

41. Anita Aghaie, Amir Moradi, “Inconsistency of Simulation and Practice in Delay-based Strong PUFs”,
IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), 2021(3).

40. Aein Rezaei Shahmirzadi, Dušan Božilov, Amir Moradi, “New First-Order Secure AES Performance
Records”, IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), 2021(2).

39. Aein Rezaei Shahmirzadi, Amir Moradi, “Re-Consolidating First-Order Masking Schemes - Nullifying
Fresh Randomness”, IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES),
2021(1).

38. Arnold Abromeit, Florian Bache, Leon A. Becker, Marc Gourjon, Tim Güneysu, Sabrina Jorn, Amir Moradi,
Maximilian Orlt, Falk Schellenberg, “Automated Masking of Software Implementations on Industrial
Microcontrollers”, DATE 2021.

http://portal.core.edu.au/conf-ranks/
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37. Dennis Gnad, Vincent Meyers, Nguyen Minh Dang, Falk Schellenberg, Amir Moradi, Mehdi Tahoori,
“Stealthy Logic Misuse for Power Analysis Attacks in Multi-Tenant FPGAs”, DATE 2021.

36. Thilo Krachenfels, Fatemeh Ganji, Amir Moradi, Shahin Tajik, Jean-Pierre Seifert, “Real-World Snap-
shots vs. Theory: Questioning the t-Probing Security Model”, IEEE Symposium on Security & Privacy
(Oakland), 2021.

35. David Knichel, Pascal Sasdrich, Amir Moradi , “SILVER - Statistical Independence and Leakage Verifi-
cation”, ASIACRYPT 2020.

34. Maik Ender, Amir Moradi, Christof Paar, “The Unpatchable Silicon: A Full Break of the Bitstream En-
cryption of Xilinx 7-Series FPGAs”, USENIX Security Symposium 2020 (distinguished paper award)

33. Christof Beierle, Jeremy Jean, Stefan Kölbl, Gregor Leander, Amir Moradi, Thomas Peyrin, Yu Sasaki,
Pascal Sasdrich, Siang Meng Sim, “SKINNY-AEAD and SKINNY-Hash”, IACR Transactions on Sym-
metric Cryptology 2020(S1): 88-131 (2020)

32. Aein Rezaei Shahmirzadi, Shahram Rasoolzadeh, Amir Moradi, “Impeccable Circuits II”, DAC 2020.

31. Naghmeh Karimi, Thorben Moos, Amir Moradi, “Exploring the Effect of Device Aging on Static Power
Analysis Attacks”, IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES),
2019(3): 233-256 (2019)

30. Christof Beierle, Gregor Leander, Amir Moradi, Shahram Rasoolzadeh, “CRAFT: Lightweight Tweak-
able Block Cipher with Efficient Protection Against DFA Attacks”, IACR Transactions on Symmetric
Cryptology 2019(1): 5-45 (2019)

29. Thorben Moos, Amir Moradi, Tobias Schneider, François-Xavier Standaert, “Glitch-Resistant Masking
Revisited - or Why Proofs in the Robust Probing Model are Needed”, IACR Transactions on Crypto-
graphic Hardware and Embedded Systems (TCHES), 2019(2): 256-292 (2019) (best paper award)

28. Lauren De Meyer, Amir Moradi, Felix Wegener, “Spin Me Right Round - Rotational Symmetry for
FPGA-Specific AES”, IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES),
2018(3): 596-626 (2018)

27. Thomas De Cnudde, Maik Ender, Amir Moradi, “Hardware Masking, Revisited”, IACR Transactions on
Cryptographic Hardware and Embedded Systems (TCHES), 2018(2): 123-148 (2018)

26. Amir Moradi, Bastian Richeter, Tobias Schneider, François-Xavier Standaert, “Leakage Detection with
the χ2-Test”, IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), 2018(1):
209-237 (2018)

25. Falk Schellenberg, Dennis R.E. Gnad, Amir Moradi, Mehdi B. Tahoori, “An Inside Job: Remote Power
Analysis Attacks on FPGAs”, DATE 2018: 1111-1116 (nominated for best paper award)

24. Maik Ender, Samaneh Ghandali, Amir Moradi, Christof Paar, “The First Thorough Side-Channel Hard-
ware Trojan”, ASIACRYPT 2017: 755-780

23. Jeremy Jean, Amir Moradi, Thomas Peyrin, Pascal Sasdrich, “Bit-Sliding: A Generic Technique for
Bit-Serial Implementations of SPN-based Primitives”, CHES 2017: 687-707

22. Thorben Moos, Amir Moradi and Bastian Richter, “Static Power Side-Channel Analysis of a Threshold
Implementation Prototype Chip”, DATE 2017: 1324-1329 (nominated for best paper award)

21. Florian Bache, Tobias Schneider, Amir Moradi and Tim Güneysu: “Title: SPARX - A Side-Channel
Protected Processor for ARX-based Cryptography”, DATE 2017: 990-995

20. Amir Moradi, Tobias Schneider: “Side-Channel Analysis Protection and Low-Latency in Action – case
study of PRINCE and Midori”, ASIACRYPT 2016: 517-547

19. Erik Boss, Vincent Grosso, Tim Güneysu, Gregor Leander, Amir Moradi, Tobias Schneider: “Strong
8-bit Sboxes with Efficient Masking in Hardware”, CHES 2016: 171-193
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18. Christof Beierle, Jeremy Jean, Stefan Kölbl, Gregor Leander, Amir Moradi, Thomas Peyrin, Yu Sasaki,
Pascal Sasdrich, Siang Meng Sim: “The SKINNY Family of Block Ciphers and Its Low-Latency Variant
MANTIS”, CRYPTO 2016: 123-153

17. Tobias Schneider, Amir Moradi, Tim Güneysu: “ParTI – Towards Combined Hardware Countermeasures
Against Side-Channel and Fault-Injection Attacks”, CRYPTO 2016: 302-332

16. Pascal Sasdrich, Amir Moradi, Tim Güneysu : “White-Box Cryptography in the Gray Box - A Hardware
Implementation and its Side Channels”, FSE 2016: 185-203

15. Amir Moradi, Alexander Wild: “Assessment of Hiding the Higher-Order Leakages in Hardware - what
are the achievements versus overheads?”, CHES 2015: 453-474 (nominated for best paper award)

14. Tobias Schneider, Amir Moradi: “Leakage Assessment Methodology - a clear roadmap for side-channel
evaluations”, CHES 2015: 495-513

13. Santos Merino Del Pozo, Fran cois-Xavier Standaert, Dina Kamel, Amir Moradi: “Side-Channel Attacks
from Static Power: When Should we Care?”, DATE 2015: 145-150

12. Amir Moradi, Vincent Immler: “Early Propagation and Imbalanced Routing, How to Diminish in FP-
GAs”, CHES 2014: 598-615

11. Amir Moradi: “Side-Channel Leakage through Static Power - Should We Care about in Practice?”, CHES
2014: 562-579

10. Amir Moradi, Oliver Mischke: “On the Simplicity of Converting Leakages from Multivariate to Univari-
ate - Case Study of a Glitch-Resistant Masking Scheme”, CHES 2013: 1-20

9. Amir Moradi, Oliver Mischke: “How Far Should Theory Be from Practice? - Evaluation of a Counter-
measure”, CHES 2012: 92-106

8. Amir Moradi: “Statistical Tools Flavor Side-Channel Collision Attacks”, EUROCRYPT 2012: 428-445

7. Amir Moradi, Alessandro Barenghi, Timo Kasper, Christof Paar: “On the vulnerability of FPGA bit-
stream encryption against power analysis attacks: extracting keys from xilinx Virtex-II FPGAs”, ACM
CCS 2011: 111-124

6. Amir Moradi, Oliver Mischke, Christof Paar, Yang Li, Kazuo Ohta, Kazuo Sakiyama: “On the Power
of Fault Sensitivity Analysis and Collision Side-Channel Attacks in a Combined Setting”, CHES 2011:
292-311

5. Tim Güneysu, Amir Moradi: “Generic Side-Channel Countermeasures for Reconfigurable Devices”,
CHES 2011: 33-48

4. Amir Moradi, Axel Poschmann, San Ling, Christof Paar, Huaxiong Wang: Pushing the Limits: “A Very
Compact and a Threshold Implementation of AES”, EUROCRYPT 2011: 69-88

3. Amir Moradi, Oliver Mischke, Thomas Eisenbarth: “Correlation-Enhanced Power Analysis Collision
Attack”, CHES 2010: 125-139

2. Thomas Eisenbarth, Timo Kasper, Amir Moradi, Christof Paar, Mahmoud Salmasizadeh, Mohammad
T. Manzuri Shalmani: “On the Power of Power Analysis in the Real World: A Complete Break of the
KeeLoqCode Hopping Scheme”, CRYPTO 2008: 203-220

1. Amir Moradi, Mohammad T. Manzuri Shalmani, Mahmoud Salmasizadeh: “A Generalized Method of
Differential Fault Attack Against AES Cryptosystem”, CHES 2006: 91-100
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Peer-Reviewed Journal Publications

27. Anita Aghaie, Maik Ender, Amir Moradi, “PUFs Physical Learning: Accelerating the Enrollment via
Delay-based Model Extraction”, IEEE Transactions on Emerging Topics in Computing (2021).

26. Bijan Fadaeinia, Thorben Moos, Amir Moradi, “Balancing the Leakage Currents in Nanometer CMOS
Logic – A Challenging Goal”, Applied Sciences, Special Issue on Side Channel Attacks in Embedded
Systems (2021).

25. Bijan Fadaeinia, Md Toufiq Hasan Anik, Naghmeh Karimi, Amir Moradi, “Masked SABL: a Long Last-
ing Side-Channel Protection Design Methodology”, IEEE Access (2021).

24. Falk Schellenberg, Dennis R.E. Gnad, Amir Moradi, Mehdi B. Tahoori, “An Inside Job: Remote Power
Analysis Attacks on FPGAs”, IEEE Design and Test (2021).

23. Anita Aghaie, Amir Moradi, “TI-PUF: Toward Side-Channel Resistant Physical Unclonable Functions”,
IEEE Transactions on Information Forensics and Security (2020).

22. Bastian Richter, Amir Moradi, “Template Attacks on Nano-Scale CMOS Devices”, Journal of Crypto-
graphic Engineering (2020).

21. Dennis R.E. Gnad, Falk Schellenberg, Jonas Krautter, Amir Moradi, Mehdi B. Tahoori, “Remote Electrical-
level Security Threats to Multi-Tenant FPGAs”, IEEE Design & Test (2020).

20. Bijan Fadaeinia, Amir Moradi, “3-Phase Adiabatic Logic and its Sound SCA Evaluation”, IEEE Trans-
actions on Emerging Topics in Computing (2020).

19. Samaneh Ghandali, Thorben Moos, Amir Moradi, Christof Paar, “Side-Channel Hardware Trojan for
Provably-Secure SCA-Protected Implementations”, IEEE Transactions on Very Large Scale Integration
(VLSI) Systems (2020).

18. Felix Wegener, Lauren De Meyer, Amir Moradi, “Spin Me Right Round Rotational Symmetry for FPGA-
specific AES - Extended Version”, Journal of Cryptology (2020).

17. Thorben Moos, Amir Moradi, Bastian Richter, “Static Power Side-Channel Analysis - An Investigation
of Measurement Factors”, IEEE Transactions on Very Large Scale Integration (VLSI) Systems (2019).

16. Anita Aghaie, Amir Moradi, Shahram Rasoolzadeh, Aein Rezaei Shahmirzadi, Falk Schellenberg, Tobias
Schneider, “Impeccable Circuits”, IEEE Transactions on Computers (2019)

15. Alexander Wild, Amir Moradi, Tim Güneysu: “GliFreD: Glitch-Free Duplication –Towards Power-
Equalized Circuits on FPGAs”, IEEE Transactions on Computers, 67(3): 375-387 (2018)

14. Pawel Swierczynski, Georg Becker, Amir Moradi, Christof Paar: “Bitstream Fault Injections (BiFI) –
Automated Fault Attacks against SRAM-based FPGAs”, IEEE Transactions on Computers, 67(3): 348-
360 (2018)

13. Erik Boss, Vincent Grosso, Tim Güneysu, Gregor Leander, Amir Moradi, Tobias Schneider, “Strong 8-
bit Sboxes with efficient masking in hardware extended version”, Journal of Cryptographic Engineering,
7(2): 149-165 (2017)

12. Pawel Swierczynski, Marc Fyrbiak, Philipp Koppe, Amir Moradi, Christof Paar: “Interdiction in practice
– Hardware Trojan against a high-security USB flash drive”, Journal of Cryptographic Engineering, 7(3):
199-211 (2017)

11. Tobias Schneider, Amir Moradi: “Leakage Assessment Methodology”, Journal of Cryptographic Engi-
neering, 6(2): 85-99 (2016)

10. Andreas Gornik, Amir Moradi, Jürgen Oehm, Christof Paar: “A Hardware-based Countermeasure to Re-
duce Side-Channel Leakage – Design, Implementation, and Evaluation”, IEEE Transactions on Computer-
Aided Design of Integrated Circuits and Systems, 34(8): 1308-1319 (2015)
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9. Pawel Swierczynski, Amir Moradi, David Oswald, Christof Paar: “Physical Security Evaluation of the
Bitstream Encryption Mechanism of Altera Stratix II and Stratix III FPGAs”, ACM Transactions on
Reconfigurable Technology and Systems, 7(4): 34:1-34:23 (2015)

8. Amir Moradi, Oliver Mischke, Christof Paar: “One Attack to Rule Them All: Collision Timing Attack
versus 42 AES ASIC Cores”, IEEE Transactions on Computers, 62(9): 1786-1798 (2013)

7. Hoda Jannati, Mahmoud Salmasizadeh, Javad Mohajeri, Amir Moradi: “Introducing proxy zero-knowledge
proof and utilization in anonymous credential systems”, Journal of Security and Communication Net-
works 6(2): 161-172 (2013)

6. Markus Kasper, Amir Moradi, Georg T. Becker, Oliver Mischke, Tim Güneysu, Christof Paar and Wayne
Burleson: “Side channels as building blocks”, Journal of Cryptographic Engineering 2(3): 143-159
(2012)
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