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%86 NO1 %% Basic Role : MobileUser (MU) %8 NO.1 %%
role user (MU,GW,NS:agent ,SKus:symmetric_key ,H,Gen,Rep:hash func ,SND,RCV:channel(dy))
played by MU

def=

local
State : nat ,
IDi ,PWi, BIOi , Ai,Ri, PBi, CIDi,CPWi, Xi, Yi,Zi,Li,Ni,Tl,Di, Uli ,MACi, GIDj , CIDj , Hi ,MAC2j,MACsu, Hnjns , Gi,SK,

SKis , CIDinew , Ulinew , Xinew , Yinew , Zinew : text

const
secl ,sec2 ,sec3 ,mu gw ni,mu ns ui,gw mu nj,ns mu maci:protocol id

init

State :=0
transition

% MU’ s REGISTRATION PHASE:

1. State=0
/\RCV(start)=|>State ":=1
/\IDi’:=new() /\PWi’:=new() /\BIOi’:=new() /\Ri’:=Gen(BIOi’) /\PBi’:=Gen(BIOi’) /\Ai’:=new()
/\CIDi’:=H(IDi ’.Ai’)
/\NCPWi’:=H(IDi’.PWi’.Ai’) /\SND({CIDi’.CPWi’.Ai’} SKus)
2. State=1

/ARCV({Xi’.Yi’.Zi’} _SKus)=|>State >:=2/\Ri’:=Rep(BIOi.PBi) /\Li’:=xor (H(Ri’.PWi) ,Ai)/\secret ({

IDi ,PWi},secl , {MU})
% MU’ s LOGIN & MUTUAL AUTHENTICATION & KEY AGREEMENT PHASE :

/\Ni’:=new () /\T1’:=new() /\CIDi’:=h(IDi.Ai) /\CPWi’:=H(IDi.PWi.Ai) /\Uli :=xor(Xi’ ,H(CPWi
)

/\Di’:=xor(H(UILi *.T1”) ,Ni’) /\MACi’:=H(Zi.Ni’.Di’.GIDj.T1’) /\SND(CIDi’.MACi’.Di’.T1")/\
witness (MU,GW, mu_gw ni,Ni’)

/\ witness (MU,NS, mu_ns_ui, Uli )

3. State=2
/\RCV(Hi’.MAC2j’)=|>State :=3 /\MACsu’:=H(Zi.UIi.T1.CIDj.Ni)/\Gi’:=H(GIDj.Ni) /\Hnjns *:=xor (Hi
*,Gi’%)
/\SK’:=H(Ni.Hnjns ’) /\ secret ({SK’} ,sec2 , {MU,GW,NS}) /\ CIDinew ’:=H(CIDi.Hnjns ’. Zi) /\ Ulinew ’:=H(
CIDinew * . Ni. Uli)
/\ Xinew ’:=xor (Ulinew * ,H(CPWi) ) /\ Yinew ’:=H(Ulinew ’. Xinew ’) /\ Zinew *:=H(Ulinew ’. Uli) /\ SKis *:=H( Zi
.IDi.Ulinew . T1)
\/ request(NS,MU,ns_mu_maci ,MACsu’) /\ request (GW,MU, gw_mu_nj,Hnjns *) /\ secret ({SKis
},sec3 ,{MU,NS})
end role

%966 NO.2 %/ Basic Role : GateWay(GW) %8 NO.2 %%

role gateway (MU,GW,NS:agent ,SKgs:symmetric_key ,H: hash func ,SND,RCV:channel (dy))
played by GW

def=
local
State :nat,
GIDj,Bj, CIDj, GIj , CIDi ,MACi, Di, T1,Nj, Dj ,MACj,MACsg,MACsu, Ei , Fi ,Np,Ni,SK, Gi, Hi ,MAC2j: text
const

sec4 ,sec5 ,mu_gw ni,gw mu nj,gw ns nj,ns gw nj,ns gw macj:protocol id
init

State:=0
transition

% GW’s REGISTRATION PHASE :

(A L ,,gidw;/;u,uduﬁ,
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1.State=0

/\RCV(start)=|>State >:=1/\GIDj ’:=new() /\Bj’ :=new()/\SND({GIDj’.Bj’} SKgs)
2. State=1
/\RCV({CIDj . GIj ’} _SKgs)=|>State ":=2
% GW’s AUTHENTICATION & KEY AGREEMENT PHASE :

3.State=2

/\RCV(CIDi’.MACi’.Di’.T1’)=|>State *:=3/\Nj’:=new () /\Dj’:=xor (H(T1’. GIj) ,Nj’) /\MACj’:=H(GIDj .
MACi’. GIj.Nj’.T1")

/\SND(CIDi’.MACi’.Di’.T1’.CIDj.Dj’) /\ witness (GW,NS, gw_ns_nj ,Nj’)

4.State=3
/\RCV(MACsg’ .MACsu’. Ei’.Fi’)=|>State >:=4/\Np’:=xor(Ei ,H(GIj.Tl)) /\Ni’:=xor(Fi’ ,H(GIj.Tl.GIDj.
Nj))
/\NSK”:=H(Ni’.H(Nj.Np’))/\secret({SK’},sec5,{MUGW,NS})/\Gi’:=H(GIDj.Nj) /\Hi’:=xor(Gi’ ,H(Nj.Np
)

/\MAC2j’:=H(MACsu’.SK’.Gi’) /\SND(Hi *.MAC2;’) /\ witness (GW,MU, gw_mu_nj , Hi ")
/\request (MU,GW, mu_gw ni,Ni’) /\request (NS,GW,ns_gw nj ,MACsg’)

end role

%8 NO.3 %% Basic Role : NetworkServer(NS) % NO.3 %%
role networkserver (MUGW,NS: agent ,SKus, SKgs:symmetric _key ,H: hash func ,SND,RCV:channel(dy))
played_by NS
def=
local
State :nat,
IDi, CIDi,CPWi, Ai, Uli , Xi, Yi, Zi,GIDj, Bj , Rj , CIDj , GIj ,MACi, Di, Tl,Dj,MAC;j,SK, SKis , SKns,Nj,Ni,Np, Ei , Fi ,MACsg,
MACsu, CIDinew , Ulinew : text
const
sec6 ,mu_ns ui,gw_ns nj,ns_gw _nj,ns_gw_macj,ns_mu_maci: protocol id
init
State:=0
transition
% NS REGISTRATION PHASE for MU :
1.State=0
/\RCV({CIDi *.CPWi’.Ai’}_ SKus)=|>State :=1 /\SKns’:=new() /\UIi ’:=H(CIDi’.Ai’.SKns")
/\Xi’:=xor(UIi’ ,H(CPWi’)) /\Yi’:=H(UIi’.Xi’) /\Zi’:=H(UIi’.SKns’) /\SND({Xi’.Yi’.Zi’}_SKus)

1.State=0
/\RCV({GIDj’.Bj’}_SKgs)=|>State ":=1
/\Rj’:=new() /\CIDj’:=H(GIDj.Bj) /\GIj :=H(CIDj’ ’.H(SKns.Rj’) /\SND({CIDj’.GIj’} SKgs)/\secret
({SKns},sec6,{NS})
% NS’s LOGIN & MUTUAL AUTHENTICATION & KEY AGREEMENT PHASE :
2. State=1
/\RCV(CIDi.MACi’.Di’.T1’.CIDj.Dj’.MACj’)=|>State ’:=2
/NZi’:=h(UIi.SKns) /\Ni’:=xor(Di’ ,H(UILi.T1*)) /\MACi’:=H(Zi’.Ni’.Di’.GIDj.Tl)/\GIj’:=H(CIDj.H(
SKns.Rj))/\Nj’:=xor(Dj’ ,H(T1’.GIj "))
/\MAGCj’:=H(GIDj .MACi’. GIj.Nj*.T1’) /\Np’:=new() /\Ei :=xor(H(GIj *.T1’) ,Np’) /\Fi’ ’:=xor(H(GIj .Tl
>.GIDj.Nj’) ,Ni’)
/\MACsg’:=H(Ei’.GIj >.T1’.CIDi.Np’) /\MACsu’:=H(Zi . UIi.T1’.CIDi.Ni’) /\SK’:=H(Ni’.H(Nj’.Np’))
/\CIDinew *:=H(CIDi.H(Nj*.Np’) .Zi")
/\ Ulinew *:=H(CIDinew ’.Ni’. Uli) /\ SKis *:=H(Zi ’. CIDinew ’. Ulinew *.T1’) /\SND(MACsg’.MACsu’.Ei ’.Fi
)
/\witness (NS,GW,ns_gw_nj ,MACsu’) /\request (GW,NS, gw_ns_nj ,Nj’) /\ witness (NS,MU,
ns_mu_maci, Ulinew ”)
/Nrequest (MUNS, mu_ns_ui, Uli)

end role

(b s g5 5 oA _f
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9%/ %% Session Role %% Y8/
role session (MUGW,NS:agent ,SKus,SKgs:symmetric_key ,H,Gen,Rep:hash func)
def=

local

S1,S2,S3,R1,R2,R3:channel(dy)
composition
user (MU,GW,NS, SKus ,H, Gen, Rep, S1,R1)
/\ gateway (MU,GW,NS, SKgs ,H, S2,R2)
/\networkserver (MU,GW,NS, SKus , SKgs ,H, S3,R3)

end role

role environment ()
def=
const
mu,gw,ns:agent,
skus , skgs:symmetric_key ,
h,gen,rep:hash_func,
idi ,pwi, bioi ,ai,ri,rj,pbi,cidi,cpwi,xi,yi,zi,li,ni,tl,di,uii,maci,gidj,hi,mac2j,hnjns,gi,sk,
skis , skns:text ,
cidinew , uiinew , xinew , yinew , zinew , bj , cidj , gij ,nj , dj ,macj , macsg, macsu,ei, fi ,np:text,
secl ,sec2 ,sec3 ,sec4 ,sec5,sec6 ,mu_gw_ni,mu_ns_ui,gw_mu_nj,ns_mu_maci,gw_ns_nj,ns_gw_macj:
protocol_id
intruder _knowledge={mu,gw,ns ,h,gen,rep}
composition
session (mu,gw,ns, skus ,skgs ,h,gen,rep)
/\ session(i,gw,ns,skus,skgs,h,gen,rep)
/\ session(mu,i,ns,skus,skgs,h,gen,rep)
/\ session (mu,gw,i,skus,skgs,h,gen,rep)

end role

9%/ 9%/86 Goal Section %% Y8/
goal

secrecy_of secl

secrecy of sec2

secrecy_of sec3

secrecy of sec4

secrecy of sec5

secrecy_of sec6
authentication on mu gw_ni
authentication_on gw_mu_nj
authentication on mu_ns_ ui
authentication_on ns_mu_maci
authentication_on gw_ns_nj
authentication _on ns_gw_nj
authentication_on ns_gw_macj
end goal

environment ()

(Al L ;de_“/;u,ud“.ﬁ[ﬁ,
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