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Algorithm 5 The authenticated encryption mode SroxceWsar|f, pad, 7, p].
Require: p < po.(pad,r)—1
Require: D = puriex[f, pad, r]
This algorithm treats A, B or C instances equal to the empty string asa single (empty) black

Interface: W.initialize(K) with K € Z3

D.initialize( )

fori =0to |K|, —2do
D.duplexing(Kil[1,0)

end for

D.duplexing(Kjx, —1]10,0)

Interface: (C, T) = W.wrap(A, B, /) with A, BZ3, integer £ > 0,C € Z¥ and T € Z¢
fori=0to|A|,—2do
D.duplexing(A,|0,0)

end for
Z = D.duplexing(Ayay, 1|1, |Bo])
C=BaZ

fori=0to |Bl,—2do
Z = D.duplexing(B||1,|B;.4])
C=Cl|(Bi®2)

end for

Z = D.duplexing(Bjz, 110, p)

while |Z| < £ do
Z = Z||D.duplexing(0,p)

end while

T=12),

return (C,T)

Interface: B = Wunwrap(A,C.T)withA,C€Z3, TeZ] B e lecl U {error}
fori=0to|A|,—2do
D.duplexing(Ai||0,0)
end for
Z = D.duplexing(Ayay 1|11, Col)
Bh=GeZ
fori=0t|C|, —2do
Z = D.duplexing(B,||1,1C..a])
B =GCneZ
end for
Z = D.duplexing(Bicy, 1|0, p)
while |Z| < ¢ do
Z = Z||D.duplexing(0,p)
end while
i T=|Z| then
return Byl|B]|... By
else
return Error
end if
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Algorithm 6 Pseudo random bit sequence generator mode SroncePRGf, pad, r, o]
Require: p < ppay(pad,r)
Require: D = purLex|f, pad, |

Interface: P.initialize()
D.initialize()

Bin = empty string
Bout = empty string

Interface: P.feed(c) with e € Z7

M= By||e

fori=0to M|, -2do
D.duplexing(M;,0)

end for

Bin = My, 1

Bout = empty string

Interface: Z = P.fetch(f) with integer £ > 0and Z € Z}
while [Boy| < £ do
Bou = Bow||D.duplexing(Bi,, p)
Byp = empty string
end while
Z = |Bout)¢
Bout = last (|Bow| = £) bits of By
return Z

Interface: P.forget()
Z = D.duplexing(Bi, p)
Bin = empty string
fori=1to|c/p] do

Z = D.duplexing(Z,p)
end for
Boyt = empty string

Error! | SpongePRG 0 o Siow w5951 1 (1= JSCo)
[Bookmark not defined.
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