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Authentication Phase
User (0) Application Server (AS)
#  Selects a random . o . Tl
muber | re 7 (Es.RTY Verifies Ty by condition | Tz — Ty/< AT,

o IFT, is valid, then computes Q' = SpR .
and T, a a Kija = SasPRy and -

timestamp l
«  Computes R=r.B Dmeu)T— {c.Uy. Indy, T}
and Q= rPK,g. ¢ Checks 77 L7, then calculates x = h (Uy, Indy).
e Calculates c — v+ e Checks c.B xPKyy +R+PKy + Indy
r+ SyandEy = holds or not
Ex, (<, Uy, Indy, T.) o Ifyes. generates a random number y € Zg and T,

as a timestamp.

«  ComputesY=y.B, Z=yR=yr.Band
Auth =h(Uy RQ"Y.Ts)

«  Calculates SK = h (Auth, Uy, Z).

Auth.Y, Ty}

s  Verfies T, by
condition

r, — Tyl< AT
e IfT, is valid. then
computes Auth’ =
h(UpR.QY.T;)
Checks

Auth'? Auth
holds or not. If yes,
compute SK=
h( Auth’, Uy, rY).
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DETAILS TYPED_MODEL
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PROTOCOL
PROTOCOL /home/span/span/testsuite/results/proposed. if

/home/span/span/testsuite/results/proposed.if

OAL .
o[ As_specified

GoAL
As_specified
BACKEND
BACKEND CL-AtSe
OFMC
STATISTICS
COMMENTS
STATISTICS Analysed: 0 states

parseTime: 0.00s Reachable: 0 states
Translation:0.03 seconds

searchTime:1
computation: 0.00 seconds

L14s
visitedNodes:880 nodes
depth:9 plies
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; Registration Phase { W
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Tser (U) Network Manager (NM)

« Chooses IDy. {IDy. B, PKy}
1 o Checks the validity of {IDy.B},
e Chooses a random number k € Zj .
e Computes o Computes Indy = k.B. Uy = kPKy
Uy :I(Su- h\d:{; a)nd and x = h (Uy, Indy).
¥ =h(Uy,Indy o Caleulates v = xSyy +k
o Checksv.B = xPKyy + {Indy, v} b

Indy holds or not.
o If yes. keeps {Indy,v}
safely,
e Computes
Kya = SyPKas -
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File Verify Help

Pratocol description | Settings

Verification parameters

Maximum number of runs 5 .
(0 disables bound) -
Mt e

Adversary compromise model

Long-term Key Reveal Others (DY)
Long-term Key Reveal Actor (KCI)
() None (DY)
Long-term Key Reveal after daim =) 2ftercorrect (WPFS)
@ after (PFS)
Session-Key Reveal
Random Reveal [}
State Reveal
Automatically infer local state

Advanced parameters

Maximum number of patterns 10 -
per daim -

Search pruning

Additional backend parameters

%

[V] ol Slpl e s oS Jue OL....“..:.”“: B 45 pedes e olekes 4 Jg.‘v

Claim Status Comments
proposed u Proposed, U2 Secret r OK No attacks within bounds.
Proposed, U3 Secret idu OK No attacks within bounds.
Proposed, U4 Secret B 0K No attacks within bounds.
Proposed, US Secrett 0K No attacks within bounds.
Proposed, U6 Secret y OK No attacks within bounds.
Proposed, U7 Alive 0K No attacks within bounds.
Proposed, U8 Weakagree oK No attacks within bounds.
Proposed, U3 Niagree oK No attacks within bounds.
Proposed, U10 Nisynch 0K No attacks within bounds.
NM Proposed, NM1 Secret t oK No attacks within bounds.
Proposed, NM2 Secret idu oK No attacks within bounds.
Proposed, NM3 Secret B OK No attacks within bounds.
Proposed, NM4 Alive oK No attacks within bounds.
Proposed, NM5 Weakagree 0K No attacks within bounds.
Proposed, NM& Niagree oK No attacks within bounds.
Proposed, NM7 Nisynch OK No attacks within bounds.
AS Proposed, AS1 Secret B oK No attacks within bounds.
Proposed, AS2 Secret idu OK No attacks within bounds.
Proposed, AS3 Secret y OK No attacks within bounds.
Proposed, AS4 Secrett 0K No attacks within bounds.
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File Verify Help
Protocol description Settings

Vverification parameters
Maximum number of runs

(0 disables bound)
Matching type typed matching ot

ik

Advanced parameters

Search pruning Find best attack ~—

Maximum number of patterns | 19 =
per daim = i

Additional backend parameters I

Graph output parameters
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Extended pi-calculus Security
model X _~~ Properties

? (queries)

Horn clauses + derivability queries

V-

(’7 Resolution >
B e Property cannot

= “~__be proved

G
tructio
not terminate 7

Analysis does
Y

Attack cannot be  potential attack
reconstructed

Property is lrw‘.
(and proved)
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Claim Status Comments
proposed u Proposed, Ul Secretr oK No attacks within bounds.
Proposed, U2 Secret idu oK No attacks within bounds.
Proposed, U3 SecretB oK No attacks within bounds.
Proposed, U4 Secrett oK No attacks within bounds.
Proposed, U5 Secret y oK No attacks within bounds.
Proposed, U6 Alive oK No attacks within bounds.
Proposed, U7 Weakagree oK No attacks within bounds.
Proposed, U8 Niagree oK No attacks within bounds.
Proposed, U3 Nisynch oK No attacks within bounds.
NM  Proposed, NM2 Secret t oK No attacks within bounds.
Proposed, NM3 Secret idu oK No attacks within bounds.
Proposed, NM4 SecretB oK No attacks within bounds.
Proposed, NM3 Alive oK No attacks within bounds.
Proposed, NM6 Weakagree oK No attacks within bounds.
Proposed, NM7 Niagree oK No attacks within bounds.
Proposed, NM8 Nisynch oK No attacks within bounds.
AS Proposed, AS1 SecretB oK No attacks within bounds.
Proposed, AS2 Secret idu oK No attacks within bounds.
Proposed, AS3 Secret y oK No attacks within bounds.
Proposed, AS3 Secret t oK No attacks within bounds.
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Claim Status Comments

proposed U Proposed, UL Secretr 0OK No attacks within bounds.
Proposed, U2 Secretidu oK No attacks within bounds.
Proposed, U3 Secret B oK No attacks within bounds.
Proposed, U4 Secret t 0oK No attacks within bounds
Proposed, US Secrety oK No attacks within bounds.
Proposed, U6 Alive 0OK No attacks within bounds.
Proposed, U7 Weakagree oK No attacks within bounds.
Proposed, U8 Niagree oK No attacks within bounds.
Proposed, U3 Nisynch oK No attacks within bounds.
NM Proposed, NM1 Secrett oK No attacks within bounds.
Proposed, NM2 Secret idu oK No attacks within bounds.
Proposed, NM3 Secret B oK No attacks within bounds
Proposed, NM4 Alive 0K No attacks within bounds.
Proposed, NM5 Weakagree oK No attacks within bounds.
Proposed, NM6& Niagree oK No attacks within bounds.
Proposed, NM7 Nisynch oK No attacks within bounds.
AS Proposed, AS2 Secret B oK No attacks within bounds.
Proposed, AS3 Secret idu oK No attacks within bounds.
Proposed, AS4 Secrety 0oK No attacks within bounds
Proposed, AS5 Secrett oK No attacks within bounds.
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Running Taussrs 0.8.4.0 Index
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Starting query d0dzsvens(end SGRUL])) = Aissusns(start SGRNLD))
RESULT jnizeyent(end S(IONL])) ==> inizevenk(start_S(ION[])) is true
Verification summan y

Query net attacker(sk[]) is true

Query inizeysnt(end U(IRUID)) ==> dndzevenk(start V(IULD)) i true
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}

}

protocol @oracleM (X){

role X {

var Y:Agent;

const P;

var r;

fresh y;
recv_!X1(X,X,ECC(r,ECC(y,B)));
send_!X2(X,X,ECC(y,ECC(r,B)));
}

}

protocol proposed (U,NM, AS){
role U {

secret B;

secret idu;

fresh r;

fresh T1: Timestamp;

fresh T4: Timestamp;

var y;

var t;

var T3: Timestamp;

var T2: Timestamp;

send_1 (U, NM, {M,PK(U)}k(U,NM));
recv_2 (NM, U, {IndU,v}k(U,NM));
send_3 (U, AS, EU,R,T1);
recv_4 (AS, U, Auth,Y,T3);
claim(U, Alive);

claim(U, Weakagree) ;

claim(U, Niagree);

claim(U, Secret, sk(U));
claim(U, Secret, r);

};

role NM{

secret B;

secret idu;

fresh t;

recv_1(U, NM, {M,PK(U)}k(U,NM));
send_2(NM, U, {IndU,v}k(U,NM));
claim(NM, Alive);

claim(NM, Weakagree);
claim(NM, Niagree);

claim(NM, Secret, sk(NM));

};

role AS{

var r;

fresh y;

fresh T2: Timestamp;

fresh T3: Timestamp;

var t;

var T1l: Timestamp;

var T4: Timestamp;

(b s g5 5 oA _f
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[ P Compromised Actor
AF o AFter model
AFC oo AFter Correct model
CK ot Canetti Krawczyk model
BR .ttt Bellare Rogaway model
E€CK . ot Ephemeral Canetti Krawczyk model
SeCK.oovvvvviiet Strengthened Ephemeral Canetti Krawczyk model
SPAN .« ottt Security Protocol ANimator
VO et Van Oorschot Logic
SVO oo Syverson Van Oorschot Logic
0 S Internet of Things
S Perfect Forward Secrecy
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hashfunction h;

hashfunction ECC;

const ADD: Function;

secret B;

secret idu;

secret t;

secret y;

secret r;

usertype Timestamp;

macro IndU=ECC(t,B);

macro UU= {t}pk(U);

macro x=h(UU, IndU);

macro v=ADD({x}sk(NM),t);

macro R=ECC(r,B);

macro Qprim={R}sk(AS);

macro c=ADD(v,r, sk(U));

macro EU={C,UU, IndU,T1}pk(AS);
macro Y=ECC(y,B);

macro Auth=h(UU,R, Qprim,Y,T3);
macro M=ECC(idu,B);

protocol @oracle (X){

role X {

var Y:Agent;

const P;

recv_!X1(X, X, ECC(X,ECC(Y,P)));
send_!X2(X, X, ECC(Y,ECC(X,P)));
}

}

protocol @mad (X){

role X {

var Y:Agent;

const P;
recv_!X1(X,X,ECC(sk(Y),pk(X)));
send_!'X2(X,X,ECC(sk(X),pk(Y)));
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def=

local State:nat,

SN, UU, K, X, B, PKU:text, ID, IndU, V:text,

const auth_1, auth_2, auth_3, subsl,subs2,subs3,subs4,
< subsb,subs6:protocol_id

init State:=0

transition

1. State=0 ~ RCV({ID}_SKus. {PKU}_SKus) =|>

State ':=1 " SN': new() ~ K':=new() ~ IndU':=ECC(K'. B)

- ':=MUL(K'. PKU) ~ X':=H(UU'. IndU)

~ V':=Add(MUL(X'. SN). K')

~ SND ({IndU}_SKus, {V'}_SKus)

~ secret ({SN'}, subs6, {S})

~ witness(S, U, auth_3, UU)

end role

role bob (A, S, U: agent, SKus:symmetric_key, H,ECC,MUL
<+ ,Add:hash_func, SND,RCV:channel(dy))

played_by A

def=

local State:nat,

SA, SU, PKas, B, Q, X, PKU, KKua, T1,T3, Z, Y, UU, C:text
<~ , YY, Auth, EU,

RR, IndU: text,

const auth_1, auth_2, auth_3,

subsl, subs2, subs3, subs4, subs5, subs6: protocol_id

init State:=0

transition
1. State=0 ~ RCV(EU', RR, T1') =|>
State ':=1 " SA':=new()

~ PKas':=ECC(SA'. B)

~ secret ({SA'}, subs5, {U, A, S})

" QQ':=MUL(SA. RR') ~ KKua':=MUL(SA. PKU') ~ X':=H(UU'.
— IndU) ~ Y':=new()

~ T3':=new() ~ YY':=ECC(Y'. B) ~ Z':=MUL(Y' . RR')

~ Auth':=H(UU. RR'. QQ. YY'. T3') ~ SK':=MUL(Auth'. UU.
— Z')

~ SND (Auth'. YY'. T3')

~ secret ({SK}, subs4, {A,U})

~ request (U, A, auth_1, C)

~ witness(S, U, auth_2, Auth')

end role

role session (U, S, A: agent, SKus:symmetric_key, MUL,
< ECC,Add:hash_func)

def=local

SND1, RCV1, SND2, RCV2, SND3, RCV3:

channel (dy)

~ composition

alice(U, S, A, SKus, H, ECC,Add,MULSND1, RCV1)

“server (U, S, A, SKus, H, ECC,Add, MUL,SND2, RCV2)

“bob(U, S, A, SKus, H,ECC, Add,MUL, SND3, RCV3)

end role

role environment ()

secret B;

secret idu;

recv_3 (U, AS, EU,R,T1);
recv_4 (AS, U, Auth,Y,T3);
claim(AS, Alive);
claim(AS, Weakagree);
claim(AS, Niagree);
claim(AS, Secret, sk(AS));
};

};

33&...»3.3
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role alice(U, S, A:agent, SKus:symmetric_key, MUL,H,Add
— ,ECC:hash_func,SND,RCV:channel(dy))

played_by U

def=local State:nat,

Su, B, PKU, IDU, UU, X, PKas, T1, T3, R,Q, Kua, C, AuthU,
<s SK:text, ID, IndU,V, RR, EU, Auth, YY:text,

const auth_1, auth_2, auth_3, subsl, subs2, subs3,
<~ subs4, subsb5, subs6:

protocl_id

init State:=0

transition

1. State=0 ~ RCV(start) =|>

State ':=1 " IDU':=new() ~ PKU':=ECC(SU'.B) ~ ID':=ECC
— (IDU'.B)

~ secret ({SU,IDU}, subsi, {U})

~ SND ({ID'}_SKus. {PKU'}_SKus)

2. State=1 "RCV({IndU'}_SKus .{V'}_SKus)=|>

State ':=2 ~ UU':= MUL(SU. IndU) ~ X':=H(UU'. IndU) ~
< Kua':=MUL(SU. PKas) ~ R':=new() ~ T1':=new() ~
< RR':=ECC(R'. B) ~ Q':=MUL(R'. PKas)

~C':=Add(V. R'. SU) " EU':={C'. UU'. IndU. T1'}_ Kua'

~ SND (EU'. RR'. T1)

~ secret ({R', C', UU'}, subs2, {U,A})

~ witness(U, A, auth_1, C)

~ request(S, U, auth_3, UU)

3. State=2 ~ RCV(Auth', YY', T3') =|>

State ':=3

~ AuthU':= H(UU. RR. Q. YY'. T3')

= SK':=H(AuthU'. UU. R,YY')

~ secret ({SK'}, subs3, {U,A})

~ request(A, U, auth_2, Auth')

end role

role server (S, U, A:agent, SKus:symmetric_key,H,MUL,
— ECC,Add:hash_func,

SND,RCV:channel (dy))

played_by S
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fun hl(bitstring): bitstring.

fun CONCAT (bitstring, bitstring): bitstring.

fun ADD(bitstring, bitstring): bitstring.

fun ECMul (bitstring , bitstring): bitstring.

fun MULT(bitstring, bitstring): bitstring.

fun EKUA(bitstring): bitstring.

(kkokokokokokokkkJser Processkokkokskkskoksksk)

let pU= event start_U (IDU);

let ID= ECMul (IDU, B) in

out (ChSec, (ID, PK_U));

in (ChSec, (IndU: bitstring, v: bitstring));

let UU=MULT (S_U, IndU) in

let x=h1(CONCAT (UU, IndU)) in

let vB =ECMul(v, B) in

let ’vB =ADD)MULT(x, PK_NM), IndU) in

if (vB=’vB) then

let K_UA=MULT(S_U, PK_AS) in

new r: bitstring;

new T1l: bitstring;

let R= ECMul (r, B) in

let Q=MULT(r, PK_AS) in

let c= ADD (ADD (v, r), S_U) in

let EU= EKUA(CONCAT (UU, (IndU, T1, c))) in

out (ChPub, (EU, R, T1));

in (ChPub, (Auth: bitstring, Y: bitstring, T3: bitstring
)

let xAuth=h1( CONCAT (UU , (R, Q, Y, T3))) in

if (Auth=xAuth) then

let xSK=h1(CONCAT(Auth, (UU, MULT(r, Y))) in

event end_U (IDU)

else 0.

let pNM=

event start_NM (IDN);

in (ChSec, (xID: bitstring, xPK_U: bitstring));

new k:bitstring;

let IndU=ECMul(k, B) in

let UU=MULT(k, PK_U) in

let x=h1(CONCAT(UU, IndU)) in

let v=ADD (MULT (x, S_NM), k) in

out (ChSec, (IndU, v)),

event end_NM (IDN)

let pS=

event start_S (IDS)

in (ChPub, (xEU:bitstring, R: bitstring, T1l: bitstring)
— )3

let ’Q= MULT (S_AS, R) in

let ’KUA=MULT(S_AS, PK_U) in

let x=h1(CONCAT (XUU, xIndU)) in

let xcB=ECMul (xc, B)

let cB=ADD ((ADD((ADD(MULT(x, PK_NM), R)), PK_U)),
< XIndU) in

if (xcB=cB) then

(Al _pL ;456&_“/;!(5,%&6‘)‘;},

def=const u,s,a:agent,

skus: symmetric_key,

ecc,mul ,h,add: hash_func,
v,eu,rr,auth,yy,indu,id:text,

auth_1, auth_2, auth_3, subsl, subs2,
subs3, subs4, subsb, subs6: protocl_id
intrusder_knowledge={u, s, a,mul, h, f, ecc,add, id,
indu, v, eu, rr, auth, yy}

composition

session(u, s, a, skus, h, mul,ecc,add)
“session(i, s, a, skus, h, mul,eccadd)
“session(u, i, a, skus, h, mul,ecc,add)
“session(u, s, i, skus, h, mul,ecc,add)
end role

goal

secrecy_of subsl

secrecy_of subs2

secrecy_of subs3

secrecy_of subs4

secrecy_of subsb

secrecy_of subs6

authentication_on auth_1
authentication_on auth_2
authentication_on auth_3

end goal

environment ()

5995 )\}'J 5 eslad L ECCPWS L_g:l.g;.i:;» JSJ}JJ, ng\.n;l:;»

(xxxkkkkkxxxDeclarationskkkskskokskk)
(ko okokkkokChanne ] sk ks kkokkskskokk k)
free ChSec: channel [privatel].
free ChPub: channel.
(rxxxxxxkkkkConstants and Variablesk )
free IDU: bitstring.

free S_NM: bitstring [privatel.
free PK_NM: bitstring.

free S_U: bitstring [private].
free S_AS: bitstring [privatel.
free PK_AS: bitstring.

free PK_U: bitstring.

free B: bitstring.

free SK: bitstring [private].
free IDS: bitstring.

free xIndU: bitstring.

free xUU: bitstring.

free xc: bitstring.

(x**xFunctions and Constructorskkkxk*xk)
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new security model for authenticated key agreement. in Security and
Cryptography for Networks: 7th International Conference, SCN 2010,
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Springer, 2010.

Cremers, Cas JF. Session-statereveal is stronger than ecks ephemer-
alkeyreveal: using automatic analysis to attack the naxos protocol.
International Journal of Applied Cryptography, 2(2):83-99, 2010.
Takkinen, Laura. Analysing security protocols with avispa. in 7KK
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in 2017 Formal Methods in Computer Aided Design (FMCAD), pp.
5-5. IEEE, 2017.

Gong, Li, Needham, Roger M, and Yahalom, Raphael. Reasoning about
belief in cryptographic protocols. in /EEE Symposium on Security and
Privacy, vol. 1990, pp. 234-248. Citeseer, 1990.

Narwal, Bhawna and Mohapatra, Amar Kumar. A survey on security
and authentication in wireless body area networks. Journal of Systems
Architecture, 113:101883, 2021.

Burrows, Michael, Abadi, Martin, and Needham, Roger. A logic
of authentication. ACM Transactions on Computer Systems (TOCS),
8(1):18-36, 1990.

Das, Ashok Kumar, Wazid, Mohammad, Yannam, Animi Reddy, Ro-
drigues, Joel JPC, and Park, Youngho. Provably secure ecc-based
device access control and key agreement protocol for iot environment.
IEEE Access, 7:55382-55397, 2019.

Das, Ashok Kumar, Wazid, Mohammad, Kumar, Neeraj, Vasilakos,
Athanasios V, and Rodrigues, Joel JPC. Biometrics-based privacy-
preserving user authentication scheme for cloud-based industrial inter-
net of things deployment. /EEE Internet of Things Journal, 5(6):4900—
4913, 2018.

Amintoosi, Haleh, Nikooghadam, Mahdi, Shojafar, Mohammad, Ku-
mari, Saru, and Alazab, Mamoun. Slight: A lightweight authentica-
tion scheme for smart healthcare services. Computers and Electrical
Engineering, 99:107803, 2022.

Meshram, Chandrashekhar, Obaidat, Mohammad S, Ibrahim, Rabha W,
Meshram, Sarita Gajbhiye, and Raikwar, Arpit Vijay. An efficient
privacy-preserved authentication technique based on conformable frac-
tional chaotic map for tmis under smart homes environments. 7he
Journal of Supercomputing, 80(2):2514-2537, 2024.

Hosseinzadeh, Mehdi, Malik, Mazhar Hussain, Safkhani, Masoumeh,
Bagheri, Nasour, Le, Quynh Hoang, Tightiz, Lilia, and Mosavi, Amir H.
Toward designing a secure authentication protocol for iot environments.
Sustainability, 15(7):5934, 2023.

Roy, Prasanta Kumar and Bhattacharya, Ansuman. An anonymity-
preserving mobile user authentication protocol for global roaming

services. Computer Networks, 221:109532, 2023.

new y:bitstring;

new T3: bitstring;

let Y = ECMul(y, B ) in

let Z = MULT(y, R) in

let Auth = h1(CONCAT(xUU, (R, ’Q, Y, T3))) in

let xSK=h1(CONCAT (Auth, (xUU, Z))) in

out (ChPub, (Auth, Y, T3));

event end_S (IDS)

else 0.

(kkxskskokkkkkEvent skkkskskskkokkkkskokkk )

event start_U (bitstring).

event end_U (bitstring) .

event start_S (bitstring).

event end_S (bitstring).

event start_NM (bitstring).

event end_NM (bitstring).

(x****main and Process Replication*****)

process ((!psS) | (!pU) | (!pNM))

(kKRR KA KKK QUET L @SHH KA KK KKK KK )

query id: bitstring; inj-event(end_U (IDU)) ==> inj-
— event(start_U(IDU)).

query id: bitstring; inj-event(end_S(IDS))==> inj-
— event (start_S(IDS)).

query id: bitstring; inj-event(end_S(IDN))==> inj-
< event (start_S(IDN)).

query attacker (SK).
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Keywords: algorithm that establishes interactions between at least two or more entities with a specific

Authentication Protocols purpose. These protocols have provided secure and insecure channels for communication

ProVerif Tool . C .

TAMARIN Tool between the parties participating in the protocol. Usually, secure channels are used for

AVISPA Tool registration and insecure channels are used for mutual authentication. After registering on

Sszlt\Ihir TOO] the server and verifying its authenticity, the user can benefit from the services provided by

ogic

GNY Logic the server. Many authentication protocols have been proposed in fields such as e-medical
care, the Internet of Things, cloud computing, etc. The privacy and anonymity of users

Type: Review paper in these schemes is the biggest challenge in implementing a platform to benefit from

remote services. Because authentication of users takes place on the insecure platform of
the Internet, it can be vulnerable to all existing Internet attacks. Generally, there are two
methods to analyze and prove the security of authentication protocols. Formal method
and Informal method. The informal method, which is based on intuitive arguments, the
analyst’s creativity, and mathematical concepts, tries to find errors and prove security.
The formal method, which is done both manually and automatically, has used a variety
of mathematical logic and automatic security analysis tools. The manual method has
been done using mathematical models such as real or random models and mathematical
logic such as BAN logic, GNY logic, etc., and the automatic method has been done using
AVISPA, Scyther, ProVerif, TAMARIN tools, etc. The methods of proving and analyzing
the security of security protocols are divided into two general categories based on proof
of theorem and model verification, in this article the details of each of these methods of
proving and analyzing security, analyzing the security of ECCPWS protocol with some
of these methods and finally comparing these methods are described together in terms of
strengths, weaknesses, etc. In this article, the methods based on model checking and then
the methods based on proving the theorem are described.
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