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<directive id="500001" name="Bruteforce SSH
Authentication Attack" priority="5">

<rule type="detector" name="ssh authentication
failure" from="ANY" to="79174bd2-3ecb-a5c3-
2850-
3ee5e0bd18a2" port from="ANY" port to="ANY"
reliability="5" occurrence="5" plugin_id="4003"
plugin_sid="1,2,3,4,5,6,12,13,14">

<rules>

<rule type="detector" mname="ssh

authentication failure 5 times" from="1:SRC IP"
to="1:DST_IP"
port_from="1:SRC PORT"
port_to="1:DST_PORT"
occurrence="5" time out="120"
plugin_id="4003" plugin_sid="1:PLUGIN_SID"
protocol="1:PROTOCOL" sensor="1:SENSOR"/>
</rules>
</rule>
</directive>

reliability="10"
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