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2. A=X1 xX,
8. B=Y,xY;
9. C=2x21x 72,
H=A+B

13. E=H(X;1+Y)x(X1+Y7)
G =AB

F=C+0G

14. Xs=FEXxF
15. Ys=Gx H
16. T35 =ExH
17. Zs=F x G
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Input: P, k = (zfgol ki2s Ky € {0,1), kg = 1)
Output: ()
1. Q1+ P; Qs < 2P,
2: for ¢ from L — 2 downto 0 do
3: if k; = 1 then
4 Q2 + Q1 + Q2;

// point addition

5: Q1+ 2Qq; // point doubling
6: else

7 Q1+ Q1+ Q2 // point addition
8: Q2 + 2Q1; // point doubling
9: end if

10: end for

11: Return(Q)1)
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Input: C = (Cs11,...,Cp), P =2%°—-19
Output: M = C mod P

1: Cp = (Cas4,-..,Ch)

2: Cp, = (Cs11, - -+, C2s5)

3. C=Cy x19+C,

4 Cy = (Casay ..., Co)

5: Cp = (Ca61, - -+, Cass)

6: C=CpL x19+C,

7. X=C—-P
8: if x > O then
9: M=X
10: else

11: M=C
12: end if
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_ + 64 L 1t
Ag=Ag+ An™2 i B ‘
Bo = Boo + Boy” ll__
A=Ag+A *21%® Ay | Mags
Ses J
In: Ay, B . L!:I_-l |
Out: A, * L :
Aq = Agp + Ay *2° Be i
By =B+ By *2%
A=AgtA *2 "‘“Hék:‘ ': Mas 17

In: Ag = Ag + Ay, Bs = By + By

Out: (Ag + Ag) * (B + By)

Ag = Agg + Agy*2%
0+ By *2%

In: A, B

Bg = Bgo + B *2 P My E_ Mo, ﬁ
su [ o] 5= I Sie Su E" St Su2
In: Ay, By B L l\ 1
Out: A; * B, B J-
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. Bao
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ARTICLE INFO. ABSTRACT
it enrve crvplography Elliptic curve cryptography (ECC) provides the same security
field multiplication with shorter key lengths in comparison with other asymmetric
Edwards 25519 cryptography algorithms. One of the safest curves recently
semisystolic architecture considered is the Edwards25519, which is standardized by NIST.
dor: 2010011.24768017 10111 185 The most expensive operation in the ECC is point multiplication,
Type: research paper which uses field multiplication many times. In this paper, a

high-speed field multiplication for Edwards25519 is proposed.
The improvements are mostly the result of the development of
a novel semi-systolic field multiplier which employs four steps of
Karatsuba-Ofman multiplication with fewer additions/subtractions
in comparison with the original ones. The proposed multiplier has
four register layers in its architecture. Then, this architecture,
while taking advantage of the systolic architecture (a low CPD),
has a low latency. In comparison with the best previous work, the
proposed field multiplication has a 28% improvement in speed.
Moreover, the point multiplication which exploits the proposed
field multiplication has a 50% improvement in time in comparison
with the best previous work.
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