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Input: Gate-level Netlist, Paths Information
Output: Vulnerable Nets (V Nets)

1. Paths = Extrat_Path(Paths Information);

2 PCrax = max(V capacitance of p; € Paths);

3: Lpaths = {p; € Paths | 50%PChax < Capp, <

T0%PCax }

4. Paths = Paths — LPaths

s: UNets = {n; € LPaths | n; ¢ Paths}

6: Nets = THT Testability(Netlist)

7 Trarmax = max(Y THT testability of n; €

Nets);
8: VNets = {n; € UNets | Trurn, >
30%T T HT max };

9: Return V Nets
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ARTICLE INFO. ABSTRACT

f“{wor}‘fs’d o Hardware Trojan is a hardware security threat that attempts to
1ming hardware trojan . . . . . .
vulnerability analysis insert in the circuit and modifies the hardware stealthy. Trojan
path-delay based detection detection and design-for-trust are the main defensive strategies
logic testing based detecti . . . o :
oglc fesTing Pased detection against hardware Trojan. The target of Trojan detection is to verify
dor: 20,1001 124768017 140111130 hardware Trojan and in design-for-security, the security techniques
Type: research paper are presented for facilitating detection or preventing hardware

Trojan insertion. In this work, we introduce a capacitor-based
timing hardware Trojan (THT) model and then discuss how
to analyze the vulnerability of gate-level circuits against such
THT model. For THT that violates timing constraints in the
circuit, the susceptible nets are recognized. Susceptible nets to
THT are vulnerable nets in path-delay analysis and logic testing
detection approaches and they are not detectable easily. The
experimental results show that the number of vulnerable nets
to the capacitor-based THT model is small enough so that a
design-for-trust approach can be proposed.
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