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[0..*] Intents E Intent

11..1] app = TargetComponentName : EString

7 IntentKind : Kindofintent = explicit

[0..*] UsesNewPermissions

[0..%] UsesPermissic

T MethodForSend : EString
= Category : EString

= SendComponentName : EString

[1..*] UsesSDK = name : EString
= Action : EString
ons = Data: EString

= Permission : EString

| & permmisiongroup | | 5 NewPermission ‘ [

H UsesPermission ‘ | H sbK | E Application |

= Host : EString
= Type : EString

= name : EString
= Deseription : EString

= name : EString

= label : EString = name : EStri

=P

ng = Scheme : EStrin,

P i vel = normal

© targetsdkVersion : Etring| | = Label : EString

= icon : EString
= Iabel : EString

= Description : EString
= Permissi p : EString

= Source : SourceType = XML

ion : EString = icon : EString
= Permission : EString

= name ; EString

wvel = normal

[l Component

= name : EString

[0.*] Components

2 protectionLevel

= label : EString
= icon : EString

= permission : EString

= enabled : EBoolean = false
= process : EString

= Data : EBoolean = false
5 ExportedPermission : EString
= exported : EBoolean = false

- normal

- dangerous

- signature

- signatureOrSystem

2 Kindofintent

- explicit
- implicit

| | | 2
[ E Activity | [ Hsenviee | | B BroadceastReciver | £ ContentProvider e
 targetActivity : EString = minSdKkVersion : EString = authorities : EString - JavA

- EString |o__10."] pathPermission

= readPermission : EString
= writePermission : EString

[0..] uriPermission ‘2 PermissionKind

‘ = readPermission

[ & pathpermission - uritepermission

[0..4] filters 1 10..4] filters
[0..4] filters
£ Action [B
E intentFilter E Data

= name: EString

= path

[1..*] actions. = URI : EString

- EString

= path : EString

= permission : EString

= readPermission : EString
= writePermission : EStrin

o scheme : EString

[0.*] data | = dataType : EString
[0..%] category

= host : EString
[ Category

= name : EString
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Require: One application appl, function IntraAppPE
Ensure: Boolean

1: if appl use of permissions then

2 for each Component ¢ in appl do

3 if ¢ has IntentFilter then

4 if ¢ has not access limitation permission then
5: if ¢ use of permissions then
6 return True

7 else

8 return False

9 end if

10: else

11: return False

12: end if

13: else

14: return False

15: end if

16: end for

17: else

18: return False

19: end if
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Require: Two component srcComp, trgComp, function InterAppPE (src-

Comp, trgComp) Boolean

1: if  (trgComp.app.UsesPermissions-srcComp.app.UsesPermissions)  is
notEmpty then

2: if  ((trgComp.app.UsesPermissions-srcComp.app.UsesPermissions)-

trgComp.permission) is notEmpty then

return False

3: return True
4: else

5t return False
6: end if

7: else

3:

9

. end if
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