(L31) Sl Jsbs 5 ad 5 lad el (s3lee sl 4l fuai s

(Ya=1Y) ) oyl oY)l NPy L

https://monadi.isc.org.ir

a.xni»d)km(;jjé@l:ud|ﬁlwwjb

G‘:A‘ 6‘4‘;)‘ 9 *J‘jﬁdjb dcons

b\;ﬁ\ “O\Jé iy geles Nass a},.;.&\s (g saSzsls

S Al SleYb|

ols ead Gl Olalbs Sosl (go35 53 (s 550 Dlegdse 51 S sl sladle 5
SS b 28l s slaesls (695 o cond (golmyn Dl -l sil (5l g Dl g2l o
boad (ool Sl gl (o900 la g, ;o J s caciloe Ll Jsl8 asls Ee X L
gc‘y" f«"j;\ (5‘)”\ Coo &5"9\3 S o O:“J" sl &1, 6\.&‘_}95\) B OV Y PSS C—'U: ssls CL.»:
sl oud Solewia (_;Lm:‘:o@\:lg k) u’l'" 5,0, gl sad &1 Sl by 9 v s Sl
W™ G\J‘ il 6\.(&‘_;.:_” s w‘ BY ""34‘.5@ J\).; (o:\b QL“J? Co e 6&@\»\.«4 9 pos? Jim.’
Lol S (sls sl oad Gl gl fay 5685 o5k 4 5 Slaslre 2l S sly )

s Agv.‘au_)\:\

Veo) LT Y sl s &t
VoY sl Vi dy o
VoY psed Vo ol i

g3 D\S

ssls C,.:.‘ue\

Slesle (g5kms
s S

o an ol glaniiSl o

o5 1l &L

Slens 4....3L5.A 99 ssls QL_J.? Copde g ssls a\izt.; Co pde LngoLoLw 5 ol sl

Al 8l Cuss g & Ygare o Dllns ol 5
S8 ks (oS 5wl b osls S Sl ls aysszso o)
Sl boosls cools gouiSid s 8L Vel 8 g s e b
L o (ghelonn 5Ll 5 a8 a Jlol 5Lyl & sl Lo
L) cslsgglin 31 3L s (sloesls (g5 2 by ol s it S
(Sl 3l n wol3 53 ams o )13 L] s | a5
B Lyt S el s Cussmge 5 ol 4 5L T 5
il b 4 ol San Slale ol Cono (s slazsl
tlon gl e 3 3Lyl el oSn Jis lsie 0 o35d LB
Cono s Sl o 3l slazel BB 5L S1) 553 e s
s Sl b len s mle bis gl (0 352y Dbl
Akl s | (el (2 5 S s s bl | deloe
b S Lol of Pl 65 asls 51 st (555 2 65 ) amlons cams
S 13l 53153l 4 oslT U i€ (6 |y s minn Sl
=2yl @b S A (R

"Client

(Al L ug;dué;.;ud,&uf‘.»(ﬁ;

dodia )

Sl 2l e 5l eslid O 6l Sl anng b gl glos
@Lobole bbb 5L 0 slag sl bl basls (55106
Lol bl 28 w)ls (g3game (53keend b (5l wlie
Copie U8 (2 sl 4 Slalos 5 osls T 65lmprsn
oo Tl @ slsl gl 5 £l ol S Cas 3 asls
(Sl on Jols o ool ol my s 5Ly S slazel sy o
2 Como bis b s Wb oSl Fgplgeies 5 Ol
Solmian 0 e slagaiils 51 (K (el sla S5y 2l LS
) Slsloes g 05ls

s g ™

«(sl5cd9s  4ww) sdolatnezhad@ce.sharif.edu :4.lll (PRI
Bt S ST TS S
(s! s25,») amini@ce.sharif.edu

Sl ol ey ezl & laze G5k ol V\FoY ©

ICloud computing ?Outsourcing >Server *Confidentiality >Integrity

6 Availability



https://monadi.isc.org.ir

]

4 50 O s s 3 DU b 5l ps ol e JL|
01853 sla Sy il plin (Jlo Ul coniz) (53b5 0les
o Sl b sy €3l Sanpd [y pbois i 3l oslital Vs
b st [1] plbas 5 * las) BTG sl (sl Yooy JLo
o Gl Sty ol 4 ) Sb o opl Sl S s S
20l b wose s ¢ 5 op ol WolS agl 2g) Sl 52y b
sl gy el sabais ol esp sslinal BB aBly slas 1S
ol 5l o s ek 4 ) anS s ez gl S
Sl iy 5wl ol sl ool B 6l ol slatasn
0 addols gcd iy il Jole ol 5s [Vemf] ol
S[A A F 0] il slasis,m o590 Sl S B iy, ol
A ar g JU 3 ciliad glunsly bl sadsl slad sl
slr saiols ol glesy)l8 5 aszse b Sl 5 bl
o Sl ol 51 sslial 4 [1e—5] Sl S s
Sel-cs & Gzl 5 el (g5l5m Dlelone (295 (s
Soa eV el aad il eid il gbolewz o
@5 @b Sl gagame e sl WS apmse st S ol
YL Db oler (5305 @03l 3l w2 (sl 5 b 2l
Uil Gan b SialSect s Camle o ol s s ol s
opl o saisdly) sla g, 1 ol sas &b (> sleosls g5lse
Z 9 s (i Sl r}v D Joe 55 55 i
5 [V ] Y| gl Josly 2alSecils Gzl Ol
Sliaob) olin 3 5bm b & Shatean ol aalyt e
Slalons 31 sslita) aims o ool by s s Jue Joid LB
0352 oLl s 4 5L s @ asls L (ol 0o sl il
s a5 loaSe b (53459 o0l

S whad g3lensly [WV] 5 [7] sl slotiges 2l Jb s
048 (©birsn 52 G200 S A 6ln b Slalw S sl
s il 31 S 6 wsls 5L5 o (sl S aims o ol et
b5 Sz Calosls o e slaglela s Slloe (65Lmis
e 53539 Soe3ls 511 s s 3| s o el S5 4039
s ol B ol b s 5 whats oU3l 058t

sl Lmui}) B C)ﬂ\ 093 bl L;La\ Jﬁﬂ; 3l Jija 6{3
s Sl s $Lagtas YL Sl wls Cone slaslels
s} @LQM\AL» O 3 ub,s/oka.u,g (_g‘J?\ &‘JA @LJ Cowo
e 9o b Sos o, sl el 4 5k (6505 s
BE | @lﬁ@lﬁl« Oz 3 Uauhwﬁ tﬂ C)L...:\;m LS\J" (So oo
(Sll’ BE Uf‘ s CA.;LS wl.xn 6‘)7\ Xgy Ujuu (SRS 6\.&&3)
QL«MJ.; (_g\,?\ LEE] Sl uioa osls Co pde (5[.543\.&[.«0 BY S ol
Lo CJJ’ 31 S s (63055 Lb Gl Gamen il Vs @
5 sl >l gl

Ishai  '°Provenance-based

(Al L ugﬁdw_“/ju,%&(ﬂ,

(Ya=IY) \ syles oYY ade VFeY Jla

ool 55 Dbl szt s 5L, B slisl s zg pus w25 L
2l Oliabl Sl sl 5 s 5 0LlS g5
3 u"‘:‘J‘ [y 59> 6399 laesls S ool @L‘»Lza 23 Cono sl
Sl 6\.&:,3)\5): C)L...;l:m 43;0.3\ .x....sudo k:aél:l).) asls c..m &.:
Copre gbable bl Co il (s S s o gonen
W (5)\?.»0349 ools o e ol 5 on 6)%-“‘()}):’ ool oL,
(Yol sl ) 058 g0 o8 el 5550 g2 8 LB JS2 &
E) Y Cu pod ol LSLM.L...SJ‘JD-‘J‘ sl ‘\.):":\T';cf"J‘ﬁ QL...al:m
(5‘J.o d}\.\:m 6[.%&3) 414?)\ cuok? Jﬁ)lgé‘j ou 45‘)‘ ‘5\#&3)
Sl gl G pusls iliie gla sy o ool o
Q}é Ll 9 L?‘)J"“ clonds asls u:‘il""’ \ Jﬁ)b Sond 6)\.;.“03]3
s dlis onl alsl s Y] o5 CJ:.- oo slas 8 g Cans
pydien 0l 78 OB (e (osly (ases gl Y A
6\.&0.,\...5)“)?\ 3 eslil b sl &l (_ngu’ij “ ‘bﬁJA Y e
9 (_;.\:15_& Cu pod 6\.»0.);;5)"}>\ Lewd 9> s S ol CSu pod
it bl sla g, 4 Siate 50 ¥ oy 5 20,8000 1 sulS-s
Sl s (oS 0 e 5 Wl s o glas 8 1
el st iyl 3 el s sl LB =l

O3l K )y oo s, Y

358 4 a5 g 5 ol WS 0l 5o (DU e gl s
Slalbre plys ot S wies (b Sl S2a55 b S
bt 5l s ol s wbadasls S, e il
TokiS sl U osls SIle el sitiosls L ¥ S s o bl
sosls enyls g glaesls (505 2 b glaol plamslne (12 sl 0
31 g 9SO 8 o Jls) TSl ) 355 13550 sl
am o 1B S g sLast s 1y (LS e JLS s sl 612
o 1y el g2 fss (DU el S8 4 saiS sl e
Sheslial b niyemly Sl b OW L (o gla gy - 0S(0
e Sgz S 038 b 4 re & (S 5455 5 055
gl sl Lok 5 (S 4 adads w5 glp) oo
e S5l 4 abon b sl iyl Slewlons s yls YU
sghisn Joas M alasgame 3l slasgema U Y Sl lae & ogags
ol 5o S alysgimns aesazme b baylsle ol 5haslel b

asdgn bl 3Lyl G 3wl (gl s b

el (8Lss DSl 5 2555 ol 5l eslinal b D) s

N igsmoly Slbre sl sidir oo gadsl b b 5o 2550
Sz slslasl 4 O goslul sy Slles 8 5 ok WS STY
Loodd o33 Jg@ Wes 45(\:» BLETEY dhrﬂ LSALQ: 6’5"’3\‘9) S

!'Verifiable computations 2Homomorphic authenticators 3 Verifier *Prover

>Complexity theory ®Boolean Circuit ’Arithmetic Circuit ®Constraints




w‘ ﬂ;‘bjf-’ 5‘53;«.!_93 o — 20 LSJl%"‘“O-’)'.’ OL».ul:u LS'J" ww‘)b

el () slagshs,

Slowlowe Coms

ouds asl)l sla by,
el oIS (gl

oSl o e slaailales
ol LS)L:“"C)S)'.‘ d‘oé'é

Slrasi 15 0ols e
st Y

b= So pis slaaills

0l (g JL;"“C)S 3 gosls 1 JA[S—C.\.ZK.S 6"95

) PCE e

| |
cdlal slaonss'sl =t

S50 yodd

)‘-’-‘;\T’:Ls“")" CJL..:L?L»

cdlal slaoasSTsl =t
LS S e

cJlal ‘slba.;.‘.zf)‘l):ﬂ
SIS SG Coxy ey

Sleslos Coms sl gl 0ad S gla 2y, N S

Il GlooriSil ol s o ol ool s g s L
3303 23M8 51 5SSl sad w5 )ty G2 o3ll e sen
SR I TSN (N RIS PR 5251 vl I TSI W UL [
Il iS5l ol S Spe s s b el b el (35
s sl g 5l Wlg e e sl @il ) Shy opl Soues
5 0ols glanl gl ol JIlol 511 uSTL Sz glasl gspen
1S sl Loy 0 o Il 51 S L Liaal o] e 4 ssls JLy!
el B Lo, sl LS gm0 il 50 DU s (s 50
33 ey B s (o 3 (AL Sl 28 [USePp.n
2B ele 55t 0L S s Loy bl 5 o se ool
Rl Fa e san Slr S ols G5 A G s ol f
LSy ol ey s LS g0 4 wlgn ) 35800 w5 (jb
Ol [y Sou e Lol laoaiiS3l > (g1 a2l glaf>ol,
1A S sen ol Lol 510l (s oaS 5 i on glalol 55 8 55 s
o BB a3es D50 4 (el oS (L pan slalaal s s
ol iS5 I s s(s)ls L5 Lo, 5 5Ll LLast )
Sl sLest s L 5 sl o sad gl 2SS pan oLy UL
syl 513 (o) s sl 5 (le) ool

50l Sl gladesl Sl e b Blae 5 b
s lin bl sl i jen ol slansiiSil o 555
o3t Sl 5 3y8m a3 wlagia Ko b 3 sls
Silss b o5l i 31 L 5 slasls S el ol
b sl sy salSocSs e sliaal bt 6l S e
SBIGT 51 g as Bma [18] (230 5 ) Ggmile (BT Lo
S 2 b gls gambe gl b Gl [Yo] RLas 5 65
ol s 0l JLos & 5 w5 S Gl) 1 sailasl (63555 sbasls
sledy [NV ] (b w15 (6l (gulS ST iy on slaliasl 1

! Johnson

f.x N

Proof , f(x) ‘

slysesly Sl Y IS

G o Lol slooniSyl =l ¥

Ol (255 Como oy sl 0 Gl sla s 51 s s
o en lenziSilal 3l sl b snt <) sl 3l sslind
SG 4 (53l (s el S sl (0,8 e w8 (558
Lf bl € ol 65 S Loy 5 5l 1y wespd 5L,
6“" Sl uiM x 6”\’ 4563\‘;;3\ 3l *S \).?‘ le‘; 6\.&:::\: S »
Bl5e0 16 Loy ilsls f ol gambe g by il (Sop
&3 6o 2 b gl SIS 5l 6 1) £l el sl
B L, ksl s Ly (par s uSe 2l y = fz) Suse v
ac i .33\53@ 4.‘913 L, S el CI;" 3yls 4> 66““‘“’ XY
G el (gl el aals o sl (s 4 | kel 5L S S 550
xS Jlo)l Loy 6l (2as 5B s b 508 Slelbl b 5Lu,ls
ol ptr S5 S (s |y (2 s Sl ol 5l eslial U s
A5 2 o3l 51 Sl b L) Sl b5l oS
a3 Al ool glp s ool [A] o Il slnesi o
§lr osar 1l S i sen Lol glasaiSsl ol s il S
s e s b pogar LS S cdlol siiSsl ol wdg
s O Il oS3l 5 s305s e 0yl 3525 4 S
il G5 g a2 5L S e Jll 5L e o
S a8 s sl Y = f(2) 4l (295 Sonsd oin S s
slagre b 5l oo Sllol glaeniSsl 1 pls LB (S

(Al L ’4’“&‘54/1'&’%“‘)”’}’




OL‘“J%‘&‘J’.’U‘ J..ol: @Lg_’.,;)lscg X% 45‘)‘«.5'?3):’ :;}U °
5 3L IS g0y s 0o o sl 55,
b enis eslil @b soul 53 casa3 lassls

ab\)\f\dujb’l“fs@&b EERY TR 6;\.:.«:‘)3).9 6\.&:55‘5
bl V saz o [1] 058 o0 s YL (sla 25 5 Yol
u_éfux @ M‘:‘)J S leuds 4.».3&.0 uf‘ﬁJ 93 U‘f‘J\ s_i:v‘,:oJJ Mﬁiﬁb‘

sl 20 C}\)ﬁ: )&.k«‘) 9 U:"

sasclol 5l 5ol one slagis, V\F

Cous 3l baes satcdlol ol gltale e gbis
31 s ol s oS a ssliad Jliows slalial 5 S 5laonss
sl ply 52 G Qlewy (2o sl LK Ysars bty
IR TG GL P TIN FE (PPN [ B JES 5 W IR LN
sl &5l ol Glew sl Cos 5 (8L s s
Sl Las s asls b ey s sl S o LML) 51 sslical U

5 n sloul ans a3

e slonaSs Cops 1S leaSe S p Hme loghs)
Log O adlol sl cos olee cos VAA L s LUl
Sl glosls s CB\”: Cops ol [0V ] i e " Jgjg <l
Cgarme S e S Supls pas b Sypls pun oSl S

.,\.S‘_,’.c r.hbs ssls 48 goen u:..&\: )l:."..;\): O 1y esls

Olset (g3a55 wyerme slael oaSs oolie s (2l

G s Sle e S nsi e B S L s Cos S,
s sl o < o o Ghih sl S5 5o ke
ools SUls L5 Ygamo oS ity e ol 3 5 Sl WL 0 sl
YT gfj.’: (5L“°4§L$’°L’°3 6”"':5‘? S| s3> s Epe (WY
SlaeaSe Ei0s 5l Gl ¥ S s w38 15 saiS sl L
sal ol las amy, .,y Llaie Sda b Glasgemne g1 Jgf

o]

e JBoplgeas cosls dsgaze 53 e G Zusls s s
009 " sloun sl S 5o sl ol BIS L o USCE s
A 50 lade 51 s 53 (4 GoaSe Sl (gl (51 5L 50
i3Sl 4 chog|[vn 5 Foell By oy pslia i Sy st
gi Jlyl

eslil L 9Ty & L‘%JA 65.)..& )‘.x.aa 644.«@ L: a.).;;fgu)b

_,‘.X.EA lgj Mubu \J AA.."'.‘J‘J 6:4& J‘Jﬁ.«o cu.ﬁtub Lso.x:g_‘? Jiblﬁ.@ )‘

Olade g3 Q.:‘ g plp Syse s -.\;5@ awlie SIL 5 ‘_.’_"\.'9\“:
Sl desazma Sl (gpde sy slie 23S G plSe

° Authenticated structures  '© Authentication tree ''Ralph Merkle '?Sibling

(Al L ugﬁdw_“/ju,%&(ﬂ,

(Ya=IY) \ syles oYY ade VFeY Jla

@\js Oszad Jodazn wlg gl (gagume s o)y aolsl o wins
Sl 50 [PY] ssaoe Slae Ges b olayle 5 [¥Y OVA] gladeraiz

VR

wiS3lol oS ol [PF] b as 5 e BT Yors Jlu s

Sl galSoiy iy e glasl 5 gudSonir Cou e oLy Lo
bl Sls b Cod s spame Gos b b bsad e mls
Shaslial b 55 [10] phen 5 0 Y ol Jlis 4 538 (yme 1y
Tdar il ols b wlil » ) [17] TSkl Sl s
o Ll gl ) 65l Lo el Jlous lalanl 5 (ol
SLan 5 T sels BT 2o Yera Jle s s S aly) sulS_s
—iip S s slalael 35 [YA] 2L 5 2 el LT [1V]
Yo A Jlo s a3sm ol 5o ba S Ll hs il (gl ) gadS
S on sLal s g by g bLalS Y] (251, 800m 5 55 (BT
e Flsln s (sl gaelSmiia Sy pon slanl 4 a S-S
ool g & [Fo] LBl Kan 5 sl5 s Yoy Jlu s o s S &,
bl (Slebrs Jus g 181l (sasee hlalS (Simn 5 LS

oo 3,8 gl ead Gl oo iy, F

Sl oo 5l glaabl 5 Sl Ohwpsy g5
el 5l el s CAe e sl s wad 5l
s 1y s ol slasstasts 5 bt b lS ol 5 s S
S ol ont b bslS ) sy shshie ol sla b,
Slansls sGL amen (2ol s Ly, cnl Lae 4 sl s
5 e S sl 5 S pend wid (glmpsn
'ri)"bﬁu'“ Sl ol o pae 6\.»'.:...:“

sbosls blgflg P ol p gl o wsly N
2 (gokmss

X% 6Jl.;dd03ﬂ LsLM:‘.) S » OLM‘”: 6[;9\ Gsl."..; ww)ﬁ
A NS Vo JolS T s bt de e o5k

1wl

bl s @ 8 o) playy (a5 P @

G35 5 8 o oals QL) plans gl |5 Jool s

o Ol @ adlosls e o g5 0 451, GL&\ sleesls

5 Olow (53055 59313 505 2 (3t 5 Culp b Lo
3l st bl Glew g1z 4

J,-‘J.u LE.:.;J @L@.‘ x,lS«,. W 45\)\ @b 4 oo 10D g Jals o

Wb Ole szl 51 Jols (2 (o8ls S asseza b
sl enis rSLi slsl QTQ hsls

"Lai 2SNARK *Non-falsifiable assumptions 4Schabh”user 5 Aranha

Corectness ' Completeness  *Freshness




w‘ ﬂ;‘bjf-’ 5‘53@_,3 o — 20 LSJl%"‘“‘.)-’)'.’ OLwal:u LS'J" ww‘)b

sl é)l?""oﬁjf LSL"’UL"‘ﬁ th.u Cono 6“)‘3 J‘Jf R 43‘)‘ 6\.&9&3) L.:;Llp. A d}.}.?

6505 Sl3 Sy Gas Olewy § 5 B3
3 o5 JolS $36 a2 L3y 3k
IS s v v X X v v [F1] tan 5 sl
Bt <y v v X X v x [¥F] pshlSan 5 S5
cig B ooy v v v X X v [¥f] LslSan 5
Ll v X X X X v [¥8] isbiSen 5 05
Ll v v X X v v [$5] Gsllas 5 Lpomlsl
L v v x x v v [#V] Gblsan 5 S
Ll v v v x v v [YA] Ghlan 5 i
e v v X v v v [¥4] ople
e v v X v v v [00] J5lSen 5 (53
6)l?..>ojx ol 5 esls Sk cLbQT L g saidsl)) S ISILRET S f1234||5678
o ol 4 1y ool sl stz s oo (gosls 51 o asls Tl
S g bl 1y S0 slasaiSe Coys 5 5,800 5 53 S 608 h12|34 .‘ <6178
ol lesl s of oailasl gado, iy sl ) e ,
hajj2 \ffa 1 hsjj6 N8

Sl e oy g esls 53,800 18 (lew ol oS ls)
shor & 5Lyl el 8 51 pleny C3Lys b wsdoe 65 hmas
sbol |y 5 & b sls 58 Ol shrl 5l Jols ol
sy Cunsl s JLES] 53 5 (S35 53 Cusds oy Sler) WS 0
7o B 0 Sy s e oy 5 ase 13
i BLal L Gl 31 w15 e 0T 31 sslial b L, 568 55b 4
(53 ol sl a5 ol il p MBI 38Lss ol s sl
5 oabobl go3b slaesls g5l Caus 5 sl WS pesly G2
4 5 obul il J13 5L 5l 25 Sl glasim 0 55z se g0l 5
A s b 5 shsb olew sy Jeplsea 5800 Lyl sasS sl
S
SELECT * FROM tablel WHERE x2 < attril
and attrl < x4;

Olow g o2l g2 5 Jol> G:L"J 03 oS 5 (ys (pmy S1

Lgs o )y 5 Sl S g5 it @y g 2y ol ¥ S 5 S
Ty G gools 93 slmn 4 i g opl (G5l s et &
sy &5 Jle ol s 85 el lest s g bl
S s\ S (ouSs slade 5 P [|Pya 5ol (50,8 e (551> e
oS sltie 5l aslil 5 ol ouS sl gaenlne b 8l
S a slool 1y Lassls el 55> s s sty s gosls 9
chos [Py s (smils 55 0 35250 polie plo 5heslinal b e
lin sy I 51 55l glaal b 5 sloul |y adyl s st
SIS s o) kel S 50

JShe i Sluysan sl sad (langyg sboesls slass iul58]

kf(f"')b(}:j S L5°JL'\"‘

1 \ Ifg l'i

. ??W?F

N
ON HBONO
.."2

.1'1 .i':; €y Iy Ig Iq Iy

ija sy Y JS.&

\f CA"J: bt?;i‘ (AC g0 D CA‘J‘)»‘L-; r.\.‘« s 6\):! awa J}b\)
o3l b cays sl b [0Y] casl S s a5 0 s lie ) es i
e sazme 3 ke S Zupde pis o gl b e )
)‘.\.E.A)\ A g J—}JL\}.& EX) (5‘)7’ ‘5..4)\} C,’_& S el @KL@.‘J csls
ols &5 5 eslimal b sl sl SL3 o, Jlast s | ks s
9 J«S@ :l;u‘ ‘J 4.3:..:) L Ly_,o L?"")b L;?':" LJ‘J.S.A 92 U"‘ L L}.’J.o
.A.:LUA ul...\.o.lo‘ ‘)\.xu 93 u\ 2 3 6‘9:\5 38> 9 \:J& J\ w‘,.v R
wjb J‘ Jlg u-:J}‘ (5‘4” [YY] ‘J&a.k 9 }—ubf Yool LJL‘“ B
9L @L”JJ.: o3ls 935 Jol8 5 fss s gl SIS0 SlenaSs
sl ol sl Slas 51 (5 612) 21 (s 503l oL S
s Rlee 5 L5 e (LLLIOLD sz o glalal) glaesls
JS 31 szl b S0 s Kol s @ w558 bl (gl goma
bl @\2.- Sl b 03 Jo8 0l sn ca5d o0 sl s3ls (gas sazma
s msls 55 bl slolewy sl iy cpl 53 08 ez
BTV 6“" 99 a.Lf:s,)BCJ\ 6’5‘:’ 6"‘"5" 63\; o303 6‘.}:’
JUssl siSaly 4 5 sbul iyl 13 3L 51 o5l S ol by

(Al L Ugidué;/;;d,uuﬁifﬁ,




23S @l of g1l ol 6 5 sl s S Gk slaglow y 5!
‘5‘4,:0 b Lj—g;‘))b )t}Lﬂ 4[‘:/\] kf;:")&"k 9 L?l J’-::’ YolY de BE
by ann g oo ol Slew 5l Sl

SleaSe s n sla ey 53 63L5 sles s Sl b
S35 Slayian Olawes b gy ool ol 55 sl sas Jol> S5
S osls ol s, Gszen (2las )8 s ws)ls VL gaose
4 glie bbb 5 JS Cos (il Vb sl Slassyy & 5
bl i 51 s waLlS6 Ve osls ga yarme 550 kS s
35 e wp Glaglew  sly S0 2us Slaigie 5 les
sor Sl e syl w5l 5l sy YL (Sua
@3ae lansls gl 35250 sl tsy el izen el Lagy) s
olome 5 sheisy slausls (sl 5 s Bl LI S5 5 lena 5
s sslia| b6 SOl s

Lasl » oo oy Y-).¥

om0 Olow g 5 sl g2 0 11 g la g 5 S0 (g
Jkgf.: 6e}‘.&3‘ ULAK‘U S S win Lasl R (s 6\.&:&2’}) TR
A W=9Y P (s LS““U':"JJ BE -..UJ‘) il le.hﬁaﬁby).o O GEL:)\
IS5 el 55 g0 solial Lasl ad 5 (1 (a0 S (Lo US55z 5
Jlsws slanl C;Lasr”‘wjil‘j\ sl Lo (_;)L;...;ij s> o "y
@t.: OS2 &Kﬂﬁsbjb R 6‘4“ sl J’cb&“ :_,.CI:GA (W=9Y
el T SIS (laal 5 (350 S (e sl S 4 s L)
gs omls S esls ollie s u;..:fvl., @\.‘u Sl s @
5B 55l 5 (BT L Lol 5SS gl Laal (o) 2
C:.a:u." ol sl @)l deiﬁb Joab A.S@ Jlesl o\)})g‘g B
1S 4 s SLS s ol Jlsyl 5 asly slaal S s b slal
G2l Sl ol 5 5Ll e (B Sbm LKl bl
N lSn Yoo f UL s nption Lol S gshisl b ol 5 arlin
L;ilLe S5 6JL°M 5 Laal C:A;u" 6‘4“. I 2 ‘[\ca\] g:‘-’b&‘“’ 9
s 8 €yl S sir
S RSA Jlious slaal sl ‘_;JLA S5 golers 5 Laal C”“’J
41..%\ 34> 9 L: NG BN O\:" sl L;:fé C"’”..J\*“’ L;/J“T’J 6‘_;‘)
(W5 w\ Ll el rSRSA W @423 6\..4»\ (33 (s y JLg‘)..:
bé‘.) k.ﬁLA U::‘}J L’J:l‘ BE ~&:a.....:..$ b)u:u.u‘():’té @L@ u\;-? 6JLA-\A 6‘J;
5 Laal Jloms (slisal 801 51 aslizad L 1y Loushs 51 S o
5Ll o3l U eyl (gl 51 g 3LeslS oS o Sl 5L S
"*;‘So‘“ sboul 1y gloas @423 sl c@\ﬁ 46 gezma 43 39290 Glaosls
J‘JB a,\;.:s‘_,,_w)bﬂ::}b: @t.’l 64&}4.956 D‘JM@D.,\..:G.A_?JLSLAA‘
LS by b e Ssﬁb sz olere gl RSA slanl .axfgn
C:.w'" 6\J=’ OW cJ:J: Oeed b Cand sl J;L; I g;’.‘)”“
Lug  BGLS Jlows slisl 51 oSl iz & by glisel

Mykletun

(Al L ugﬁdw_“/ju,%&(ﬂ,

(Ya=IY) \ syles oYY ade VFeY Jla

Sl ¢ 15151 Sl pas of Ko JSie 55505 YU sausn
55 Sl (S C‘}; (55l’ (_gL.QQL@ng O5zed wsls o&”b“ 33 3590
S Cdo iz gas b S s 501 S pho—ir Lol
L YU U Ysama 5 Sl 5lsss oyl 58 sloul caiin asls
Lol o)l g bl cans bl iy, ol ol 39 boasyls 5 s
s s Sl oS0 s sl (g 5T gabais o)l yises
OF 31 ot 3 [PFFY] 55 008 (6 kmtnne Slmbo b baplaw o

ool ol Uk & 6lr ol s

9990 s st LS s s o [Y] LG 5 N S
Shde 5 LS wslia] JShe Caus sbul gl T () -
15,8 Wl osls So Lo ) s 51,5 gl sl oo
wlsle plyea Sl T ooCsys gebbanns (Ho)-C3 s
bl Lol Cuze -l st ) SKas 31 asls gbIS b3k ol
Cs opl g3 Sl ol [Sim 9393 C3 s sow (o) -3 5
(U0) gsls355s Jloel wusm S o s ol b oslaas olidl L
Lol YL wosn 51 ks o [Y0] Wl alS s
clie K3 sl G2 goshal gy cnl 53 e s S el
e gl Sl gladim @ 5 S il (Gleosn ol sl L
S 2o plewy (20>

23 650 slenaSe Cos S i L [¥0] Ll Ken Dsl

(=S U‘)“:‘ S \) (G Jl:}L..a ‘(+LS’)_C"">J> J‘ ajfjk:
cnjfj.h 2 cLﬁuTL—a}: X% 43‘)‘ U’zﬁ) B .XJJ;M:\J\ ;4:.5.4.3 JSJA
ol G 358 0n sbul 5,5 0l 033 ool (1 3 lsnSe S
wbls S 9 ‘5..9‘} &2 (5::)‘.%4\ u’;.h\s ol )\3}\...: w\ (543‘J‘ )‘
L.PJS\*:‘““;‘S LoYooh Jlo s [¥9] oK V@\J;‘,f.g‘,w\ Y
ccjh...« O‘i\ 30 35> 90 6L“°J§6Lé-“‘ 9 CL“ R L JS,o S
ol beisls als e g3l 51 glas e a4 |y csly 5 (o5l
Sl S s 3 S35 Slsine 5 skl seosn 0 S e
sl saiS culy @ ol Clsdis (o03h ol Cous 5 gades
& ls sz Lol Lo sud @byl g, S ool S3a eV
LbQLa-ng GAL& )‘ 9 | DJL&:.«Q‘():‘LB L;’L.a..o—ggﬁ 6\@\4 6\.»0\.«.-'3;
» [ L @\ﬁ; Lug sl Sl gy Solis S e sl
S 9 Lloazs Lasl > le.m)f@m 23 w‘)a Sl w‘

g (+g5')—¢-;)> @‘ﬁ; B IBLRE™ sl

Sos e SbGs 2l s b Pl 5 b
ol 5l Slaiy ol €8 513 4o 55 3550 7S S0 5LusaS
g5 6ol slapler fio sp Glapler Gipen
3 AL el gl g Sles (55 glaglen g 5 T rezs
s Gl b o5 0L sl gl Yors Jl s 1] (il

'Pang ?Binary Tree 3Tree(B+) *B-Tree Li °Embedded Merkle B-tree

"Goodrich  $Multi-Dimensional °Aggregate functions '‘Riaz




w‘ ﬂ;‘bjf-’ 5‘53@_;3 o — 20 Lle%"‘“O-’)'.’ OLuul:u LS'J" ww‘)b

5 s byt HLs 5 e )b g sad S i) 4251
4 o 9 3,05 (S5B 550 3 e Lol S o (s [y 0350 oS
ol sle [0¥] (shan 5 KoLl il 1SS (il
Sl Goadipars glael o foe Aoy 4 L) (S5 Shy b
S 4 by se slasl o5 By opl 53 (S5B (s sl 58]
A Slsiast oy s Sl ond 033l Sl g (s 5l
Shload enid and il o s ey o (b 51 a5 0 5050
Lol 53) wmsga 518 5Ly Last 5s 5 Lael 1y sadsane sla e
Sl b (Gl sz S s s 58 of slael ol ced
A S gadaand glasl slen 4 5Ll 51 Gl
bl aS e Jlo) 8 4 5o L S g sadlasl o
S bk sl (3l Cad 5 bk Slj oz 5laslic
A8 ool | sz 5504

oz 023590 b 55 [00] (2, 8an 5 b5 BT Yo ) Sl s
Los o Sl ol sl i 5 dsar sled 4 S
3938 sadmeans lael g5l sl isy 4 L (S50

5 Usans 5o bmiig slonsls sk Co e sbasbol s
Tl o3l o830 ¢ 1y sl —aid clagylam ol 55,15 S ol el
5 TL sl | bl Slagsne g e SJb s S s
Sl Lol s 31 slizal b 1y ool sl 512 [05] s e
anson by Slesian olewy bl 08l 55 0l 4 S W ge

B glasl pezd S gy ez Sk Pl s bl
ol bosls alSl sy 53 o3l 5 (bl Sl b ax b
Olgmes S0 slaonSe Coos S slaia, b anolie s 5520
GV s 4 zie il ils VL (g5l 3s 5 Sl 5
0 s 3 Sl 3 ol 51 LAL ay i g by ol
3l 5508 S S oS 51 aalial al by o) Lol
25 el ool SSVL ol 5o b gy ol haslinal ¢ il
S oo gLl 2y S st eslial b [o¥] (sl es 5 SSL
slr alasl "2dse g5luesd 5 BCC L O ls gouiiS prmss
SlenaSe Caus S slagia, b anslie 5o wssls L s
Lol Cs s 2D 4SS

e Sbray S Sl 2l 353 5 ol 4wl o 6 Ko 5SS
s9ae (S0 lsaSs Cpn e s gy wsles 50 Lanl
el 3 Sledy ln e 05SE 5 wis Lol Glaplew; ¢
sl sazs &15) Lael 51 sl b craz

St g py, YNF

szl 5l Jolo ol usls (sl sap bl (slo g3 51 oo (g
lnd ‘_,’J'XJL&:‘ ‘5uufigj LbJ—i)d)lgMO}j 6\.&»)\: a&‘l.s” BE) QLAMJ,;

3Reply Attack “#Song Error correcting Codes °Cashing

|- |--| R6 | R5 |---{ R7 H +»| Al
|—-;J:;r |.---| R2 I—| R5 }----i R6 H +:Ii| A2

|- }--| R7 = R5 [---]{ R12H +| A3

[¥7] Gtas oo Laal oo o JSS
\L;“?Q%Jr“;jiﬁd\)\-’ﬁ[0"]@““-’3‘3‘)‘&‘)&“34"35
SLal Gy L ) 8 el S5 0 o3l S wslial

s Sl [00] 55 gy 5 1L en 5 58 Yoo F JLu s
Lo psn 4 g5 5 s Solil bk ol 5l Jol il
O3 Jo bs s sl L oely 5 as sy ol 03 S
g 3050 o2l 4 L [Or] Bles 5 Tl s S5 - s
glolasl shoslenl b oS gy JalS 5 (s (s gz 1y 20k
25,5 Bl glo oy (o c_...od

slr ols &5 obul s [OV] s iz ke sy s
Lol 5 e same gl S isy gl (DBl glaplom
oo ol o2 el sad sl #58 Lsy glaasls oL s Slesae
58en Solem0an 3L, & Lasl slen 4 5 Lasl Jgus 51 o o
A glael 4 b e glael sy JoS bid S el 8 sl
S5 4 gy Soyot blael ol by 05500 Jate 555 J3
e ke ol Gl SO glasl byl gl psd e ot
6o 2u S e s 355 o0 0 g JolB Dlis 51 S a
phisn 03938 Laal 4 5 Sypo 4 Cdo sl @ (LS

Sign(r) = h(h(r)|[R(IRP\(r))||- - [[R(IRP,(r))) sk

Jsas 5o st b6 Slis sl n 5 S opas IS SK
st oo S (syb & Conl 7 e L3 i TRP, 5 ol
bl sad e pli Lo w25

2l 0428 gl 4 Ry o gl Lael sl (o5 ¥ JS2 0
Cio das (G35 @5 gt S Canl suls (2,8 Jla ol j5 .l
25 Dagon Ry o slaal 5 ol pladl BB Ap 5 Ay (A
258 50 dnslma

Sign(Ry) = h(h(Ro)|[h(Rs)||h(Rx)[[h(By)) sk

JUosl b ssdoo (3lmirn ool Gl o (6l Lael sbul 51 e

4 9ol bl 4 by e sl G5 5K Gl by plew

Lo gradpans glael 5 oMe ly &5 S Jlo)) 8

son &lr i Gl i g5l 53 550 gloskew &
Sl o3gs JulS b

' Additive homomorphic ~ 2Narasimha

(Al L ,4Jdu5;/;¢d,uuﬁ,fﬁ,



G o3 S wslial YV o8 ey 5l 8L s @LJ SO (o
oy ik 0S5 by 1S5 (5055 g03hs Sl o3 (o (gslenig
3500 Dolie adS s b1 g3 550 Olons 0l 35,8 e 358 00
4l Ol 95 52 szl e 5Ly w8 JLasl 5L,
oy S5 (50313 (53 30 L) Ol ool ST 815 8 m o155,
5ol il sz se anls IS 60y ead Ll ey gamiiys
7o) 5 [OA] sy 93 2 53 wbise Oluabl plewy o) o
ooty o Lol 555 (50525 5 3031 sl sadoslizal glaesls ol

sl Slaysi byl 85 (2l s (VL Sl 51 o

Osx el i sla gy 2 81 e 5L Plee 5 bl
) oremy g 5 sl B o e gl s L 4 5L
Lol s Hazer olap o gl bl s o slaciy baglew
ae S s gare S5 gl Dlewy (oS S e w5 55>

s oslitl LB el

)§.“..'> et s o.&.&@...?u" Ol e J 8 Y.F
s

LLsALEl st’b.)"JKU}?“"“’ @LQJJ.;J\SJJ r:“'"LS"Ji‘“" 6&&.& a)'}_,o‘
aslil JL:.W..; L;“\.au.... » CJJLEJ 9 &:BLJ % ch:\:uo » C))LEJ
S ol 3 b Sm (55L 53 Covgama Jds 4 [F1] 50
O 53 o ol S5 sl 4 on o)ls0n LSt cpl 53 (s
6\_,.3 W™ 45\)\ 6\.&:‘)}&“; 3l Lfif ey RN L&:Jim} Q\j’i &\J}
(JLA)‘ 9 Lbjiw: Lshmb‘: @47:3 gl.h&,g‘; U'i‘ UJJ..AA U‘}S uulS
oS by 58, JKsl) AQ\.?- NI PN o s\esls
39> QLQ..’J:’: Qlﬁ aK’L....i\ e s? Ji...a L;L:Mi..& BE s} (QL‘«%‘
gl 5 b S ke 5 wSa bl b S sl e
@ by 3 (gosls r:il...n)jb o bl @LQS SUSJ}.A 33 9% o0
M‘}? .)L‘?L“I‘ A‘,\fjlf c@_l.: OK:..M:'\ Coms D s dl.a)‘ Afl,! bli:.un:"
s S aly Sl w39 osls JLoyl 6l o Kr Soob )l
b i ol wb sl csl dob bl b " ey Sl
sbdely 51 (S (st S sloalis 55 osls e UL J0
€ b S 5 (S ol mazd sl 358 Jilas > (51 25250
b S b 51 28U 5s glaesls 5 558 0 olsc o.\..S@.Q:J Olge
S G505 55 0 JS3 5 S Sl 0l ool ¢ 5 g
sddesls uuu Lh&...l uﬂ‘ BY Sl C:.o:e.? LS\Jf S92 g0 6‘.&6JLuuo
ol Jlos & 5 S s Jlasl Sl colelb g b [V ] el
bl (2o a5 LU olie & (B a0 0L gLy 5 (6551 S oae
st Ko a5 el c:.wu" a.x.iJ.ab sy 3555 L
oly apin LSS ol s e (el s (ol 4 e
LS o2l 5 352 5m (il Jils 51 (S LML paod oS
osls Cal uiu» °J§u:" w..\.}.'.S@a‘:u" (5°J§4=' de> Sy ) s

"Dual encryption $Base Station °Bottlencck '"Hop

(Al L ugﬁdw_“/ju,%&(ﬂ,

(Ya=IY) \ syles oYY ade VFeY Jla

sl iy o [Fo—0Y] wiS e e ) aoeis awys Jlinl L S
SWorp 5 3550 ool SIS Dpmts (s (g2 Ygomn ¢ Yl
L s ek wsls Saascdlol 5ol el 5 cie sla i,
LDOLQ—N‘)J? 3 LSJ:C:""} (L esls D\iﬁlﬂ BLRSOT VNP N VARV Y asls
BL 6)-.5 BLIES - M Lbu:)jj C‘,:l\ B 4?)?‘ ~.,\;.;S‘-;¢ &l% ‘J
b Ll osdsa @l sud (g5l olamsy oo gl2] 5550
2l plael glew  glo Como 51 g0 2L Jlis |

Loa] ws @l Y ople b Yooo Jl s SYlasl 2, sl
QL&-"’ asls &Lo 456;# L L;Jl.ﬁ &' (_gJLo&A 6‘;! Qwa ui})
Y u:Jle dwdt‘:"".):’uiﬁ) w‘ u,.:L..‘ ~C;~.:‘b-Lil‘5>‘JL sl a\}}JK
G2 G55l 33 358 ¢Sl s (o 01 31 s3lial b S
5 las ez (lomp SO Jlyl G @l S Sl )
sbwl gl S e Jloyl 5,8 2l Sol a4 1) g lows
I La:ol.e.w,?: 4 g0n 3D D4 90 6L“’OL°‘“’J;’ 3 Lfif osls Sl cufj
g XS g0 L2l o3l deseme (555 5 Sl el yso ¢
S ol Jlaie 4 by ooy sl 31 Joolo st Slin
G5 sl U 1y of oS Sl 5 w8 e Bl (€) O pn Ll
J‘.ﬁn b‘}o.h @ a.x:Ssg )LL.S.A .x,fs,o wbm GJL&“ _;L.va.).:g.? cab
.ur:.&o sala! UIJL? USJS u‘}.& L cu.SJLAS

RLSE N (S 055 K 355m 5plew g 45 s0zmn sl 00 40558
o 5L nS o Jlo)l sl s 1 ) Cul s Sulul WS
:L‘:u“‘ (5\,; ol salal OL«.@):; (_;a)u gL.UlS Comns )\ a..\.fi;d\.v‘
JUosl canys el ol & Shs0 53 i ol 4 oCal T pm (S
VO B OV | COON T P ORGP JPS RLIS N TE SN L
cu’:n‘” U‘i‘ )‘ sl L: S el U‘f\ uwa LM)S s 43‘)‘ L};nb
JoB sk 4 | L8 wlg e 5L Jla ol 4 aies (a5 6
o 3 i Lol gl s 4 s |y lonss o)led 5 s el
Sl ] (Sen e a8 Sl ol 3,8 6 1y G ol gams b
o ool JolS sb 4 plew sy goled (280 oles B 1 baplew

D&A’? sosls sbul b Yooh JUo 45 [#e] SobKes Véj
$lassls (g 3 2088 bmtrn (69315 s ECL 53 La] &K, ol b
o 23S b | pple ey JSie (8L ol =55k
S0 n Loolym 8 51 (8L glem 5Lyl wsls (lemiys e 5
BY ‘) S g J.;SUA \J?\ le.a‘ dl"”" SR eb o Qy)'\ 6Lm>\>
Glsls (555 5 1253 Olow g 50 o158 ams e 13 sl 5518 5 Les
3575 3o 3 3yslen Cews 4y e 5 a8 oe L2l boame 05030
b ol sz S L)l 51 (3L b s sl Canosts e

ISion 2Challenge token 3Lazy “Xie >Fake ©Wang




w‘ ‘;.bif} 5‘};@}3 o — 20 Lle:‘w:Q_,)g OLuul:u LS'J" ww‘)b

b...\.&cjhn J“JJ -éj‘) 35> 4&.’3): o,\;;S@.Q.?J ;g\: LG“-'.- S ol sl
sl \JJCA-\N‘ o.\..incjh.n u&)w Qyed @LbQLQ.wJ,; 6‘4,9 [?V]JJ
.x;fun Gﬁ r_,lg;l:é): ‘J Lm:\:,l:lio :Y(_,lg):l:éda:\: QL&}L..}\
sl by oo 26 s s slael sl Wlis) S50

st S S 5 S STl s 5l Pl 5 bl
d‘ﬁ’ L&:&.& w‘ ol 34> 90 Lgl.bji...; J‘ Lé - e.&.’S@a;ﬁ
-5 st s een 4 s Colin Sp elie b ol
u‘j...c Sl 6\9; l&«i..& uz:‘)) RN CJ.EA rr:"”(fJi"" Ls‘”J
Sios 555 o ababl> (Slwle D8 gyl AU oS
QL” a&....:‘ )\ Lé'étﬂ)b ‘5L¢:QLQ~:x U:‘)\bﬁ 9 0,33 q_}i..wa sl
Yoof JL.: ‘,‘ lﬂ:&: Uﬂ‘ &‘.L:.j L ..L‘:)‘J (VI ‘J DA&AL? Lj
LS‘J" Lt d 6“&9‘) ch-.nSG\.oJu“ &:JJJ:Q LJ:“Z"JS‘ J:J) L [;q c;’/\]
Lol okl & wns 6l bl ol 5 oo 5 (Sl Lai
Gad Olgie 4 i oslinal LB g5 rexs C:\ji sl s
Bl g Vbmiir plewy S psly 2 S8 btess 5l (S
Sl 5[] S s iy (omand B sl (S [VT-Y0]

-.,\J\a.sJS 45‘)\ ‘) Q;;Lb&ob [V\c] 6\@}[9 ‘_thuLm»x

C«ﬁx.&.a‘_gl.hdbbjbgwxd|f| @L’u Cond (o) 2 Y.
003 Ol:’j.’

L5L‘°‘C’L°L“ L oosls O\w? Co pde (SL‘“‘SL"L“ AS@LECJ}LGJ J:J: ©
6‘.)'.’\ L;“'J‘} 6‘)‘3 sl dl‘“’ui’b ,ls esls e\i“sli Co e
J»Li Sosls bkii\.;” S e gl s a.x..idjlgmojx LSL"OL""’J?
Lasl s o gloss (S SlandSe Cous 5 i gl
sbable s r:.s:MJ}L G olgse by s Yol sla iy g
L...o.\.;\g CE0 p (S 6"‘\;"5J-’° 23S el osls oL > Co e
d9> g0 ‘f“bu,o @L‘;’ J‘ ssli| L: ssls b L..»}: JSJA oo gdgjn
e u“tﬂf’ sesls Sl (51\; 9 Q._'\ >4 oo sbul oo G s
(5\4,3 ‘) Weosls snu ¢‘..\2.~‘ QL;.&: J\ Sk 9 ..\J)..f‘oun J.:.l}: lﬁﬁ Ry
oz ) besls S S50 5o 3L 51l Slasl s Ca s sl
2,5kl ) Caus laesls ol gl ol ced ais rm\‘,ﬁ o515 o
2 slael iy o byd o sl 58 Lasl (i gl
s S a sl iz S ol poles 3l aslizad b 1y e
Olsd 3 wimn a5 b s sy Dogo & Sz gl &
slabls s @'UL{.&‘ 1EN-2Y Cbls (s Laosls ol @
dﬁ.\: L5L“°"° O 08 Q).ojé\.ma‘; z2? L E.\.o.c wsls a\ful; [WOVRYRVY
asw‘w)bju:}o J.AlSO}A)‘L;‘JJ L&au‘ 50 j.\;}wgﬁ rl:u‘
L .xib U}AJ‘ 6\.&5)‘: ub‘: ut’;‘).? wﬁx.’w ‘5L¢>4JLALA L bb;@
R rKA BLREI™ o sl ad g glaesls O 03 Lgm D90
20 Ly S ygo 45‘_,,_’;}4)&5&»\: @ .A.:L_a o.x:..'Sg..Ub 5 (S
a1y bl e, S L L sl @il s wis oy Jb

2Bloom Filter 3Two-Tiered sensor network “Storage Node Sink

Base
Station

(alh

Cluster
head

Cluster //
head / A
1 Baw fk
g Station
Cluster /
head
Cluster
Cluster
(<)

o 3 gl lewe 4 by (©) 5 K o leme (W) 0SS
dl.bo,)‘:j‘ &“‘EMV\J rl:u‘@.w)}‘b \)@A?JC)\:.L@C)M)MW b
RACIN o] C:.«:u" 6\4,3)3;4;

2 ol merd G Como sl b slogiesk

Oszep sy S (B Sl el S (ol
18 (s b e (stmlie 5 e Sles 1S5 51T Y]
S lbd LGS bsaiSaazs S| S5 oS bus
Coy3 S35 o §0S by LSS [FY] s oleny By 0
3 b oS @ S A sl bl 2 13 s bl
2 oad ke gy as el Soly sl sud wsll sy 605
Ll S sl Sole s 5 S a6 31, e 5| [£0 Y]
2 i masd 5 5SS gl ia 4ol v b a2 0l 5
Lis oo by ol 5o oo s sl 5 il slo s
ot Lol 93,8 (s 50 5 ez 51 oo ol s ((Silo
pands |y Oles Vst &jpoa [#Y] 5 [£7] Ogzen a2y, 5
w31 [P8] oo oad &) gy oS e S AEs el 5 Ly e
g gddoe 53 el sad JSi DU 5 reens O g gdlo e
Ol S slee S S S8 slunaSe Cius 5l el b sniSpans
|y e ol S paan 1155,3 51 58ls gloosls ol ol
Olo g ol o0yl s wam3 g0 18 0l ol SLis] 5 5ol
Iy Loasls 31 laiyas (83 gl rn sly 5 Sl Iy 55
o ol sslitig ) 53 XS a1y ag s 5 ol

ICommit

(Al L ug;du?_“/;»d,uu&[ﬁ,




LMLLA@L:JWMJ]’ :ﬁJlSC«AMJb@uWwJﬁ
Ol 53 & bl 51 asdipe ool JShm S35 55 ey G5 (oo
& 5 Wbl O gries 350 Sbo 3l aslial b baosls (o5 sl
o b Bl el (s Wl 5 Sl gl oles el
3 ygae blE) Lle Ciie glbs olye o BLo) osls galuxs S
8L s (e i g3 00 (K58 5858 sl ks

S Bas |y gl s b 3,550 018

Ol g Sl (J85) L5 [YA] LG 5 J (eolet s,
el osls S5 a5 050 0305 0lsz Sy e aaslels 5 15 SL5L
Losls SESS slasl 4 5L Sos e oylal oS sk ples G ol
02 2SI 53 352 50 (Slald s sl (go3 il Lasl (suu 5o 5 s
G ol slol DUSie il 2ol Olew 5o U3 LB (Sl
S e Sleciy S wix gilens 51 2ay ool (V) ) wlo,le
) Co55 Sy slansls (oldd paems S 6;:5’13 G el s (Y)
S5 51 5 553w S 0 (Gl s e b eyl Loy
53 ool 5ot el sl (F) aydim ol ot 5o b
5 ok (oSS 2bik) Olewy £ 8 4 s L Sl
ol lr b Sl ol ol 0,800 Sipo (rers Glos
oty S sl 1y sasdlol o1 el slite JS8 & Ciltie
s (2315 lodlols 13 sy sl 5,8 0wl Sbo 55
2ol ez slonals @ by e sl )8 o () c s sty
—xz ol 53 shsn g alis e Cos Slyiae o
YU Saze 51 S35 (651085 bl Slej 5o 23U 5 i
s 5 Ol f 5 4 425 b ly 53 o3l (0) vl Llsysn
o 6l b 2B s Olgeel 5 Sl it 0T 53 3p25e S
A paia

wsls ol Cu e slaalele s 5,5, sl 51 s (S
4 6l Ypeme baplowy cpl s aezd w15 3l sl
- gl oo sl Lf’L’»J’ Lg\.mn\: 3y90 33 GJLJQL:XU;\ ijj Cwd
(50 3yl b g sad CLs glaesls clag e 5l ¢ ol s
el 555 2 il @ e Bl 5 Wsdioe e (olaos S ¢
w30 g lew s 31 s ol -sxf@ OB el 8 Lt s g 35 o0
osls C,JL:JJba);ﬁd\j@w“cbj‘.\bngujdam
5 T s [M] Yoo Jl s il 5 ' L agd e o540 s
Loyl 31 s ool ol sl & ([VO] Yo Lo s 258
SS Gk 5l s bl Sl sas (559 gy 93 ool g3 slasls
Lol (st (mly 5 (mly G5 0Ll (50558 5 w355 o0 55 0ol pce
sdse pl 5 Dpon
‘G_sl.:s St sy S 315 SUbe S 53 0315 51 GlodSs sl
abfﬁxb\i»)‘\d\w&';a:\:&b&@\amu‘l}u@)pw\ﬁ
}%AL%A)}‘?WJJ ‘) (D}ﬁﬁd\xbmwwwét)\m)

lyi 2Nath

(Al L Ug}dw;/;‘d,uumﬁ,

(Ya=IY) \ syles oYY ade VFeY Jla

. 1 . = e % |4 “li«
e s * 1 ~ ese 4
. > ® ® * . L] .

e —Q —

s soy ol o SO bl s s mn s sadslbul pu)ly 58 8 UK

BB ls sl 650 sl ¢ wli S ol o5 b uls
6L"’u"’°\) Y Jsax s Sl 5L eslpl e Coie sl s
6“,3 X% 4.3‘)‘ le.hu’:’a‘” uls\ lad wm 859> U‘.’.‘ 35 0 dds 45‘)‘
J‘ wsls O\fJ"’ Co i (_;LNULALN BE QLo.wJ-.g ‘5\)7-‘ thu (5"9‘3
‘JLN BY) G‘L‘:’\ 5-23) g.% L@.J 9 M\ab;o:mﬂ‘ CSu pod a..\.‘..s)\f‘

ol sl Yo

Coms (gl 56 sl 6l (Yoo v Jlu s [Ae] 2l Ken 5 J
YIRS C,h» Lol ol oo glaalels 5o glawyy ol
T PRPL IR SO B SCIS R PO S I P
—Lz (ho=SS 2L (S sy 6ol) sboker sl
5o ol Lol Gun el sat sslit] nas l (55l 5 stk
Lasols S35 (gl Lol 31 3 e 2lS ( JS0 iys 51 mslicad
Gty 5 Sl s 4 g

aeyT a5 6 1)) gy 5 w555 o0 Laal ssls SUbe o s S5
Ly 35he ad osls mia Ko bug s ol Sl s (58
Sypots @‘33 Como g 5 Olomsy 51zl 5 8L s (25 5l
sden ool 2

slass g 51 e eals Sl ssls UL s 3 35 sl
aiosls 5L oo e s 55 5 S &S asls B) ssls ainia
SlesaSe S35 5 I e 358 ko Gulal 1 Lol (S
Sl e ol ol $3Se sl gl S wslicd U 1, S
Celyis oS 4 s (S slas sojlle 6 b (2as sl
sl & 5 m gadn s S s 3585 o0 e lons (o0
SLolew 53 ans o LB 5Ly SLasl s 5 wiS e Laal | 5550
oS sl (gmslonn 13 358 ez Jlade (o (e w0 (551>
2 25 @S e aype 5o sdpe wlial Ca gle gl S
35 Joe JS2 oo ¢ Ol

Sl ol o il b sl 5 3llS 5 plewy sl2l
SslS by £ s lin |y golin csonls 0o 5LslS 5 Lo
63 Olemy S8l b 5Lul8 S e slul | Cis a0
il b | glas sy ol 4 bgr e (sl 52 GO 51 (Sl (0,2
e dkiis) 6,8 o 518 lewy Sl o, g3 S Slacss 5
(w1 515 ol sns Ganie Q LS plowy Sy 0,20y 5 S
S a sl




w‘ ﬂ;‘bjf-’ 5‘53@_,3 o — 20 LSJl%"‘“‘.)-’)'.’ OLwal:u LS'J" ww‘)b

osls Ql:r).? Co oo (5"‘“"'\"\"" Y QL‘”“'J?' @t.n Cono o...)\} §lp sl &l dL“’JuU 4....:\.5.» Y J}.\’

685505 1! Ll e glls Oy 5 ey b sl Sl Jae G
o e b
U Cops v v v v v SmSs by pia S [ov] shiSas 5
- v v X X v SIons PRI [Vo] LishKas 5 sk
Group-based X v 'S 'S v S ls pianSs (V8] LshSan 5
PRF (Psudo Random X v X X x SIS ols miamS W] 2lKes 5 gdsesall
Function)
Bilinear Map X v X X x Slo—r S [VA] 2L en 5 5
RSA (5Ll X v v v v Sz ol poamne V] GBS 5 slpcdss
Owner 2 soals cabs b (o (e c.t Sl Jeaplsed xS o (5,10
Ma‘::‘:ge M o | asls b s T gley 3 @ 09,5 sl b Lluie S S (a,b)
1 \\ Server resr [ Client ~-*15@ sesle 0y S Sl 25 saols
Machine Mm/ﬁ Q’:Ub " i rT=rlr —\)+b
sk,Sm X,

(VY] osy 5 0ad &l (goleme Y JSCG

)‘ sl Lv sl S ol sud uajﬁ (J}«iv‘;b salin Y Jiflv.s S

GLE:‘M 55‘) UL“JP &»JB’ S{M\,My,...
» .k...a): aJ.:;‘L:\..uLM 64.4% B -J}..:L;G JLDU“‘ LJLS@ sda i ‘)

7Mm} O:‘i'L" oz

ol St sl (ol o Sl opas WIS uilo
G e oS 5 sl 3 5T 4 oMo sl sl 3550 L
Loosls s +35,5 o0 Lital saisloul aoM s 5 355 g0 o3li]
Sl 5 Wi e Ll (65550 5Ll @ sndad 5 slalasl ol e 4
S 8bos sbanls gLl oy 2 1 5l b sl il ples
Como S s sl pen 4 5L)lS S o o) Cilizes slapyile
DLl ss g wSe syl (23l slalaal 5l aslinl b 50 1) 4
a3 e 18 S
S 5 el Ll BB 1S 6 Cel sih o sy ool s
Sleast s awshad sbul o 5l sslial b blasl 1, Sl o pa>
oy w8 (23l g il b 8 S s ol
oot sl 5 plewy © by ol ol 5 sl S
st 3Ly UL 5 sboul Tsaoms S e caonit 55 saiSmS,
shls osls slacSlle ' > (sl 595 ool 58 50 4nslio 5L, 1S 5]
ol s sad olaiy sbag o s s salil o6 sz l5ome uS
ora> 1S oy opl ps ik s baglen 4 ssame )
SL Ol ol ply 5,8 0 L8 sl SLas s Sl & pe
5 e sl 3525 plizmes ol @L:; sbol 6l 5L L el
G o3 Ly 35 [W] (2L 8an 5 ugdseaslly YoV F Il s of
2 @l ewly g FalS Jold sad sl s g s S sl 5>

Vs S5 gl GVl 5 e s S BLSes 5 6L
ol 4 ihs S aslil sl e o sl 5 Cilie glasy S
sl Hlade 3healiiud b cosls (g5 lewgyg s olag 5o eals b oS IS
Oygots |y glaoMs ools S8 8 5 5 Sl s s S
s S (sl oad dmlne (sloadls 51 (ol 7) wS(on e 3
Oloms g gy Tl g 53 ol 55,8 ) Les ] 53 0ud slul (a0Vs (Col
3,850 518
T(r)=(a=\)" +-- "

5ol el 851 gl S8L s L5l 8 s s o 6102
Sast s g amlne Losls a5 (17 Shn) Olemy 2l 4
O e 52,8 1,8 S 53 e Sy e L8 )
3 T(r) Shaie gamloe b 5 w800 L5 0sls Sl 51|, T'(r) 5
wlge oliabl an (s 51 T(r) b o seslin

T(r') = (@ —\)" 4+ (a—n)n"

5 s slaiel B ollyislS S Enl ol U5 s ol 5o
350 S5 sy 55 48 ol o s o il Szl |y 1 sl
Skl s o slaie wlge 208 Gl L Sl 5 0,851 (S
Ol s | (sl @\5 5Ly e OTJ" 5518 5Ll
3G 035 LIS Sypo s Sl b sl s 518 Ko
Sest 5s 1y sl s Wl Sl Gl L sy ol
exSuds mle Susmss YoIr Jl b oams 515 s o))
[YPT 2b s 5 ol Sl By €855 515 a2 5 5550 0015
B> s Slle Olabw (la) g casls gl 1 G2
ol wla sl (sl 0 5 br Crd (rer Oszen)
sk oles dagl g sad &) g)lere s as S &) sud s

(Al L Ugidué;/;;d,uuﬁifﬁ,




o 3 033 slassls igy ol s el st byl [AY] il K
558 5 ooy pie S Cnland (23 58 00 BB 52005 slansls
e S g 5 1y 0m3l (ool ¢ polSan 2 S 3l eslial |
255 Cuams 3 aadsloul 903l Sbansls (5 2 b 253 Olew o558
S8l Bl e 0 b Ssdie Jeolo axiins S gl 5 12
bl 55 m Lansls ol o 350 53 oS o b 5 g2 5LylS
Sy 4 bosls Sl ond (538 Bay ol 5o asd 00 8l 4
Lol a5 2 skdze SOl 5 L3300 Jlo) 5LaylS 4 sasa,
Oley s baosls 4 (Lol gools b ¢sa3l (goals a3 (51 05850 2]
s 15318 S 53 5 et S 30y 5 93338 sl (s
ool ol b il 51 S aiSn b 1 gl claosls LiS5a, Sl
S35 4 Sl ol slansls s 33 a3l slossls 35 (53525 Ay
Sl S oleme sl Ghay ool 55 saalie 3L s (:'L-' » S
2§ L0l 5 (S 5lonn 512 0 G55 5 Sl s 81
SLolewy le iy cpl Gob S cl iags slacs; 51 (SO
St G @l pgees S sl LB 58 e w5 (55
Ol Wasls (135 oy 4ol s @ 508 5,058 55 suzise, slaesls

S ga o Swn it 3Ll 6l 1y oseil 51 ol slassls S8

sl g ad sl 7,3 & shailen 35250 5k Blaw 5 LMl
uLv“J: Co pde 6\3:4;\.&\..; BE QL\_A[;!A Cowo UZ"°"43 LS‘J’ sl ‘G‘)‘
6‘)‘.} S asls c.....p L b ‘5Lhd.\.n (_;\,; (8294 <5L“L,L’°‘) wsls
L ans Sl Jouly cponT 5s el sid 1)) wies e Sl
CL»A oA @J}S Jw BY) S Sl snls UéJ'le.u u"...:b&a.h 9 b‘j.'sC,J‘gb

e slenel Jg‘.? asls

3sbzel Jse sy (V) Jalt a3 el 53 ool L6 S sb,ls
e (Y) bzl BB sl gl bsad Sl ol 55 wag
dooly SL1 (F) el ) gl S (e SUS s (ol e
AL Gl (¥) cdo 51 e b slsl oo 5 Slezity 6l
s 8] Il slaieiSia) s (sl bz ol 0o b
Ll (0) 5 orez8 pls ol asiiSil ol ¢ s wls gl
— S5 S sen gLl o gl lleraiz ls Oloy b LS
Ll (gl i Sk e slel 4 gudS

SrSmis 0

» <-zjljs sl sl Jols chJ oly e pyp 4 dle ol s
Solemian 5> S Sl 51 a3 s s g5 lmis g sloosls 535
3l (=5 Gl (S Canl slezel B L2 5L el
O (s (29 Cowo Bl 5L cans 518 8L s )
$lr oadiels) slagiangy Wl #5385 oy sl ol 4 058
s9ame Slewls 4 5 dewlne r\.c rﬂ.ﬁ»)s‘t? @\:J Como (o) p
6\.&:&.& ce:\:ali:\? Co pde 6\.&:43\»\...- Ogoed G”t.’ 6""’):’-’&4:’

(Al L ugﬁdw_“/ju,%&(ﬂ,

(Ya=IY) \ syles oYY ade VFeY Jla

39 L?’LAJ 65).?;'.,; 6}\7 6L"UL°‘“’ﬂ J\ @L:J..L;_‘} D‘PJKQM
Solera 1 C:l:’ 3 sz o35 sl 5 S i
55 Sl sais 2 sl (ﬁ“}.?x.o awdS sl G SUSJLAJ;?
4> 3590 ,\f\; GL;‘ 64l§......n 9 wsly Sk \:v Cu.n K 59 Sy

oL Il 5 0 L Laal sl s 5o sy (1) [YA] 508 13
5 aloul bilasl ol G5 b a5l (msls 52 (Y) 5 255

S (omsly sl s SRy [YA] YN0 Jle s (5, 5 o
otz 5 (5BLos lansls (69, (ore2 5 l3L (laplem s 51>
Lol 3 b gsletny by 5,5 0l Gilbieo sbasdS | o
S5 5l e 5 o a8 Sty (il ez 5 53k
S lons s (ss (s Sl 5 el s8] 5 S (5Ll
3575 b bl gy sl S eslin] (Gho—siz 5 2ho—S3) sl
sl glalasl Sl sy aSoe Sl (o5 laplam sy 51 S
(_,’S/Jj WS i 6‘)‘5 ‘J..ZL’ QLMJﬂ L 4:......:\3 asls CL\A Coms 3 04
GIL'..A j‘ (5J‘ﬁ (5L§b.>‘.) 4§&:~w‘ s L)&J.é &3) M‘ L (\) -A:a.w‘
SIS b 5Ll S ol (1) 5 e s il
Co o r:.w:_..» L b;\bc:t«o 3 > LS"L‘: g 3 FYIRY 39> asls
b i Il b i sl L S 55, ) oS 55
(5...)\3 C;& 6@",\3\ caosls 65}\,\3‘ U:".J.‘J'e‘ b (\ﬂ) Ckls .Us‘): S99
() s cslin (= sloosls olas 8 6l 5 ad sl S5
sl ab S ol ool (Wl Sl weils pusly G5 (o)
Ly w3 5
ol Copie bl gl | (S wr gHlese S w5 S a1 1)
@»JJ;LS‘JJ &‘J&oﬁj};b}: bu\-f: 45‘)‘ U'::‘}J 'ij b:JsCJb.p o.)‘b
Lho-"(_;bkg;.’;:,; B-I3BL NI Y. 45\)\)\.5):s 95 Gl’»\: =g (33
oSl 5 el w\}.?m .x:lf(_g‘)\a gu\:c.;.e Y &S ol O‘:" » uo,e
5 0sls 352 ol el (aszse o b S e (0l
s 53 Sl 058 5 oo pez gl b s ool LG
5\3})\5@ @”Lﬁ.ﬁl’&ﬂ)\e}w Lf::j) w‘ Jg;.& Lg.:l' -.,\3.5‘.5 &):....5}:3
o575 (b 31 easbige RS L b 3l i rl.?a\ LScwl
s L) L sals Qlﬁf Co o 6““’43{"’\“ ‘_S.L.a\ JL“OL““'J? j\ Lsah.:l.‘;g
ol sz sls Cfi)‘)jjb ‘;M:IJ:LA b 915, 9 6["" o, 3l
sl b b oly [AY] 2l an 5 sl s Yo Jlu s ool
BY) ..m; 45\)\ 6&0’5 <5L°’OL°“’J;’ t\}"\ 9 Gk; C\)S “5\5‘@ Q\‘w,;
9 odd @J}S sals csl.vo S ol s u”ﬁ LQQTL..A}S 0 ‘GU ui'b
le..a.n‘ Uj:r.:;g.b ‘;5:;‘9)‘ u\.&;.w\ Lv ufl;}) Qﬂ‘)b VI3 JLo:.C‘ JJG
-,\3‘0:;,\:.]};' Lf?if" Cowo I (5\J.’ @\»Aﬂ‘ RSA

sslal L;"")\} stg oM&JL&‘J‘f‘Jt}b)\ Cg)ﬂ quu:ﬁJ UALJ
g aslsesls b Copae sbsble o)lers ys s w0 5L 5 whes S
YL gy s g ol s o sl L»QLMJ#CI,H@LJ;\
gt Lo Yo\ Jle s sl sboli (g lere y5 s 0 33 S




[10]

[11]

[12]

[13]

[14]

[17]

(18]

w‘ @,e_g .:lj.':CJ_;h o — 2D LSJE“'O-’)-' QL«[}M db?‘w‘;ﬂ)‘_’

Kalai, Yael and Paneth, Omer. Delegating ram compu-
tations. in Theory of Cryptography. 14th International
Conference, TCC 2016-B, Beijing, China, October 31-
November 3, 2016, Proceedings, Part II 14, pp. 91-118.
Springer, 2016.

Wei, Wei, Du, Juan, Yu, Ting, and Gu, Xiaohui. Se-
curemr: A service integrity assurance framework for
mapreduce. in 2009 Annual Computer Security Applica-
tions Conference, pp. 73—82. IEEE, 2009.

Akoush, Sherif, Sohan, Ripduman, and Hopper, Andy.
{HadoopProv}: Towards provenance as a first class cit-
izen in {MapReduce}. in 5th USENIX Workshop on the
Theory and Practice of Provenance (TaPP 13), 2013.
Ding, Yan, Wang, Huaimin, Chen, Songzheng, Tang, Xi-
aodong, Fu, Hongyi, and Shi, Peichang. Piim: method of
identifying malicious workers in the mapreduce system
with an open environment. in 2014 IEEE 8th Interna-
tional Symposium on Service Oriented System Engineer-
ing, pp. 326-331. IEEE, 2014.

Wang, Yongzhi and Wei, Jinpeng. Viaf: Verification-
based integrity assurance framework for mapreduce. in
2011 IEEE 4th International Conference on Cloud Com-
puting, pp. 300-307. IEEE, 2011.

Bendahmane, Ahmed, Essaaidi, Mohammad, Younes,
Ali, et al. A new mechanism to ensure integrity for
mapreduce in cloud computing. in 2012 International
Conference on Multimedia Computing and Systems, pp.
785-790. IEEE, 2012.

Liao, Cong and Squicciarini, Anna. Towards provenance-
based anomaly detection in mapreduce. in 2015 I15th
IEEE/ACM International Symposium on Cluster, Cloud
and Grid Computing, pp. 647-656. IEEE, 2015.
Ben-Sasson, Eli, Chiesa, Alessandro, Genkin, Daniel,
Tromer, Eran, and Virza, Madars. Snarks for c: Verifying
program executions succinctly and in zero knowledge.
in Advances in Cryptology—CRYPTO 2013: 33rd Annual
Cryptology Conference, Santa Barbara, CA, USA, August
18-22, 2013. Proceedings, Part II, pp. 90-108. Springer,
2013.

Boneh, Dan and Freeman, David Mandell. Homomor-
phic signatures for polynomial functions. in Advances
in Cryptology—EUROCRYPT 2011: 30th Annual Inter-

national Conference on the Theory and Applications of

k@.“u\ 33 a9 ssls ul.:‘); Co pde 6\.&:4;\.»[..“ 3 s Ji...;
33 (s*e2S Cb: I Cono el L) > sad &l 6\.&:&“)

«J..'s.kib_,f @.;:LEA osls Ol:ij.’ Co e Lg\.méLoL.‘

(1]

(6]

(7]

(8]

(9]

&l
Arora, Sanjeev, Lund, Carsten, Motwani, Rajeev, Sudan,
Madhu, and Szegedy, Mario. Proof verification and the
hardness of approximation problems. Journal of the ACM
(JACM), 45(3):501-555, 1998.
Walfish, Michael and Blumberg, Andrew J. Verifying
computations without reexecuting them. Communica-
tions of the ACM, 58(2):74-84, 2015.
Ishai, Yuval, Kushilevitz, Eyal, and Ostrovsky, Rafail.
Efficient arguments without short pcps. in Twenty-Second
Annual IEEE Conference on Computational Complexity
(CCC’07), pp. 278-291. IEEE, 2007.
Gennaro, Rosario, Gentry, Craig, and Parno, Bryan. Non-
interactive verifiable computing: Outsourcing computa-
tion to untrusted workers. in Advances in Cryptology—
CRYPTO 2010: 30th Annual Cryptology Conference,
Santa Barbara, CA, USA, August 15-19, 2010. Proceed-
ings 30, pp. 465—482. Springer, 2010.
Blumberg, Andrew J. Toward practical and unconditional
verification of remote computations. in /3th Workshop
on Hot Topics in Operating Systems (HotOS XII1), 2011.
Dorsala, Mallikarjun Reddy, Sastry, VN, et al. Fair
protocols for verifiable computations using bitcoin and
ethereum. in 2018 IEEE 11th International Conference on
Cloud Computing (CLOUD), pp. 786-793. 1EEE, 2018.
Cormode, Graham, Mitzenmacher, Michael, and Thaler,
Justin. Practical verified computation with streaming
interactive proofs. in Proceedings of the 3rd Innovations
in Theoretical Computer Science Conference, pp. 90-112,
2012.
Parno, Bryan, Howell, Jon, Gentry, Craig, and Raykova,
Mariana. Pinocchio: Nearly practical verifiable computa-
tion. Communications of the ACM, 59(2):103-112, 2016.
Costello, Craig, Fournet, Cédric, Howell, Jon, Kohlweiss,
Markulf, Kreuter, Benjamin, Nachrig, Michael, Parno,
Bryan, and Zahur, Samee. Geppetto: Versatile verifiable
computation. in 2015 IEEE Symposium on Security and
Privacy, pp. 253-270. 1IEEE, 2015.

(A L Ugidw;/;‘d,uyicﬁ,




[27

[28

[29

[31

—

]

]

—

—

[a—”

—_—

(Ya=1Y) ) oyled oYY s VFoY Jla

Springer, 2011.

Catalano, Dario, Fiore, Dario, and Warinschi, Bog-
dan. Efficient network coding signatures in the standard
model. in Public Key Cryptography—PKC 2012: 15th In-
ternational Conference on Practice and Theory in Pub-
lic Key Cryptography, Darmstadt, Germany, May 21-23,
2012. Proceedings 15, pp. 680—696. Springer, 2012.
Freeman, David Mandell. Improved security for linearly
homomorphic signatures: A generic framework. in Public
Key Cryptography—PKC 2012: 15th International Con-
ference on Practice and Theory in Public Key Cryptog-
raphy, Darmstadt, Germany, May 21-23, 2012. Proceed-
ings 15, pp. 697-714. Springer, 2012.

Attrapadung, Nuttapong, Libert, Benoit, and Peters,
Thomas. Computing on authenticated data: New privacy
definitions and constructions. in Advances in Cryptology—
ASIACRYPT 2012: 18th International Conference on the
Theory and Application of Cryptology and Information
Security, Beijing, China, December 2-6, 2012. Proceed-
ings 18, pp. 367-385. Springer, 2012.

Catalano, Dario, Fiore, Dario, Gennaro, Rosario, and
Vamvourellis, Konstantinos. Algebraic (trapdoor) one-
way functions and their applications. in Theory of Cryp-
tography: 10th Theory of Cryptography Conference, TCC
2013, Tokyo, Japan, March 3-6, 2013. Proceedings, pp.
680—-699. Springer, 2013.

Catalano, Dario, Marcedone, Antonio, and Puglisi,
Orazio. Authenticating computation on groups: New ho-
momorphic primitives and applications. in Advances in
Cryptology—ASIACRYPT 2014: 20th International Con-
ference on the Theory and Application of Cryptology and
Information Security, Kaoshiung, Taiwan, ROC, Decem-
ber 7-11, 2014, Proceedings, Part II 20, pp. 193-212.
Springer, 2014.

Catalano, Dario, Fiore, Dario, and Nizzardo, Luca. Pro-
grammable hash functions go private: constructions and
applications to (homomorphic) signatures with shorter
public keys. in Advances in Cryptology—CRYPTO 2015:
35th Annual Cryptology Conference, Santa Barbara, CA,
USA, August 16-20, 2015, Proceedings, Part 1l 35, pp.
254-274. Springer, 2015.

Catalano, Dario, Fiore, Dario, and Warinschi, Bogdan.

Homomorphic signatures with efficient verification for

(Al _pL ;456&_“/;!(5,%&6‘)‘;},

(20]

[21]

(22]

(23]

[24]

[25]

Cryptographic Techniques, Tallinn, Estonia, May 15-19,
2011. Proceedings 30, pp. 149-168. Springer, 2011.
Johnson, Rob, Walsh, Leif, and Lamb, Michael. Homo-
morphic signatures for digital photographs. in Interna-
tional Conference on Financial Cryptography and Data
Security, pp. 141-157. Springer, 2011.

Boneh, Dan, Freeman, David, Katz, Jonathan, and Wa-
ters, Brent. Signing a linear subspace: Signature schemes
for network coding. in Public Key Cryptography—PKC
2009: 12th International Conference on Practice and
Theory in Public Key Cryptography, Irvine, CA, USA,
March 18-20, 2009. Proceedings 12, pp. 68—87. Springer,
2009.

Boneh, Dan and Freeman, David Mandell. Linearly ho-
momorphic signatures over binary fields and new tools
for lattice-based signatures. in Public Key Cryptography—
PKC 2011: 14th International Conference on Practice
and Theory in Public Key Cryptography, Taormina, Italy,
March 6-9, 2011. Proceedings 14, pp. 1-16. Springer,
2011.

Agrawal, Shweta, Boneh, Dan, Boyen, Xavier, and
Freeman, David Mandell. = Preventing pollution at-
in Public Key
Cryptography—PKC 2010: 13th International Conference

tacks in multi-source network coding.

on Practice and Theory in Public Key Cryptography,
Paris, France, May 26-28, 2010. Proceedings 13, pp.
161-176. Springer, 2010.

Gennaro, Rosario, Katz, Jonathan, Krawczyk, Hugo, and
Rabin, Tal. Secure network coding over the integers. in
Public Key Cryptography—PKC 2010: 13th International
Conference on Practice and Theory in Public Key Cryp-
tography, Paris, France, May 26-28, 2010. Proceedings
13, pp. 142-160. Springer, 2010.

Attrapadung, Nuttapong and Libert, Benoit. Homomor-
phic network coding signatures in the standard model. in
Public Key Cryptography—PKC 2011: 14th International
Conference on Practice and Theory in Public Key Cryp-
tography, Taormina, Italy, March 6-9, 2011. Proceedings
14, pp. 17-34. Springer, 2011.

Catalano, Dario, Fiore, Dario, and Warinschi, Bogdan.
Adaptive pseudo-free groups and applications. in An-
nual International Conference on the Theory and Ap-

plications of Cryptographic Techniques, pp. 207-223.




[43]

[44]

[49]

w‘ @,e_g .:lj.':CJ_;h o — 2D LSJE“'O-’)-' QL«[}M db?‘w‘;ﬂ)‘_’

gies, Tools and Applications, pp. 693—710. IGI Global,
2010.

Li, Hongwei, Lu, Rongxing, Zhou, Liang, Yang, Bo, and
Shen, Xuemin. An efficient merkle-tree-based authen-
tication scheme for smart grid. [EEE Systems Journal,
8(2):655-663, 2013.

Pang, HweeHwa and Tan, K-L. Authenticating query
results in edge computing. in Proceedings. 20th Inter-
national Conference on Data Engineering, pp. 560-571.
IEEE, 2004.

Wang, Yongzhi, Shen, Yulong, Wang, Hua, Cao, Jinli,
and Jiang, Xiaohong. Mtmr: Ensuring mapreduce com-
putation integrity with merkle tree-based verifications.
IEEE Transactions on Big Data, 4(3):418—431, 2016.
Li, Feifei, Hadjieleftheriou, Marios, Kollios, George, and
Reyzin, Leonid. Dynamic authenticated index structures
for outsourced databases. in Proceedings of the 2006
ACM SIGMOD international conference on Management
of data, pp. 121-132, 2006.

Goodrich, Michael T, Tamassia, Roberto, and Trian-
dopoulos, Nikos. Super-efficient verification of dynamic
outsourced databases. in Cryptographers’ Track at the
RSA Conference, pp. 407-424. Springer, 2008.

Riaz-ud Din, Faizal, Doss, Robin, and Zhou, Wan-
lei. String matching query verification on cloud-hosted
databases. in Proceedings of the 17th International Con-
ference on Distributed Computing and Networking, pp.
1-10, 2016.

Li, Jingwei, Squicciarini, Anna Cinzia, Lin, Dan, Sun-
dareswaran, Smitha, and Jia, Chunfu. Mmb {cloud}-
tree: Authenticated index for verifiable cloud service se-
lection. [EEE Transactions on Dependable and Secure
computing, 14(2):185-198, 2015.

Mykletun, Einar, Narasimha, Maithili, and Tsudik,
Gene. Signature bouquets: Immutability for aggre-
gated/condensed signatures.

ESORICS 2004: 9th European Symposium on Research

in Computer Security—

in Computer Security, Sophia Antipolis, France, Septem-
ber 13-15, 2004. Proceedings 9, pp. 160—-176. Springer,
2004.

Boneh, Dan, Gentry, Craig, Lynn, Ben, and Shacham, Ho-
vav. Aggregate and verifiably encrypted signatures from

bilinear maps. in Advances in Cryptology—EUROCRYPT

[34]

(37]

[39]

polynomial functions. in Annual Cryptology Conference,
pp- 371-389. Springer, 2014.

Gorbunov, Sergey, Vaikuntanathan, Vinod, and Wichs,
Daniel. Leveled fully homomorphic signatures from stan-
dard lattices. in Proceedings of the forty-seventh annual
ACM symposium on Theory of computing, pp. 469—477,
2015.

Fiore, Dario, Mitrokotsa, Aikaterini, Nizzardo, Luca, and
Pagnin, Elena. Multi-key homomorphic authenticators.
in International conference on the theory and applica-
tion of cryptology and information security, pp. 499-530.
Springer, 2016.

Lai, Russell WF, Tai, Raymond KH, Wong, Harry WH,
and Chow, Sherman SM. Multi-key homomorphic sig-
natures unforgeable under insider corruption. in Interna-
tional Conference on the Theory and Application of Cryp-
tology and Information Security, pp. 465—492. Springer,
2018.

Gentry, Craig and Wichs, Daniel. Separating succinct
non-interactive arguments from all falsifiable assump-
tions. in Proceedings of the forty-third annual ACM sym-
posium on Theory of computing, pp. 99-108, 2011.
Schabhiiser, Lucas, Butin, Denis, and Buchmann, Jo-
hannes. Context hiding multi-key linearly homomorphic
authenticators. in Topics in Cryptology—CT-RSA 2019:
The Cryptographers’ Track at the RSA Conference 2019,
San Francisco, CA, USA, March 4-8, 2019, Proceedings,
pp- 493-513. Springer, 2019.

Aranha, Diego F and Pagnin, Elena. The simplest multi-
key linearly homomorphic signature scheme. in Interna-
tional Conference on Cryptology and Information Secu-
rity in Latin America, pp. 280-300. Springer, 2019.
Fiore, Dario and Pagnin, Elena. Matrioska: a compiler
for multi-key homomorphic signatures. in International
Conference on Security and Cryptography for Networks,
pp. 43-62. Springer, 2018.

Samarin, Somayeh Dolatnezhad, Fiore, Dario, Venturi,
Daniele, and Amini, Morteza. A compiler for multi-key
homomorphic signatures for turing machines. Theoretical
Computer Science, 889:145-170, 2021.

Dang, Tran Khanh. Ensuring correctness, completeness,
and freshness for outsourced tree-indexed data. in Infor-

mation Resources Management: Concepts, Methodolo-

(A L Ugidw;/;‘d,uyicﬁ,




[62]

[63]

[64]

[68]

[70]

(Ya=1Y) ) oyled oYY s VFoY Jla

Extending database technology: Advances in database
technology, pp. 323-332, 2008.

Ozdemir, Suat and Xiao, Yang. Secure data aggregation
in wireless sensor networks: A comprehensive overview.
Computer Networks, 53(12):2022-2037, 2009.

Hu, Lingxuan and Evans, David. Secure aggregation for
wireless networks. in 2003 Symposium on Applications
and the Internet Workshops, 2003. Proceedings., pp. 384—
391. IEEE, 2003.

Claveirole, Thomas, De Amorim, Marcelo Dias, Abdalla,
Michel, and Viniotis, Yannis. Securing wireless sensor
networks against aggregator compromises. /[EEE Com-
munications Magazine, 46(4):134-141, 2008.

Du, Wenliang, Deng, Jing, Han, Yunghsiang S, and Varsh-
ney, Pramod K. A witness-based approach for data fu-
sion assurance in wireless sensor networks. in GLOBE-
COM’03. IEEE Global Telecommunications Conference
(IEEE Cat. No. 03CH37489), vol. 3, pp. 1435-1439.
IEEE, 2003.

Alghamdi, Wael Y, Wu, Hui, and Kanhere, Salil S. Re-
liable and secure end-to-end data aggregation using se-
cret sharing in wsns. in 2017 IEEE Wireless Communi-
cations and Networking Conference (WCNC), pp. 1-6.
IEEE, 2017.

Przydatek, Bartosz, Song, Dawn, and Perrig, Adrian. Sia:
Secure information aggregation in sensor networks. in
Proceedings of the st international conference on Em-
bedded networked sensor systems, pp. 255-265, 2003.
Garofalakis, Minos, Hellerstein, Joseph M, and Maniatis,
Petros. Proof sketches: Verifiable in-network aggrega-
tion. in 2007 IEEE 23rd International Conference on
Data Engineering, pp. 996-1005. IEEE, 2006.

Paek, Jeongyeup, Greenstein, Ben, Gnawali, Omprakash,
Jang, Ki-Young, Joki, August, Vieira, Marcos, Hicks,
John, Estrin, Deborah, Govindan, Ramesh, and Kohler,
Eddie. The tenet architecture for tiered sensor networks.
ACM Transactions on Sensor Networks (TOSN), 6(4):1—
44, 2010.

Diao, Yanlei, Ganesan, Deepak, Mathur, Gaurav, and
Shenoy, Prashant J. Rethinking data management for
storage-centric sensor networks. in CIDR, vol. 7, pp.
22-31, 2007.

Yu, Chia-Mu, Ni, Guo-Kai, Chen, Yi, Gelenbe, Erol, and

(Al _pL ;456&_“/;!(5,%&6‘)‘;},

(51]

[52]

[53]

(53]

[58]

[59]

[60]

2003: International Conference on the Theory and Appli-
cations of Cryptographic Techniques, Warsaw, Poland,
May 4-8, 2003 Proceedings 22, pp. 416—432. Springer,
2003.

Merkle, Ralph C. A certified digital signature. in Con-
ference on the Theory and Application of Cryptology, pp.
218-238. Springer, 1989.

Devanbu, Premkumar, Gertz, Michael, Martel, Charles,
and Stubblebine, Stuart G. Authentic data publica-
tion over the internet. Journal of Computer Security,
11(3):291-314, 2003.

Narasimha, Maithili and Tsudik, Gene. Authentication
of outsourced databases using signature aggregation and
chaining. in International conference on database sys-
tems for advanced applications, pp. 420-436. Springer,
2006.

Pang, HweeHwa, Zhang, Jilian, and Mouratidis, Kyr-
iakos. Scalable verification for outsourced dynamic
Proceedings of the VLDB Endowment,
2(1):802-813, 2009.

Noferesti, Morteza, Hadavi, Mohammad Ali, and Jalili,

databases.

Rasool. A signature-based approach of correctness assur-
ance in data outsourcing scenarios. in Information Sys-
tems Security: 7th International Conference, ICISS 2011,
Kolkata, India, December 15-19, 2011, Procedings 7, pp.
374-378. Springer, 2011.

Song, Wei, Wang, Bing, Wang, Qian, Peng, Zhiyong,
and Lou, Wenjing. Tell me the truth: Practically public
authentication for outsourced databases with multi-user
modification. Information sciences, 387:221-237, 2017.
Xie, Min, Wang, Haixun, Yin, Jian, and Meng, Xiaofeng.
Integrity auditing of outsourced data. in VLDB, vol. 7,
pp. 782-793, 2007.

Wang, Haixun, Yin, Jian, Perng, Chang-shing, and Yu,
Philip S. Dual encryption for query integrity assurance. in
Proceedings of the 17th ACM conference on Information
and knowledge management, pp. 863-872, 2008.

Sion, Radu. Query execution assurance for outsourced
databases. in Proceedings of the 31st international con-
ference on Very large data bases, pp. 601-612, 2005.
Xie, Min, Wang, Haixun, Yin, Jian, and Meng, Xiaofeng.
Providing freshness guarantees for outsourced databases.

in Proceedings of the 11th international conference on




(80]

[81]

(82]

[83]

w‘ ‘;.bif} 5‘};@}3 o — 20 Lle:‘w:Q_,)g OLuul:u LS'J" ww‘)b

Li, Feifei, Yi, Ke, Hadjieleftheriou, Marios, and Kollios,
George. Proof-infused streams: Enabling authentication
of sliding window queries on streams. in Proceedings
of the 33rd international conference on Very large data
bases, pp. 147-158, 2007.

Yi, Ke, Li, Feifei, Cormode, Graham, Hadjieleftheriou,
Marios, Kollios, George, and Srivastava, Divesh. Small
synopses for group-by query verification on outsourced
data streams. ACM Transactions on Database Systems
(TODS), 34(3):1-42, 2009.

Samarin, Somayeh Dolatnezhad and Amini, Morteza. In-
tegrity checking for aggregate queries. IEEE Access,
9:74068-74084, 2021.

Ghayoori, Majid, Salmani, Khosro, and Haghjoo,
Mostafa S. Detecting changes in stream query results.
New Challenges for Intelligent Information and Database

Systems, pp. 13-24, 2011.

(71]

[74]

(73]

[76]

—
J
~

—

(78]

[79

—

Kuo, Sy-Yen. Top-k query result completeness verifi-
cation in tiered sensor networks. [EEE Transactions on
Information Forensics and Security, 9(1):109-124, 2013.
Wu, Haiqin, Wang, Liangmin, et al. Efficient and se-
cure top-query processing on hybrid sensed data. Mobile
Information Systems, 2016, 2016.

He, Ruiliang, Dai, Hua, Yang, Geng, Wang, Taochun,
Bao, Jingjing, et al. An efficient top-query processing
with result integrity verification in two-tiered wireless
sensor networks. Mathematical Problems in Engineering,
2015, 2015.

Yao, Yonglei, Xiong, Naixue, Park, Jong Hyuk, Ma, Li,
and Liu, Jingfa. Privacy-preserving max/min query in
two-tiered wireless sensor networks. Computers & Math-
ematics with Applications, 65(9):1318-1325, 2013.

Dai, Hua, Ye, Qingqun, Yi, Xun, He, Ruiliang, Yang,
Geng, and Pan, Jinji. Vp2rq: Efficient verifiable privacy-
preserving range query processing in two-tiered wireless
sensor networks. [International Journal of Distributed
Sensor Networks, 12(11):1550147716675627, 2016.
Nath, Suman and Venkatesan, Ramarathnam. Publicly
verifiable grouped aggregation queries on outsourced
data streams. in 2013 IEEE 29th International Confer-
ence on Data Engineering (ICDE), pp. 517-528. 1EEE,
2013.

Papadopoulos, Stavros, Cormode, Graham, Deligian-
nakis, Antonios, and Garofalakis, Minos. Lightweight
authentication of linear algebraic queries on data streams.
in Proceedings of the 2013 ACM SIGMOD International
Conference on Management of Data, pp. 881-892, 2013.
Papadopoulos, Stavros, Cormode, Graham, Deligian-
nakis, Antonios, and Garofalakis, Minos. Lightweight
query authentication on streams. ACM Transactions on
Database Systems (TODS), 39(4):1-45, 2014.

Chen, Qian, Hu, Haibo, and Xu, Jianliang. Authenticated
online data integration services. in Proceedings of the
2015 ACM SIGMOD International Conference on Man-
agement of Data, pp. 167-181, 2015.

Liu, Xuefeng, Sun, Wenhai, Quan, Hanyu, Lou, Wenjing,
Zhang, Yuqing, and Li, Hui. Publicly verifiable inner
product evaluation over outsourced data streams under
multiple keys. IEEE Transactions on Services Comput-

ing, 10(5):826-838, 2016.

(Al L ug;du?_“/;»d,uu&[ﬁ,



MonadiAfta-Bianual Scientific Journal for Cyberspace Security
2023, Volume 21, Number 1 (pp. 12—-29)

https://monadi.isc.org.ir

Integrity checking of outsourced computations

Somayeh Dolatnezhad Samarin® and and Morteza Amini

Computer engineering department, Sharif university, Theran, Iran

ARTICLE INFO.

Article history:

Received: November 28, 2022
Accepted: June 7, 2023

Published Online: September 1, 2023

Keywords:

Data security

Computation Outsourcing
Integrity of computation
Turing machine
Homomorphic authenticators

Type: Review paper

ABSTRACT

In recent years, one of the main topics of interest in the security
of outsource computations is checking the integrity of the results
received from outsourced computations. Outsourced computations
can run on data received from single or multiple data sources. There
are a few methods proposed for system models with distributed
data sources. The leading solutions provided in this area to verify
the correctness of the execution of any or some special functions,
such as linear, polynomial, or aggregate functions, are categorized
into (1) verifiable computations, (2) homomorphic authenticators,
and (3) methods proposed for specific applications such as
outsourced databases, wireless sensor networks, and data stream
management systems. In this paper, these methods, especially the
methods proposed for outsourced computations in data stream
management systems and database management systems, have
been reviewed and compared.
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